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Preface

This thesis presents the outcome of a sustained programme of Ph.D. re-
search conducted in the field of Computing Science at the University of Stir-
ling. The work was originally undertaken and submitted with the objective
of fulfilling the requirements for the degree of Doctor of Philosophy and was
developed over several years of full-time research.

Following the initial submission, the thesis underwent a formal examina-
tion process after which a period of substantial revision was required. The
revised thesis was resubmitted for examination after an extended period of
further research, redevelopment and consolidation of original contributions.
The scope, depth and ambition of the work reflect the objectives of doctoral-
level research, encompassing novel methodological development, theoretical
integration and applied investigation at the intersection of cybersecurity, ar-
tificial intelligence and semantic technologies.

This final version of the thesis incorporates all amendments requested
during the examination process. It represents the culmination of several years
of independent research effort and reflects the author's academic intent to
contribute original and rigorous scholarship to the field.



Abstract

Due to rapid growth and advancement of Big Data and Internet of Things
(loT), industries and organizations are being the main targets of cyber crimi-
nals. As 10T enables the linking of all types of ‘smart’ devices industrial appli-
ances, personal information or sensitive data are being constantly attacked by
novel malware variants. Therefore, in recent years cyber security has become
a major concern due to the emergence of new advanced malware mutants
which are causing harm to the users for financial gain to personal information
loss. Due to transportation and sharing of huge amount of data, internet-
enabled devices and social media platforms are becoming more vulnerable
to new generation malware attacks. Because of the limitations of traditional
Machine Learning based approaches, it's very difficult to deal with the new
malware generations with complex behaviour and varying code structures.

Different categories of malware families represents complex, dynamic be-
haviours and characteristics which can cause a novel and targeted attack in
a cyber-system. Existence of large volume of malware types with frequent
new additions hinders the cyber resilience effort. This motivation leads to de-
velop a new ontology driven framework that can capture recent malware be-
haviours and construct novel malware detection and classification framework
for new generation malware. This research built an ontology-based knowl-
edge graph to capture metamorphic malware behaviour in the form of API
call sequences, and it constructed a dynamic model for implementing an API-
based knowledge graph from the domain ontology. The ontological structure
are used as the domain knowledge to develop several deep learning algo-
rithms have been incorporated for the prediction of new generation malware
classes. In this research a number of deep learning techniques were devel-
oped for malware analysis by incorporating CNNs, ResNet-50, GANSs, achiev-
ing higher accuracies than state-of-the-art models. CNNs and other deep
learning architectures were implemented as standalone models and by in-
tegrating with other models as well.

To address the limitations of static deep learning models, this work in-
cludes continual learning approaches to avoid catastrophic forgetting while



promoting adaptability in dynamic threat environments. It further addresses
two new approaches bringing ontology to Deep Learning: Domain Adapta-
tion, transferring knowledge from one source to one target domain with re-
sults pooled in the subsequent stage and then Building Knowledge Graphs
using Deep Learning-based Image Classification and Ontology Integration to
better support semantic representation through structured integration of the
output of classifications into structured knowledge.

The overall research work has been carried out to built a meaningful do-
main specific ontological framework, a wide range of Deep Learning-based
neural architectures have been implemented on publicly available benchmark
datasets. Employment of various advanced deep learning techniques to im-
prove accuracy and address key challenges such as catastrophic forgetting.
Integration of deep learning and ontology with Domain Adaptation and con-
struction of three deep learning based malware knowledge graphs for en-
hancing interpretability and advancing Al-driven malware analysis in cyberse-
curity.
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Introduction

Because of the digital infrastructure of the Internet and cyber system many
dominant cyber threats are horrifying the interconnected industries. Cyber
criminals are writing new malware variants to damage the end users com-
puter and network system with advanced attack vectors. Because of the ubig-
uitous nature of today's Internet there are always new emerging cyber threats
that are causing significant growth of new generation malware and attack vari-
ants with multiple mutants [3].

Malware can compromise a computer system in any form such as Internet
worms, viruses, Trojans etc. There exists a wide variety of malware types, in-
cluding Trojan horses, ransomware, viruses, spyware, adware, worms, DDoS,
zombies, backdoors and so on. This vast diversity of malware types makes
detection and classification increasingly challenging, especially as cybercrimi-
nals continuously evolve their tactics. To evade traditional security measures,
malware authors employ sophisticated techniques that alter the code struc-
ture, making it harder to identify through signature-based detection methods.
There are three types of malware depending upon the code structure: Basic,
Polymorphic and Metamorphic. Advanced techniques like Camouflage, Pack-
ing or code obfuscation are adopted by the malware developers to make the
code unreadable and avoid detection. Figure 1.1 is showing the types of mal-
ware according to the code structure.



Metamorphic

Malware

Code

Camouflage Structure Polymorphic

Packing/Code-
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Figure 1.1: Malware Code Structure

1.1 General Context and motivation

Detection of new generation malware is a challenging task because of ad-
vanced anti-detection techniques and ability to change the malicious code in
every iteration (polymorphism and metamorphism). Behaviours of polymor-
phic and metamorphic malware are difficult to detect because of their com-
plex and dynamic nature.

According to AV-TEST report there is a constant distribution of Windows
malware and PUA (Potentially Unwanted Applications) of last twelve months
is shown in Figure 1.2 '. The chart visualizes the number of new malware
samples detected over different time intervals, from the past 12 months down
to a per-second rate,

* The chartillustrates the sheer scale of malware proliferation, emphasiz-
ing how frequently new threats emerge.

+ The funnel shape suggests progressive filtering or breakdown of mal-
ware statistics over time.

* The per-second rate (3.3 new malware samples) highlights the rapid and
continuous nature of malware evolution, posing a significant challenge
for cybersecurity defenses.

"Thttps://portal.av-atlas.org/malware
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Last 12 months:
104,182,952

Per month:
8,681,012
Per day:
285432

' Per second:
33
33

Figure 1.2: Windows malware and PUA

New generation malware can produce ever-changing malicious behaviour
so domain knowledge reusability is not possible to analyse them. Also encryp-
tion and decryption of polymorphic malware code and translation of meta-
morphic malware code in a new form in every iteration are challenging to
detect [4].

Ontology oriented knowledge framework is required to improve the dy-
namic analysis of malware behaviour and to have a clear understanding about
the behaviour of malicious code. Due to exploration of Deep Learning tech-
niques and Computer Vision Image-based Malware Detection is growing pop-
ularity because image files are mostly benign, code visualization friendly and
informative. Both Ontology and Deep Learning can facilitate malware be-
haviour analysis in terms of knowledge specific and visualization purposes.

1.2 Aim and Objectives

This research aims to develop a malware detection framework based on an
ontology-driven knowledge graph and deep learning-based image processing
to capture malware behaviour and to analyze malware images respectively.
For this purpose, this thesis is trying to achieve following objectives:

* To develop an ontological framework for capturing malware behaviour
dynamically.



* To understand the features of malware families and behaviour of the
malware.

+ To process malware images with deep learning architectures for finding
novel detection and classification methods.

+ To combine the Ontological framework with Deep Learning.

1.3 Contributions

This main contributions of this research are:

* An Ontology-driven knowledge graph was developed to capture the be-
haviour of metamorphic malware in the form of API call sequences.

+ Deep Learning based malware image processing architectures were de-
veloped for the detection and classification of malware families.

* Novel detection frameworks by combining continual learning with deep
learning models.

+ Combination of Ontology and Deep learning with two different meth-
ods: “Domain Adaptation" and “Building Knowledge Graphs with Deep
Learning-based Image Classification and Ontology Integration".

1.4 Research Questions

Few research questions have to be worked out to complete the objectives of
the research.

+ What are the key features and behavioural patterns that distinguish dif-
ferent malware families and how can these be effectively modeled and
analyzed?

* How can deep learning architectures be employed for malware image
processing to achieve accurate and robust malware detection and clas-
sification?

* How can continual learning be integrated with deep learning models to

improve adaptability and reduce catastrophic forgetting in malware de-
tection tasks?

* In what ways can ontology and deep learning be effectively combined to
enhance malware understanding?



1.5 Overview of Report

The thesis is divided into following sections to describe the progress, overview
and objective of the research:

Chapter 1 - This chapter describes the Introduction, motivation, objec-
tives and research questions.

Chapter 2 - This chapter describes the previous malware detection sys-
tems, background of deep learning and ontology in malware detection.
Chapter 3 - State-of-the-art describes the relevant research papers of
malware detection techniques.

Chapter 4 - An Ontology-based Knowledge graph to Capture Malware
Behaviour describes the overall process to build the ontology in an ob-
ject oriented view.

Chapter 5 - Malware Analysis using Deep Learning based Image Process-
ing describes the deep learning based approaches to analyze the mal-
ware images.

Chapter 6 - Implementation of Continual Learning with deep learning
techniques.

Chapter 7 - The combination of ontology and deep learning were exhib-
ited in this chapter.

Chapter 8 - This chapter describes the discussions about the research.
Chapter 9 - Conclusion and Future Work describes the overview of the
thesis and plan for the future scope of this research.
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Construction." [Ongoing]
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Background

In the era of Big Data, smart devices are always being used to generate and
exchange huge amount of data and information, among the users, which is
extremely difficult to handle with traditional processes. In the platform of
complex data structure it's not easy to overcome the advanced attack pat-
terns and threat techniques. Because of massive usage of interconnected
systems cyber related threats are constantly increasing due to Al-based sys-
tems, phishing emails and most importantly novel malware variants. With
advanced techniques malware can be installed in a system or network at any
moment, even in real-time. According to Positive Technologies' dataset 69%
of the malware sample were used for espionage to create a long term stealth
also rest of the samples were used for financial gain (Figure 2.1).

Financial profit
31%

Espionage
69%

Figure 2.1: Attacker motives for espionage and financial gain
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Traditional machine learning based malware detection and classification
approaches involves with human intervention for feature learning and do-
main expertise to understand the features. Though Machine Learning de-
pends on less data points rather than Deep Learning but it doesn’t work well
to recognize novel malware behaviour and requires more structured data.
On the other hand, Deep Learning is less time consuming and an automatic
process in terms of feature engineering, learning, self-correction and decision
making.

Some traditional methods of malware detection are discussed in this sec-
tion like:

+ Sandbox Detection

+ Signature-based Detection

+ Anomaly-based malware detection

Statistical Modeling for predicting Cyber attacks
* Time-Series Modeling

Few Machine Learning and Deep Learning based works have also been
discussed in this section.

2.1 Sandbox Detection

A sandbox is an isolated environment to execute and run the code virtually
to check behaviour and activity of the code whether the file or software is
malicious or not [5]. Sandbox is a proactive measure which facilitates the Anti
Virus to identify the malware. But the malware writers developed a number of
techniques to evade sandbox analysis and spot the virtual environment [6].
Threat actors apply different methods and combine multiple techniques to
avoid sandbox analysis and detection in a virtual environment.

Though Sandbox detection comes under Behaviour-based malware detec-
tion but there are several anti-sanboxing and anti-virtualization techniques to
avoid its analysis processes.



2.2 Signature-based Detection

Signature-based malware detection method depends on pattern or signature
matching. The unique digital signature of every app or software gets identi-
fied by the Anti Virus to add in the database if it's malicious. But this method
cannot detect new generation malware signatures with complex behaviour
and anti-detection techniques [7]. More than 3.5 million malware are being
generated every day so detection of zero-day attack is almost impossible with
this method.

2.3 Anomaly-based Malware Detection

Anomaly-based detection technique uses its knowledge to distinguish the de-
viation between normal and malicious behaviour during program inspection.
This technique is generally used to develop Intrusion Detection Systems (IDSs).
The goal of this technique is to characterize the normal behaviour and identify
attacks based on deviations from normalcy [8]. Those behaviours are learnt
by machine learning approach with the current and past interactions with the
network, server or user's machine. This technique is based on the ability to
predict network traffic flow. The major shortcomings of anomaly-based mal-
ware detection are high false alarm or false positive rate, time complexity and
difficulty in feature selection for training phase [9].

2.4 Statistical Modeling for predicting Cyber at-
tacks

2.4.1 Using Distributions

+ Pareto Distribution: Wheatley et al., 2015 investigated the extreme risk
of personal data breachesin [10] where breached data from 2000 through
2015 was studied. The severity of breach sizes was modeled by an ex-
tremely heavy tailed truncated Pareto distribution, with tail exponent
parameter decreasing linearly from 0.57 in 2007 to 0.37 in 2015.
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Table 2.1: Previous Malware Detection Methods

Statistical Modeling for predicting Cyber attacks

Paper Strengths Weaknesses
Wheatley et - In [10], severity of breach - Statistical methods were
aI.,d 201@ ,|[|1 01 sizes was modeled by an developed for detection.
gzd Soriletg‘jt;, extremely heavy tailed | _ | recent times, more ad-
5010 [11] t_runcated Pareto distribu- vanced type of cyber re-
tion. lated incidents are being
- In [11], the severity of ID occurred by new malware
losses was described by generations.
a heavy-tailed power-law
distribution.
Peng et al, -In [12], Copula-GARCH In [12] and [13] the data was
2018 [12] and models were used to collected from honeypots
Zhan et al, model multivariate cyber which may not identify the
2015[13] attacker and attack patterns

security risks.

- FARIMA and GARCH were
used in [13] for short term
attack prediction.

leading the attacker to gain ac-
cess to the legitimate system.

Edwards et al.,
2015 [14] and
Xu et al., 2018
[15]

- In [14], size of data
beaches is following a log-
normal distribution and
daily breach frequency
was modeled by a nega-
tive binomial distribution.

- In [15] cyber hacking
breach incident inter-
arrival times and breach
sizes were modeled by
stochastic processes.

The Privacy Rights Clearing-
house (PRC) [16] dataset was
used in [14] and [15].

Though the dataset may have
some missing values which
may not represent all the
breach information and de-
tection of attack patterns are
becoming crucial in recent
times.

 Power Law Distribution

Another research related to investigation of personal identity losses was
found in [11] where Maillart and Sornette (2010) described the severity
of ID losses by a heavy-tailed power-law distribution.
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* Negative Binomial Distribution

A popular cyber breach incident dataset [16] was used in [14] to model
the trend of data breaches. Size of data beaches is following a log-normal
distribution and daily breach frequency was modeled by a negative bi-
nomial distribution.

Forecasting of cyber incidents was performed by using Negative Bino-
mial Distribution with one week lag in [3].

2.4.2 Copula-based Models

In [12] researchers initiated a study to model multivariate cyber security risks
using Copula-GARCH models. To model high dimensional cyber security risks
vine copula approach was used. In [15] cyber hacking breach incident inter-
arrival times and breach sizes were modeled by stochastic processes. A pos-
itive dependence between the incidents inter-arrival times and the breach
sizes has been discovered. This dependence can be adequately described
by a particular copula.

2.4.3 Bayesian Networks

In [17] Bayesian Networks was used to identify types of uncertainty in en-
terprise networks. A Bayesian Network was built to justify the approach. A
Bayesian State Space Model (BSSM) [3] was used to predict the number of fu-
ture cyber attacks one week ahead of time. BSSM is a sort of machine learning
approach and it has several advantages over time series models (like ARIMA
and ARMA). BSSM can handle overdispersed data by using negative binomial
distribution rather than normal distribution.

In [18] Sun et al., 2018 proposed a probabilistic approach to implement a
prototype system named ZePro to identify zero-day attack path. Researchers
described the zero-day attack path as a graph. This is the first approach until
2018, where probabilistic approaches were incorporated to identify zero-day
attack path. This system constructs a Bayesian network based on the object
instance graph.
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2.5 Time-Series Modeling

The time series models are constructed to account for patterns in past move-
ments in a manner useful for forecasting future behavior.

Autoregressive Integrated Moving Average (ARIMA) model is one of the
most commonly used models for univariate time series. The ARIMA model is
a special case of the ARMA model but includes a parameter to difference the
transformation of the data. This model was used in [19] to forecast number
of attacks in a future date.

FARIMA (Fractional Autoregressive Integrated Moving Average) and GARCH
(Generalized Autoregressive Conditional Heteroskedasticity) are two widely
used time series models. This model was used in [13] for short term attack
prediction.

ARMA-GARCH model can precisely describe the evolution of the hacking
breach sizes, where ARMA is acronym for “Autoregressive and Moving Av-
erage” and GARCH is acronym for “Generalized Autoregressive Conditional
Heteroskedasticity.” These stochastic process models can forecast the inter-
arrival times and the breach sizes [15] by using the dataset from [16]. This
is the first approach until 2018, where stochastic models were used to model
cyber attacks rather than distribution.

In [10] and [11] the statistical methods were developed to detect personal
data breaches and personal identity losses respectively. Though, in recent
times there are more advanced type of cyber related incidents are being oc-
curred by new malware generations.

In[12] and [13] the data was collected from honeypots which may notiden-
tify the attacker and attack patterns leading the attacker to gain access to the
legitimate system. The Privacy Rights Clearinghouse (PRC) [16] dataset was
also used in [14] and [15] to identify the patterns of data breaches and to an-
alyze inter-arrival time and breach size of the incidents respectively. Though
the dataset may have some missing values which may not represent all the
breach information and detection of attack patterns are becoming crucial in
recent times. In [17] and [18], graph based models were used to analyze the
security events. The graph representations need to be more informative and
structured to identify the attributes and properties. In [19] ARIMA model was
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used for forecasting but it's a quite older model and doesn't fit for long-term
events.

2.6 Machine Learning-based Methods

Machine Learning models had widely been used in malware detection field
because it is able to cope with evolution of malware and attack variants. Sev-
eral static and dynamic feature analysis approaches were implemented using
machine learning algorithms.

Table 2.2 is showing some works related to static analysis based malware
detection with their feature types and algorithms also Table 2.3 is showing
few dynamic analysis for malware detection.

Table 2.2: Static Analysis for malware detection

Static Analysis
Paper Feature Algorithm
Fuyong 3-g (bytes) 1-NN
and Tiezhu,
2017 [20]
Yuxin and Siyi, | opcodes DBN, SVM, K-NN
2019 [21]
Ahmadi et al., | API Calls GB
2016 [22]
Wojnowicz et | String features LR
al., 2016 [23]
Hassen and | Function Call Graph RF, meta-classifier
Chan, 2017 [24]
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Table 2.3: Dynamic Analysis for malware detection

Dynamic Analysis

Paper Feature Algorithm

Carlin et al., | Opcode RF, Hidden Markov mod-
2017 [25] els

O'Kane et al., | PCA SVM

2016 [26]

Bekerman et | Correlation Feature Se- | Naive Bayes, J48 DT, RF
al., 2015 [27] lection Algorithm
Galal et al., | Hand-crafted Heuristics DT, RF, SVM
2016 [28]
Salehi et al., | Fisher Score, SVM RF, J48 DT, Bayesian Lo-
2017 [29] gistics Regression

2.6.1 Zero day attack defence

To overcome the limitations of signature-based and anomaly-based detection
system a new approach was proposed in [30] to detect zero-day attacks. A
machine learning based framework ZDAR (ZERO-DAY ATTACK REMEDY) was
proposed to sense the organization’s network traffic for identifying anoma-
lous behaviour that can cause zero-day exploit. In this approach supervised
classification was used for known samples and unsupervised learning was
used to identify new malware samples.

AZero-day malware detection framework based on data mining techniques
was developed in [31]. Different training files and classifiers for machine learn-
ing based zero-day malware detection were described in [32] to distinguish
malware and benign samples.

2.6.2 Machine Learning/Data Mining Approaches

Based on the literature in [33] a survey of machine learning (ML) and data
mining (DM) methods has been described for cyber analytics in support of
intrusion detection. ML algorithms need a goal i.e. problem formulation from
the domain (e.g., dependent variable to predict). DM focuses on the discovery
of previously unknown characteristics in the data. It does not need a specific
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goal from the domain, alternatively it focuses on finding new and interesting
knowledge.

Related work can be found in [34] where a hardware based architecture,
GuardOL, has been developed to perform online malware detection. GuardOL
is @ combination of processor and field-programmable gate array (FPGA). A
machine learning approach (using MLP) has been implemented to capture
the malicious behavior i.e., high level semantics of malware. A bipartite graph-
based machine learning algorithm was used in [35] to classify benign and mali-
cious network activities depending upon the behaviour to enable the defense
systems successfully respond to novel attacks.

In [30], [31], [32] zero-day attack was detected using machine learning al-
gorithms and in [34] and [35] machine learning methods were used with data
mining approaches but feature selection is a time-consuming phase in these
works.

Because of the rapid growth of new generation malware with varying com-
plexity and anti-detection techniques cyber-security field needs to be secured
and more advanced. As feature selection and extraction are the time consum-
ing processes in machine learning also human intervention is a requirement
in ML to understand the features. Recently, Computer Vision and Natural
Language Processing are being incorporated in cyber security field so ML-
based approaches are being replaced by Deep Learning based methods to
overcome the limitations and solve the problems of malware detection and
classification.

Due to several drawbacks of previously mentioned methods new research
dimension is required in malware detection field and to detect malicious be-
haviour.

2.7 Deep Learning-based Methods

Deep Learning is being widely used in many real-world scenarios like Com-
puter Vision, Robotics, Speech Recognition, Google Assistant, image process-
ing and so on. Nowadays Deep Learning along with Artificial Neural Networks
(ANNSs), Convolutional Neural Networks (CNNs) and Recurrent Neural Net-
works (RNNs) are being used in malware detection and classification where
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data were used in the form of byte sequences, API call sequences, OpCode
sequences, network traffic and gray-scale images. As Deep Learning domi-
nates Computer Vision so it is very useful in image-based malware analysis
for it's automatic feature extraction and classification purposes. In case of
feed-forward neural networks the flow comes from input to output but in
backpropagation the flow moves in opposite direction that is useful to cal-
culate the error and fit the algorithm properly.

Table 2.4 is showing some deep learning based research works with algo-
rithms and features.

Table 2.4: Deep Learning for malware detection

Deep Learning Works

Paper Feature Algorithm
Saxe et al, | PE import features, PE | Feed-forward network
2015 [36] metadata features

Huang and | API 3-g, Sequence of APl | Feed-forward network
Strokes, calls

2016 [37]

Gilbert et al., | gray-scale image CNN

2019 [38]

Rezende et al., | gray-scale image ResNet-50
2017 [39]

Athiwaratkun | API call sequence LSTM, GRU
et al., 2017 [40]

AL-Hawawreh Network behavior AE, NN

etal., 2018 [41]

2.8 Ontology-based Methods

Ontologies are being used in cyber security field to share knowledge [42], [43],
mitigate the complexity related with taxonomy [44], [45], semantically analyze
the attacks and attack patterns [46], [47], [48], [49] and vulnerabilities [50],
classify the attacks [51] and to model the security requirements [52], [53].
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2.8.1 Ontology Engineering

“Ontological Engineering” can be viewed as the set of activities to develop the
ontology, the vocabularies, methodologies for building ontologies, and the
languages which support them [54].

Ontology Development

Ontology Engineering

Ontology Application

Figure 2.2: Ontology Engineering

Ontology engineering helps the domain experts to understand and ex-
plore their field more specifically. Ontology engineering is the field of applied
ontology (Figure 2.2). It can be viewed as a large-scale representation of ab-
stract concepts like, actions, time, physical objects etc. would be the examples
of ontology engineering.

Due to the ever-changing nature of cyber domain, ontologies are needed
to beincorporated as for security purposes as it can figure out the logic behind
a cyber realated incident and what type of malware variants are being used
by the attackers also to find out information about any hidden motive of the
attack vector. Ontologies can help to analyze any organizational infrastruc-
ture to identify the vulnerabilities and to take measurement for developing
security patches. Section 3.1 of Chapter 3 is describing a literature review for
ontology based applications in cyber security field. Chapter 4 has described
the contribution of this research towards cyber security by developing an on-
tology based malware behaviour knowledge graph.
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2.9 Conclusions

This chapter has described the previous methodologies of cyber security do-
main from Section 2.1 to Section 2.5. Applications of Machine Learning, Deep
Learning and Ontologies in cyber security field have also been discussed in
this chapter.

This research aims to identify novel research gaps in this field to overcome
the challenges related to previous methods to contribute new concepts for
malware behaviour analysis also for malware detection and classification.
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State-of-the-Art

To complete the state-of-the-art (Figure 3.1) of this thesis following literature
survey was carried the for critical analysis of the research papers and to find
the gaps in the literature. At first the relevant papers of the ontology-based
malware detection were described after that several machine learning and
deep learning based malware detection approaches were studied for the dis-
cussion.

Modeling Malware
Behaviour

Ontology in Malware Detection

Ontology-based ‘

Frameworks
Machine Learning based
Malware Detection
fth Deep Learning based Malware Behaviour-based Malware
State-of-the-art Detection Detection

Image-based Malware
Detection

Continual Learning based
Malware Detection

Domain Adaptation in Malware Using Opcode Sequences

Detection

Intelligent Frameworks in
Malware Detection

Ontology in Cybersecurity KG ‘

Figure 3.1: State-of-the-art in malware detection

The discussed ontology based frameworks in this chapter, were used for
several research directions like, malware behaviour modeling, combining cy-
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ber security ontologies, taxonomical and semantical structures, development
of intelligent systems and security of mobile devices. Machine Learning based
systems also provided new insights to protect end users and Android devices
against cyber attacks. Several Deep Learning based malware analysis meth-
ods have also been discussed as deep learning has become a useful resource
for the security researchers to handle large datasets, multidimensional and
multimodal datasets also to analyze API sequences and opcodes.

3.1 Ontology in Malware Detection

Ontology could be a key building block of malware detection and modeling
malware behavior through the provision of a structured, semantic descrip-
tion of malicious activity, enabling knowledge-driven analysis and automated
reasoning. It formalizes relations between malware attributes such as API
calls, system modifications, dissemination methods, persistence strategies,
and evasion techniques to enable detection based on semantic reasoning,
rule-based deduction and cyber threat intelligence interoperability.

By creating ontology-based knowledge graphs, security systems are able
to model malware behaviour in a format amenable to advanced analytics,
auto-classification and real-time threat identification. Ontology-based repre-
sentations support detection of advanced attack patterns, tracking of mal-
ware development and correlating multiple attack surfaces’ threat indicators
to make sharing of cyber threat intelligence more effective.

In addition, ontology-based approaches enable proactive defense through
the characterization of malware families, their variants and behavioral traits in
a systematic manner, aiding in zero-day threat detection. By leveraging formal
logic and reasoning mechanisms, ontologies enable decision-making in cyber-
security through the inference of new attack patterns by analysts and auto-
mated systems, risk assessment and the strengthening of defensive mech-
anisms. In the era of malware threat complexity, ontology-based methods
provide a scalable, interpretable and adaptive foundation for intelligent mal-
ware analysis and cybersecurity defense.

This section is describing a number of application of ontology in the field
of cyber security and malware behaviour analysis:
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3.1.1 Modeling Malware Behaviour:

Table 3.1: Ontology in Malware Detection

Modeling Malware Behaviour

Paper

Strengths

Weaknesses

Grégio et al.
(2014) [55]

A malware ontology was pro-
posed based on their exhibited

behaviour,
* to identify the unknown

malware samples,
* to distinguish the suspi-
cious program from the

This paper is based on mod-
eling suspicious malware be-
haviours but this requires to
be more sophisticated to de-
tect new malware behaviours.

benign.

Grégio et al. _

(2016) [56] * Malware Behaviour « MBO produced some
Ontology (MBO) was false positive results.

proposed to model the
knowledge of malware
behaviour.

* Used over two thousand

malicious samples and
400 benign samples.

* Machine Learning tech-
niques need to be incor-
porated with MBO rules
to detect new threats.
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Table 3.2: Ontology in Malware Detection (Cont.)

Modeling Malware Behaviour

Paper Strengths Weaknesses
Kiwia et al., . . This a taxonomy-based ap-
2018 [57] * A cyber-kill chain based | hroach, not an ontology.

taxonomy of banking Tro-

jan was proposed.

* 127 banking Trojans from

December 2014 to Jan-

uary 2016 of a UK-based

financial organisation

was used.
Tafazzoli _
and Sadjadi, * In [58] a malware ontol- * Fuzzy rep_resent'atl.on.[58]
2008  [58] ogy was proposed to rep- has major limitations
and N. resent analyzed malware in data handling and
Rastogi, characteristics and their requires human inter-
2020 [59] relationships. vention for inference.

* MALONt [59] is an open- « For both of these ontolo-

source malware threat gies in [58] and [59] rich-

intelligence ontology ness still needs to be im-

was  developed  for proved.

knowledge-graph  gen-

eration and information

extraction.

Proper understanding and comprehension of domain knowledge of malicious
behaviour are required to mitigate security related problems. In [55] Grégio et
al. (2014) proposed a malware ontology based on their exhibited behaviour to
identify the unknown malware samples and to distinguish the suspicious pro-
gram from the benign. This work was also done to model authors knowledge
of malware behaviour to find a solution from new generation malware sam-
ples which can easily compromise the detection techniques of users’ systems.
This paper is based on modeling suspicious malware behaviours but this re-
quires to be more sophisticated to detect new malware behaviours. This
framework was later extended into the Malware Behaviour Ontology (MBO)
which was proposed in [56] by Grégio et al. (2016). They proposed an ontol-
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ogy to model the knowledge of malware behaviour by using over two thou-
sand malicious samples and almost 400 benign samples to test the rules of
suspicious behaviours. MBO is an extensible ontology which can accommo-
date new malware features and implemented as a collaborative framework.
This ontology is flexible and rule based to determine advanced malicious be-
haviours. But MBO produced some false positive results for real time malware
detection. Machine Learning techniques need to be incorporated with MBO
rules to detect new threats.

Malware detection is a challenging task in financial industries. Detection
of banking Trojans is a great challenge due to advanced anti-detection tech-
niques like obfuscation. A cyber-kill chain based taxonomy of banking Trojan
features was proposed in [57] to improve the mitigation techniques. Kiwia et
al. (2018) proposed the CKC-taxonomy of banking Trojan features based on
the evolutionary computational intelligence. In this work 127 banking Trojans
from December 2014 to January 2016 of a UK-based financial organization
have been used to validate the taxonomy. This work is useful for the cyber
security practitioners to develop mitigation techniques but this a taxonomy-
based approach which is not an ontology.

In [58] a malware ontology was proposed to represent analyzed malware
characteristics and their relationships. A semantic relation mapping was pre-
sented and used in semantic search engines. A malware fuzzy ontology was
developed to describe the malware relationships. This is the first malware on-
tology which was created manually with a fuzzy representation of the frame-
work to be used in semantic web. MALOnNt [59] is an open-source malware
threat intelligence ontology was developed for knowledge-graph generation
and information extraction. Both of these ontologies in [58] and [59] pre-
sented detail understanding of malware and their characteristics but richness
of the ontologies still needs to be improved. Though MALONt [59] has a great
significance for this thesis as it was compared with the developed ontology
based knowledge graph in Chapter 4.
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Table 3.3: Ontology in Malware Detection (Cont.)

Modeling Malware Behaviour

Paper Strengths Weaknesses
Mundie and _ More conception of cyber
Mcintire, * In this framework an | secyrity field and a dynamic
2013 [60] ontology-based ~ compe- | sanse are required to improve
tency model was built. the analysis by the ontology.
+ Consists of vocabularies,
taxonomy, static ontol-
ogy of malware analysis.
Abdoli et al., | An ontology of denial of ser- | Constructed based on denial
2008 [61] vice attack was developed us- | of service attack only but more
ing Protégé software. fields of cyber security domain
need to be included.

Lack of well structured database is a challenge in cyber security field and
domain knowledge needs to be semantically structured in Information Secu-
rity field also. lannacone et al. (2015) proposed an ontology in [62] to combine
various publicly available datasets with internal information for the analysts
and automated tools in order to overcome the lack of structured datasets.
This work is a contribution towards cyber security domain with the available
datasets and relevant information in a structured format. This ontology is
general-purpose and lacked specialization for behaviour-based malware anal-
ysis. Additionally, ontology development in specific attack domains was re-
flected in [61]. Ontology of network and computer attacks are also essential
to understand the attack pattern. In [61] an ontology of denial of service (DoS)
attack was developed using Protégé software. The accuracy of the ontology
was tested using Racer software and KDD cup99 test dataset. This ontology
was constructed based on denial of service attack only but more fields of cy-
ber security domain need to be included.

An OWL-based malware analysis ontology was built in [60]. A malware
analysis dictionary and taxonomy were built and by combining these two a
competency model was developed to create an ontology-based competency
framework. This ontology consists of vocabularies, taxonomy and static on-
tology of malware analysis but more conception of cyber security field and a
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dynamic sense are required to improve the analysis by the ontology.

All of the previous studies proclaim the evolution of malware and cyber-
security knowledge that has been semantically structured — from rule-based
systems [55], [56], to domain-specific taxonomy [57], to fuzzy and open-source
ontologies [58], [59], and finally the efforts were made towards dataset struc-
turing and competency modeling [62], [60]. But no existing ontology-based
framework fully integrates behaviour-level reasoning (e.g., APl call sequences),
dynamic knowledge graph generation, and image-based malware classifica-
tion. The previously developed systems contributed important application-
specific insights but were limited by their focus on static features and mobile
based systems, and did not address metamorphic malware behaviour and
semantic graph integration.

3.1.2 Ontology-based Frameworks:

CRATELO is an ontological framework constitutes the domain ontology of cy-
ber operations (OSCO: Ontologies of Secure Cyber Operations), designed on
the basis of DOLCE (Descriptive Ontology for Linguistic and Cognitive Engi-
neering) top ontology and middle-level ontology (SECCO: Security Core Ontol-

ogy) [11.

DOECE-SPRAY

Figure 3.2: Schematics of CRATELO [1].
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Table 3.4: Ontology in Malware Detection (Cont.)

Ontology-based Frameworks
Paper Strengths Weaknesses
Oltramari et , These two ontologies need to
al., 2014 [1] * CRATELO [1] is an onto- | e improved with other real-
and Syed et logical framework consti- | \yorid cyber security aspects
al., 2016 [63] tutes the domain ontol- | ¢4, vulnerability assessment
ogy of cyber operations. | 54 interaction with other
* SyEd et al., 2016 pro- | sources.
posed an Unified Cyber-
security Ontology (UCO)
in [63].
Huang et al., | An ontology based intelligent | Ontology was created with
2010 [64] system named Taiwan Mal- | three types of malware fam-
ware Analysis Net (TWMAN) | ilies but recent malware
was proposed to analyze mal- | generations have more ad-
ware behaviour. vanced types malware threats.

The three levels of CRATELO currently include 223 classes and 131 rela-
tionships encoded in OWL-DL. This framework was developed to improve sit-
uation awareness and ensures the depth of semantic structure of the cy-
berspace. To mitigate the need for semantic integration across diverse se-
curity systems, Syed et al. (2016) proposed an Unified Cybersecurity Ontol-
ogy (UCO) in [63] to integrate heterogeneous data and domain knowledge of
different existing cybersecurity systems. This is the first cyber security ontol-
ogy until 2016 where mappings between UCO and general world ontologies
were generated using use-cases for ontology sharing and reuse. These two
ontologies need to be improved with other real-world cyber security aspects
for vulnerability assessment and interaction with other sources.

In contrast to the abstract models, Huang et al., 2010 proposed an ontol-
ogy based intelligent system named Taiwan Malware Analysis Net (TWMAN)
in [64] to analyze malware behaviour. The behaviour information was stored
in ontology repository which is used by the malware behaviour analysis agent
and ontology agent to keep the system safe from Viruses and Trojans. The
malware behaviour ontology was constructed by defining File modifications,
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Network communications and Registry run key values which are beneficial
to comprehend common reactions and characteristics of a malware but be-
havioural analysis needs to be more specific and dynamic in nature. Though
this ontology was created with three types of malware families but recent
malware generations have more advanced types malware threats.

A similar static approach was implemented in [65] where detection of mal-
ware by its behaviour was demonstrated using Ontologies and rules. Infected
computer systems were used to develop a host level detection mechanism to
identify obfuscated malware codes. Different automated malware detection
and prevention approaches were developed previously. This is a malware
hunting framework based on rules therefore it is time consuming and needs
human intervention to set the rules.

Mobile devices are the repository of users’ financial information, social net-
working activities, banking and emailing. Mapping the relationship among
permissions, malware, and benign apps is troublesome and cannot be done
manually. To facilitate the application testing in Android ecosystem an ontol-
ogy based framework was developed in [66] by Navarro et al., 2018 to map the
relationship between application and system and a machine learning frame-
work to analyze the malware features. But incorporating a large amount of
data could be an issue in this ontology and machine learning based system.
Similarly, Chiang et al., 2010 proposed an ontology based approach for mo-
bile malware behaviour analysis in [67] to provide information about a new
mobile malware signature in a proper time to the users and organizations to
keep their mobile devices safe when the device is not able to obtain the infor-
mation because of limited resources and outdated malware signature within
the device. The limitation is, this method is to some extent signature based
therefore users’ need enough precautions against malware.

Other mobile based frameworks such as an intelligent model for mobile
malware detection was build in [68]. Based on the static features an Apps
Feature Ontology (AFO) was built. A concept vector was created and features
were selected using optimization algorithms. This approach was evaluated on
benchmark datasets. This framework is based on static features from the app
therefore inclusion of new malware features is a limitation for this method.
A more network-focused approach was introduced in [69] ontology was used
to develop a model which can detect attack profile of a malware and prevent

28



network threats but not useful to determine targeted attack which can com-

promise mobile security.

Table 3.5: Ontology in Malware Detection (Cont.)

Ontology-based Frameworks

Paper Strengths Weaknesses

Jasiul et al., _ This malware hunting frame-

2014 [65] * Detection of _ malware | \york based on rules therefore
by its behaviour was | jvs time consuming and needs

demonstrated using On-
tologies and rules.

* Infected computer sys-
tems were used to de-
velop a host level detec-
tion mechanism.

human intervention to set the
rules.

Navarro et

But incorporating a large

al., 2018 [66] * An ontology  based | 3mount of data could be an
framework  was  de- | jssie in this ontology and ma-
veloped to map the | chine learning based system.
relationship between
application and system.
* Facilitating the applica-
tion testing in Android
ecosystem.
Chiang et al., This method is too some ex-
2010 [67] * An ontology based ap- | tont signature based therefore

proach for mobile mal-
ware behaviour analysis
was proposed.

« To provide information
about a new mobile
malware signature in a
proper time to the users
and organizations.

users’ need enough precau-
tions against malware.

An advanced semantic decision making system was proposed in [70] to
identify malicious programs. In this work, the integration of semantic tech-
nologies and computational intelligence methods was done by integrating the
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Fuzzy Ontologies and Fuzzy Markup Language (FML). But fuzzy ontologies are
more domain specific in nature therefore formal model development is not
obvious with it. To standardize the semantic layering in cybersecurity, Obrst
et al., 2012 [71] developed a cyber ontology architecture based on an initial
malware ontology to construct a semantic model in cyber security domain.
This architecture is composed of three levels domain ontologies, middle-level
and upper level ontologies. This ontology consists of less number of mal-
ware types which are not considering new generation malware families also
behavioural aspect of malware needs to be included in this ontology.

Table 3.6: Ontology in Malware Detection (Cont.)

Ontology-based Frameworks
Paper Strengths Weaknesses
J.N. O.S and _ | Framework is based on static
M. S. B. S, * Ontology-based intelli- | foatyres from the app there-
2021 [68] gent model for mobile | fre inclusion of new malware
malware detection was | features is a limitation.
built.
* Based on the static fea-
tures an Apps Feature
Ontology (AFO) was built.
Wang et al., | Ontology was used to develop | This method is not useful to de-
2017 [69] a model which can detect at- | termine targeted attack which
tack profile of a malware and | can compromise mobile secu-
prevent network threats. rity.
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Table 3.7: Ontology in Malware Detection (Cont.)

Ontology-based Frameworks

Paper Strengths Weaknesses

Huang et al., | Integration of semantic tech- | But fuzzy ontologies are more

2011 [70] nologies and computational | domain specific in nature
intelligence  methods was | therefore formal model devel-
done by integrating the Fuzzy | opment is not obvious with it.
Ontologies and Fuzzy Markup
Language (FML).

Obrst et al., | A cyber ontology architecture | Consists of less number of mal-

2012 [71] was developed based on anini- | ware types which are not con-
tial malware ontology to con- | sidering new generation mal-
struct a semantic model in cy- | ware families also behavioural
ber security domain. aspect of malware needs to be

included.

W. Han, | An ontology-based knowledge | The behaviours were defined

2020 [72] framework was built to repre- | in an abstract form which are
sent malicious behaviour. not enough dynamicin nature.

An automated system of malware analysis and evasion detection was pro-
posed in [73]. In this study AEMS (Analysis Evasion Malware Sandbox) was
developed using ontologies and MAEC (Malware Attribute Enumeration and
Characterization). This architecture consists of detection of malware evasion
technique and a countermeasure to force the malware for expressing its com-
plete behaviour. A more recent approach was developed in [72] where a dy-
namic malware behaviour detection was established based on system calls by
studying APT malware. Here an ontology-based knowledge framework was
built to represent malicious behaviour. In this ontology the behaviours were
defined in an abstract form which are not enough dynamic in nature.

CRATELO [1]is a structurally rich ontology but not designed for behavioural
detection. The UCO ontology [63], aligns heterogeneous cybersecurity knowl-
edge sources but not dealing with system events (API call traces), that are
critical for detecting sophisticated malware.

Taiwan Malware Analysis Net (TWMAN) [64] and Jasiul et al., [65] proposed
static and rule-based techniques respectively. The reliance on manually de-
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fined rules limits scalability and not suitable to accommodate behavioural fea-
tures, a core feature of metamorphic malware.

In mobile domain, models developed in [66-68] incorporated machine learn-
ing techniques along with ontologies. However, dynamic enrichment and real-
time integration of new cyber incident data are still not properly explored. In
addition, establishment of deep semantic links between malware exhibited
behaviours and higher-level datasets is a new avenue to contribute.

All these studies collectively showcase a consistent trend of work. Despite
the increasing advancement of ontology-based frameworks in cybersecurity,
most remain fundamentally constrained by static modeling approaches, lim-
ited behavioural articulation and inadequate integration with data driven learn-
ing techniques. Rule-based and taxonomy-based frameworks often fail to
capture the dynamic, evasive nature of modern malware generations, while
ontology and machine learning systems are not necessarily capable of seman-
ticreasoning and automated enrichment. This precise gap enhances the need
for an ontology framework that is not only semantically robust but also be-
haviourally adaptive and interoperable with deep learning pipelines. This the-
sis addresses that gap by implementing a dynamic OWL-based malware be-
haviour ontology which is capable of modeling API call sequences, supporting
ontology-oriented programming, and integrating with deep learning-based
malware image classification. The framework further proposes RDF-based
knowledge graph construction offering an interpretable, extensible, and re-
silient approach for malware detection.

3.2 Machine Learning based Malware Detection

Machine learning has become a fundamental key for modern malware de-
tection, offering robust alternatives rather than traditional signature-based
methods. A machine learning based malware detection approach was devel-
oped in [74] based on Random Forest classifier. This classifier was used to
predict the cyber threats and identify a given data benign or malicious de-
pending upon the behaviour. This approach was developed on Linux envi-
ronment. Though several new generation Windows malware are also threat-
ening the end-users and this paper is using only the Random Forest classifier
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but there exist other advanced machine learning methods to be considered
in future.

Another Machine Learning based malware detection method, Opem [75]
was developed to integrate both static and dynamic techniques of malware
detection. This hybrid method is promising for unknown malware detection.
But static-dynamic approach may be a time consuming process where adver-
saries are getting more advanced in recent days. Likewise, in [76] an anomaly
based malware detection method was developed and one-class Support Vec-
tor Machine was used for classification. The proposed method produced very
high accuracy but the experiment was carried out on Windows/x86 platform
and older versions of Internet Explorer and Adobe PDF reader. Nowadays lat-
est versions of Operating Systems are becoming more vulnerable to the cyber
attacks.
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Table 3.8: Machine Learning based Malware Detection

Machine Learning based Works

Paper Strengths Weaknesses
Joshi et al., . . _
2018 [74] * Random Forest classifier. . Focgses solely in Linux
+ Classifier was used to environments.
predict the cyber threats « List data structures may
and identify a given data not capture all type of nu-
is benign or malicious. anced behavior.
* Focuses on process list « Focuses on RF, lacks a
data structure from a vir- comparative study.
tual environment.
Santos et al., .
2013 [75] + Opem, a hybrid approach + Acknowledges that
was developed. dynamic analysis tech-
« By utilizing both op- niques can still be evaded
code sequences (static by sophisticated mal-
features) and dynamic ware.
behavior analysis this
method is promising
for unknown malware
detection.
Tang et al., , ,
2014 [76] * Introduces a new class of « Experiment was carried

malware detectors that
use anomaly-based de-
tection.
* By using hardware fea-

tures the paper proposes
a detection method.

out on Windows/x86 plat-
form and older versions
of Internet Explorer and
Adobe PDF reader.
Acknowledges that so-
phisticated attackers can
still bypass detection.
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Table 3.9: Machine Learning based Malware Detection

Machine Learning based Works

Paper Strengths Weaknesses
Narudin et . .
al., 2016 [77] * Five ML classifiers have * Focuses only on network
been used. traffic, which might limit
« Research emphasizes its effectiveness.
feature selection and + Datasetis quite outdated.
extraction, identifying The private dataset con-
11 key features from sists of only 30 samples.
network traffic data.
Peiravian
and Zhu, + Combines permission re- « Static analysis has limita-
2013 [78] quests and API calls. tions in detecting more
¢« Evaluates its approach SOphiSticated malware.
on a balanced dataset of * Relies on a fixed set of
over 2,500 applications. permissions and APl calls.
« Can |dent|fy unknown or Permissions can be mis-
new malware. leading.
Sanz et al, _ o , .
2013 [79] * Android permission anal- * Relies solely on static per-

ysis as primary feature.

Applies a variety of
ML classifiers to the
permission-based  fea-
ture set.

missions.

Focuses on permissions
alone overlooks behav-
ioral indicators.
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Table 3.10: Machine Learning based Malware Detection

Machine Learning based Works

Paper Strengths Weaknesses
Wu et al., _ _ _
2016 [80] * Android malware detec- « Static analysis (dataflow
tion based on dataflow API), which may struggle
APIs. to detect more sophisti-
* Reduces computational cated malware.
overhead by 40%. * Malware that doesn’t use
* Improves the KNN model these specific APIs might
by a weighted API-based evade detection.
Mahalanobis distance.
Wang and _
Wang, + Developed by focusing on « Acknowledges that the
2015 [81] behavioral signatures. accuracy in detecting en-

Employment of SVM clas-
sifier enhances accuracy.
Key strength is the inte-
gration of a digital vac-
cine (DV) concept.

tirely new or significantly
altered malware variants
is still limited.

Focuses on SVMs, does
not explore advanced ML
methods.

Saracino et
al., 2016 [82]

MADAM: a multi-level
approach to detect mal-
ware.

MADAM implements
a behaviour-based ap-
proach of detection.

Collects signatures from
known malware.

Relies on predefined be-
havioral patterns.
Effectiveness can vary
based on the Android
device and version.
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Table 3.11: Machine Learning based Malware Detection

Machine Learning based Works

Paper Strengths Weaknesses
Lietal., 2018 _ . o
[83] * SigPID  reduces  the * Relies on permissions as
number of permissions the main feature.
needed for malware » Effectiveness in detecting
detection by 84%. unknown or new mal-
* Works effectively across ware might be limited
a wide range of super- if the patterns or be-
vised learning algorithms haviors shift significantly
(67 tested). over time.
Chen et al,, o
2016 [84] + Combination of con- * Features were selected
tributed features. randomly from a large
+ Uses a "streaminglized" dataset.
process, which is suit- « Accuracy of detection
able to handle large-scale could be improved.
datasets.
Yerimaetal., , ,
2014 [85] * Proactive approach for « Focuses on static analy-

android malware detec-
tion based on parallel ML
classifiers.

Proactive detection of
zero-day malware.

Static analysis for feature
extraction.

Selected classifiers are
computationally efficient.

sis which may miss cer-
tain malware behaviors.

Uses a dataset from
McAfee's internal repos-
itory, may not fully
represent the diversity of
Android malware found
in the wild.
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Table 3.12: Machine Learning based Malware Detection

Machine Learning based Works

Paper Strengths Weaknesses

Rieck et al.,, _ - _

2011 [86] * Clustering and classifica- * In recent times malware
tion used for behaviour writers are being more
analysis. advanced to develop

* Incremental approach re- sgndbox evasion tech-
duces both memory and niques.
run-time. « System rejects clusters

« Focusing on dynamic with fewer than a certain
behavior analysis rather number of samples.
than static file analysis.

Firdausi et _ ' .

al., 2010 [87] * Evaluates five different * Uses a relatively small
ML classifiers. dataset, consisting of 220

» Dynamic analysis by unique malware samples
monitoring malware in a and 250 benign software
sandbox. samples.

+ Feature selection using * Relying on a single sand-
Correlation-based  Fea- box  environment may
ture Selection (CFS). limit the detection.

Sayadi et al., _ .

2018 [88] * Lightweight, hardware- * Focuses on only three
assisted detection (HMD) malware classes.
approach. « Does not compare results

Effective feature reduc-
tion process using PCA.
Key strength is it allows

for monitoring low-level
hardware events.

with software based de-
tection.
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Table 3.13: Machine Learning based Malware Detection

Machine Learning based Works

Paper Strengths Weaknesses
Shamili et o
al., 2010 [89] « Adistributed SVM model. * Focuses on well known
« System is lightweight in Trojans: Viver, Beselo.
terms of bandwidth us- « Reliance on a SVM model,
age and computational may not scale well for
load. complex, multi-class de-
« Framework is shown tection.
to train quickly while * Does not provide detailed
maintaining reliable per- comparisons with other
formance. detection methods.
Ye et al, o _ ,
2008 [90] * Objective-Oriented  As- * Focuses on Windows PE

sociation (OOA) mining
technique for malware
detection.

OOA_Fast_FP-Growth
algorithm, an enhance-
ment over the traditional
FP-Growth algorithm.

files, which limits its ap-
plicability to other file for-
mats or OS.

Only offers binary classi-
fication, does not classify
different types of mal-
ware.
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Table 3.14: Machine Learning based Malware Detection

Machine Learning based Works

Paper Strengths Weaknesses

Ye et al, o _ _ .

2007 [91] * Objective-Oriented  As- * Designed specifically for
sociation (OOA) mining Windows PE files.
technique introduced. Uses static analysis of API
Composed of three major sequences, which may
modules: a PE parser, an not capture the full range
OOA rule generator, and of advanced malware
a rule-based classifier. behaviors.

Hu and Tan,

2017 [92] MalGAN: GAN-based Assumes that attacker
algorithm developed knows features, even
to generate black-box though they are unaware
malware detector. of the model parameters.
Attackers do not have di- Acknowledges that train-
rect access to the model ing of MalGAN, is prone
used in black-box model. to instability.

Several machine learning approaches have been used to overcome the
difficulties deal with hardware limitations [76] and detect Android malware
[771,1931,[781,[79], [80], [81], [82] due to limited resource availability in mobile
devices.

Due to increasing use of Android devices there is a considerable rising
of cyber hacking incidents that generates malicious applications. Five ma-
chine learning classifiers have been used in [77] to evaluate anomaly-based
malware detection. 49 malware families and 1000 Android malware samples
were considered as dataset. This experiment extracts features from network
traffic of mobile applications but in a network traffic data may come from dif-
ferent sources like routers, firewalls etc. and in different forms which makes
it difficult to analyze the data accurately in a given time. Data that are passing
through the network traffic may be spoofed by the attackers and may produce
false alarms. Recognizing the context-sensitive nature of mobile platforms,
another Machine Learning based Android malware detection approach was
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found in [93] to mitigate context-sensitive nature of smartphones. An au-
tomation framework STREAM (System for Automatically Training and Evalu-
ating Android Malware Classifiers) was developed for profiling malware and
training classifiers.

A significant body of work has focused on feature-based detection tech-
niques, particularly those using permissions and API calls, which were found
in [78] and [79]. Detection of malicious apps on mobile devices was found in
[78] based on permission and API (Application Programming Interface) calls.
Open source nature of Android devices and increasing number of mobile apps
are the significant reason of vulnerable nature of mobile devices to malware
attacks. Machine learning classifiers have been used to analyze and classify
the Android apps whether a particular app is malicious or not. Similarly, PUMA
(Permission Usage to Detect Malware in Android) is another permission based
machine learning approach which was developed in [79] to detect Android
malicious applications by investigating the extracted permissions from the
apps. The features were extracted from .apk (Android Application Package)
files. Both of the approaches in [78] and [79] are accurate in malware detec-
tion but these are not dynamic analysis of malware.

Another Android malware detection approach was developed in [80] based
on dataflow APIs by using machine learning classifiers. Though analysis of
dataflow APl is a static method and this paper proposed semantic based ap-
proaches for classification and behaviour analysis in future.

Support Vector Machines (SVMs) have been favored in malware detection
research for their effectiveness in handling high-dimensional feature spaces.
Wang and Wang introduced a malware behaviour detection using SVMs in
[81]. This is an automatic malware detection approach which was developed
by training SVM classifier for mobile security. A digital vaccine was proposed
to prevent the malware infection from hosts. This paper also used the suspi-
cious .apk files for behavioural analysis but SVM requires longer training time
and it may consume large memory when the dataset is huge with more num-
ber of features. Another SVM based hybrid model classifier was developed
by using static analysis and machine learning for Android malware detection
in [94]. In this experiment the SVM accuracy was improved by using fusion
logics after combining two decision models.

Several host- and anomaly-based frameworks have also been proposed.
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MADAM (Multi-Level Anomaly Detector for Android Malware) a host-based
and anomaly-based malware detector was developed in [82] to detect misbe-
haviour of Android apps. MADAM implements a behaviour-based approach of
malware detection but collects signatures from known malware behaviours.
Though being a host-based system it may not see the network level threats
which attack the host. To refine classification further, Li et al. (2018) [83]
proposed a Significant Permission IDentification (SigPID) an Android malware
detection system. To distinguish benign and malicious apps most significant
permissions were used. This system uses ML classifiers to classify malware
and benign apps. This paper used a three level data pruning to identify the
significant permissions. But data pruning may lead to loss of accuracy and
increase training period.

Another machine learning based Android malware detection system is Stor
mDroid [84] was developed by Chen et al. (2016). Contributed features were
combined to develop a streaminglized malware detection framework. Though
in this work, features were selected randomly from a large dataset and accu-
racy of the detection approach could be improved. In contrast, a novel and
proactive approach for Android malware detection based on parallel ML clas-
sifiers was developed in [85]. This approach was tested on real-world samples
to identify malware and benign applications. This paper proposed a parallel
combination of five classifiers which made the process cost effective but static
app features may provide limited information and classification with diverse
ML classifiers makes the process time consuming.

Sandbox-based behavioural detection was reimplemented by Rieck et al.
[86] and Firdausi et al. [87], who used machine learning classifiers to evaluate
behavioural traces extracted from a sandbox environment. Whatever, as mal-
ware writers increasingly adopt sandbox evasion techniques, the long-term
viability of these approaches is uncertain.

In [86], clustering and classification techniques were used for malware be-
haviour analysis where malware behaviours were monitored using sandbox
environment. But in recent times malware writers are being more advanced
to develop sandbox evasion techniques, they can manipulate their codes to
hide the behaviour of malware. Different machine learning classifiers were
tested in [87] based on their performance. In this paper also the behaviour of
malware was collected using sandbox environment.
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Beyond traditional detection methods, a hardware assisted malware de-
tection approach was developed in [88]. It's a machine learning based method
forembedded and required less number of features but this approach detects
only the runtime malware. A distributed SVM-based approach for malware
detection on mobile devices was presented in [89]. But noises and outliers
can affect the distributed SVM-based approach. Though both of these ap-
proaches may struggle with resource constraints.

An intelligent malware detection system based on association mining was
developed in [90] and object oriented association mining was developed in
[91]. Both of [90] and [91] need to identify the features and families of mal-
ware more precisely.

Finally, MalGAN, a generative adversarial network (GAN) based algorithm
was developed in [92] to generate a black-box malware detector. In this ex-
periment, same probability distribution was followed by both the train and
test dataset but in a complex scenario malware writers may modify the prob-
ability distribution to disable the machine learning based detection.

3.3 Deep Learning based Malware Detection

This section has described several deep learning frameworks for malware de-
tection and analysis:
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3.3.1 Behaviour-based Malware Detection

Table 3.15: Behaviour-based Malware Detection

Deep Learning Works

Paper Strengths Weaknesses
Tobiyama et
al., 2016 [95] « Two-stage deep neural + Dataset has 81 malware
network (DNN): both process log files and 69
RNN and CNN. benign process log files,
« Focuses on the behavior which is much smaller.
of processes.  Feature extraction pro-
« Captures temporal and cess relies on fixed-
structural patterns. length  sequences  of
+ Can mitigate damage af- process behavior.
ter an attack.
Jeon and , ,
Moon, * Combines CNNs and  Dataset consists of only
2020 [96] RNNSs for detection using 1000 benign files and
opcode sequences. 1000 samples.
* Integrates static and dy- * Focuses on opcode se-
namic analysis. quences may not fully
capture other important
characteristics.

Behaviour based malware detection uses a number of techniques like ma-
chine learning, Al, graph-based analysis, Deep Learning etc. to execute sus-
picious behaviour of a software or an Android application. In [95] a malware
detection method was proposed using process behaviour to discover an in-
fected terminal rather than network traffic. Process behaviour was recorded
in the form of API call sequences and Long Short-Term Memory (LSTM) was
used to construct feature extractor for API call based language modeling. Two
types of Deep Neural Network (DNN) were used: Recurrent Neural Network
(RNN) to extract feature and to train them. After training feature vectors were
extracted and validated with trained RNN. After that, converted to an image.
Convolutional Neural Network (CNN) was used to classify these images based
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on local features to identify malware and benign processes. But this work is
highly dependent on API calls which leaves it vulnerable to anti-analysis tech-
niques such as APl obfuscation and additional image conversion layer may be
time consuming.

Similarly, a Convolutional Recurrent Neural Network (CRNN) based mal-
ware detection method was proposed in [96]. Here a mathematical method
was used to extract opcode sequences without execution. A convolutional
autoencoder was used to compress the opcode sequence in much shorter
than the original length. A Dynamic Recurrent Neural Network (DRNN) clas-
sifier was used in the back-end to classify the compressed code generated
by the autoencoder. A CNN and RNN based approach may achieve higher
accuracy but it may not detect smaller objects from a dataset. Also DRNN
could be a complex model which poses challenges in large-scale deployments.
SMASH [97] is a multi-feature malware detection method which combines
software and hardware features. Software features were extracted from the
malware samples in the form of API call sequence using dynamic sandbox.
API call sequence features were used to detect malware with a multi-layer Bi-
GRU network. The hardware feature was extracted in the form of grayscale
image by converting the memory dump data. Memory dump file was used in
integrated computing to detect whether a process is malicious or not. BiGRU
network is faster than LSTM but it has two gated recurrent units so it may be
costly and may limit its real-time applicability.

A straightforward Android malware detection method was proposed in
[98] where an Android application was presented in the form of bytecode file.
From the Android package (.apk file) the classes.dex was extracted to acquire
function codes and behaviours of the application. Here a Visualization step
was involved to convert the classes.dex file into an image. After that, CNN
was used to analyze the features of bytecode images for detecting malware.
This method is effective in handling static bytecode structures but limited in
its ability to capture dynamic code loading or network-based payload.
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Table 3.16: Behaviour-based Malware Detection (Cont.)

Deep Learning Works

Paper Strengths Weaknesses

Dai et al, .

2019 [97] * A combination of soft- « Sandbox can be by-
ware and hardware fea- passed by malware that
tures. detects sandbox environ-

« Method shows strong ment.
anti-evasion perfor- * Focused on detecting
mance. malware that runs as
* Incorporates advanced executables.
neural networks, such as
BiGRU, VGG19.
Ding et al., . _ ,
2020 [98] + Transformed Android * Detection method is only

bytecode files into 2-D
bytecode images.

* Resilient to malware with
packing, encryption, or
obfuscation techniques.

* Automates feature ex-
traction by CNNs.

* Poses a challenge for
traditional static analysis
methods.

CNN based.

Dataset contains 3962
malware samples and
1000 benign samples,
which is smaller.

Accuracy decreases as
percentage of packed
samples increases.

Does not explore hybrid
approaches.
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Table 3.17: Behaviour-based Malware Detection (Cont.)

Deep Learning Works

SAEs used to acquire high
level feature extraction.

Integrates SAEs with ML
classifiers.

Focused on protecting

Paper Strengths Weaknesses

Xiao et al., ' _

2019 [99] + Constructed behavior « Dataset contains only
and Hardy graphs from API calls and 1760 samples (880 mal-
et al., [100] OS resources. ware and 880 benign),

which is smaller.

Cloud-based implemen-
tation introduces issues
related to data transmis-
sion delays and privacy

loT devices. concerns.

* More resistant to evasion
techniques.

BDLF is a behavior-based deep learning framework was proposed in [99]
for 10T (Internet of Things) environment. Here API calls were extracted to
represent malware behaviour and provide information about the behaviour
graphs. Stacked AutoEncoders (SAEs) were used to acquire high level feature
information of malware behaviours. Another SAE-based approach was de-
veloped in [100]. Here, a deep learning based intelligent malware detection
approach using Stacked AutoEncoders (SAEs) model was developed based on
Windows Application Programming Interface (API) calls.

Both SAE-based approaches are effective in feature abstraction capability
but were resource-intensive and vulnerable to overfitting.

The above mentioned systems are mostly relied API calls based detection.
But APIs are much prone to some other security concerns and one must need
to understand the structure of the APIs before using it. Some of the detection
methods are only CNN based which may need to be integrated with other
deep learning based methods for better advancement.
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3.3.2 Image-based Malware Detection

Table 3.18: Image-based Malware Detection

Deep Learning Works

Paper Strengths Weaknesses

Venkatraman

ot al., « Combines deep learning * Pre-trained CNN used for
2019 [101] and image analysis. feature extraction.

+ Effectively utilizes both « The datasets used in the
supervised and unsuper- study, although large,
vised learning. might not represent the

 Addresses the Cha”enge full diverSity of malware.
of detecting obfuscated
malware.

K.HeandD.-
S. Kim, 2019 + Spatial Pyramid Pooling * CNN has only 3 layers.
[102] (SPP) allows the CNN to . Uses a dataset with 906

handle input images of
varying sizes.

* Provides valuable in-
sights into the limitations
and potential of SPP
layers within CNNs.

malicious files and 1,776
benign files, itis relatively
small.

« Acknowledges SPP layer
did not perform well as
expected.
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Table 3.19: Image-based Malware Detection

Deep Learning Works

Paper Strengths Weaknesses

Darem et al., . _ _

2021 [103] + Semi-supervised ap- * Needs to be imple-
proach to integrate deep mented on  colored
learning, feature en- images of malware.
gineering, and image Dataset may not fully rep-
processing. resent the diversity of

+ Targets obfuscated mal- malware.
ware.

* Integration of XGBoost
and CNN.

Ni et al, . , , _ .

2018 [104] * Resilient to obfuscation Relies heavily on visual
techniques. similarities.

* Does not require disas- + Acknowledges confusion
sembly or code execu- between certain families
tion. which are visually similar

» Tested on a large dataset. but functionally different.

Due to exploration of Deep Learning techniques and Computer Vision Image-
based Malware Detection is growing popularity because image files are mostly
benign, code visualization friendly and informative.

A hybrid deep learning based method was developed in [101] where de-
tection and classification of obfuscated malware were proposed. Visualiza-
tion of images of malware and benign datasets was demonstrated to identify
their distinct behaviour patterns. In this hybrid approach self-learning sys-
tem was used to detect known and unknown malware samples. CNN and
bi-directional networks were used for classification of malware. Similarly, an-
other CNN-based malware detection method was developed in [102] to deal
with redundant API injection. In this method input malware files were trans-
formed into images to train the CNN and Spatial Pyramid Pooling (SPP) was
used to cope with the malware images which are extremely varying in size.

In [101] and [102] CNN-based approaches have been developed for de-
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tection and classification. Though a pre-trained CNN was used for feature
extraction in [101] and in [102] the CNN has only 3 layers for classification.

Other studies integrated opcode analysis with image conversion, such as
a semi-supervised approach for obfuscated malware identification was de-
veloped in [103] where few approaches like OpCode analysis, image conver-
sion, feature engineering and deep learning were integrated. Malware Op-
Codes were converted into grayscale images for classification and visualiza-
tion. Though in this work, images were generated using another algorithm
developed in [105] and this work needs to be implemented on colored im-
ages of malware.

SimHash-based methods were developed in [104] and [106]. In [104], a
MCSC (Malware Classification using SimHash and CNN) was developed to con-
vert opcode into grayscale images. After feature extraction, fingerprint im-
ages of malwares were generated in visualization phase and trained with CNN
for identification. These researchers used SimHash to generate gray scale im-
ages and to improve classification accuracy but SimHash may be highly sensi-
tive to specific features and may not identify subtle differences between two
images as it may count two very similar (not identical) images as completely
different. Another SimHash-based Anroid malware detection approach was
developed in [106]. Codes were extracted from an apk file and words were
digitized to form an image. Convolutional Neural Network was used to check
the apk file whether it is malicious or not. This CNN architecture could be
improved to achieve better accuracy.
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Table 3.20: Image-based Malware Detection (Cont.)

Deep Learning Works

Paper Strengths Weaknesses
Yen and Sun, ' ‘
2019 [106] + Detect malware by visu- + Conducted on a relatively

alizing the importance of
words in code.

* Handles code obfusca-
tion effectively.

* Leverages text mining to
convert code into images.

* CNN was used to detect
malware.

small dataset of 1,440
APK files.
* CNN accuracy could be
improved.

* Overlooked features like
API calls, dynamic behav-
jors.

Vinayakumar
et al.,
2019 [107]

* ScaleMalNet integrates
static and dynamic anal-
ysis with deep learning
and image processing.

* Tested on both public
and private datasets.

* Both CNN and LSTM were
used.

+ Two-stage detection.

* Primarily focuses on mal-
ware affecting Windows
systems, with less con-
sideration given to other
platforms, like Android,
macOS, or Linux.
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Table 3.21: Image-based Malware Detection (Cont.)

Deep Learning Works

DCNN.

Optimized DCNN is com-
putationally efficient.

Resistant to polymorphic
malware obfuscation.

Paper Strengths Weaknesses
Cui et al,
2018 [108] * CNNs allows for auto- * Success depends on qual-
matic feature extraction. ity and consistency of im-
+ Addresses data imbal- age representation.
ance among different Does not explore the
malware families. benefits of hybrid ap-
+ Effective in handling ob- proaches.
fuscated code.
Naeem,
Hamad, et * Hybrid model combining Transforming  malware
al. [109] image visualization and binaries into images

may limit the approach’s
effectiveness to deal with
sophisticated malware.

Does not provide de-
tailed comparison with

deep learning

* Used color image trans- ,
niques.

formation to extract fea-
tures.

tech-

Later research explored hybrid architectures to improve robustness. For
example, a scalable deep learning based framework ScaleMalNet [107] was
developed to overcome the limitations of conventional machine learning al-
gorithm and to develop an effective solution for zero-day attack. This frame-
work can process large malware samples. Here, a novel image processing
technique was proposed for classification of malware. Both CNN and LSTM
were used to develop a hybrid image processing framework which can prop-
erly detect packed malware samples. Though the CNN is 1-dimensional in
this experiment and the 1D-CNN was combined with LSTM, which may re-
quire more training data with high computational cost and large memory. An
idea of hybridization was also proposed in [109] where a cost-effective and hy-
brid malware detection approach was implemented for Industrial Internet of
Things (MD-IIOT). In this hybrid approach color image visualization and deep
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convolution neural network (DCNN) were used for in-depth malware analysis.

Further advanced the hybrid architecture was developed in [110] by inte-
grating both static and dynamic perspectives, in this study a visualization and
deep learning based Windows malware detection approach was proposed.
This hybrid approach is an integration of visualization and convolutional neu-
ral network. In a combination of static and dynamic analysis this paper uses
neural networks for detection and vectorize the input in two approaches:
feature-based and image-based. In static analysis malware was visualized
in RGB image to acquire more information than grayscale images. In dy-
namic analysis APl calls were represented to visualize behaviour of a program.
Cuckoo Sandbox was used to visualize the APIs of a program and to convert it
into an image. Both static and dynamic images were combined in a single im-
age to carry out the hybrid visualization. Though models of this paper didn't
perform well on test dataset of virussign.com' and older malware samples.
This is also a sandbox detection method which doesn't allow network inter-
actions as some malware variants require network environments to exhibit
their malicious behaviour.

Along with the hybrid methods, other researchers explored more stream-
lined CNN-based frameworks. As malicious codes are growing rapidly and
becoming main threats in the field of cyber security, a novel deep learning
based approach for malicious code detection was developed in [108]. Codes
were converted into grayscale images and CNN was used to extract features
from the images for classification and identification. Though converting the
images into a fixed size was a task in this work.

To extend the image-based paradigm into mobile platforms, an image-
based mobile malware detection method was proposed in [111]. Mobile ap-
plications were represented in grayscale images. A fine-grained method was
proposed to distinguish malware and legitimate mobile samples and to iden-
tify the family variant. Though, in this experiment size of train and test dataset
split is 50:50 and older samples were used in training phase.

"https://www.virussign.com/
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Table 3.22: Image-based Malware Detection (Cont.)

Deep Learning Works
Paper Strengths Weaknesses
Huang et al., .
2021 [110] * CNN based on VGG16. « Didn't perform well on

+ Combines both static and test dataset of virus-
dynamic visualization sign.com® and  older
techniques. malware samples.

* In static analysis malware * Struggles with certain
was visualized in RGB im- malware, like QQ pass-
age. word stealer trojans.

* In dynamic analysis API * May require regular up-
calls were represented to dates.
visualize behaviour of a « Drop in accuracy on un-
program. known malware.

Mercaldo . . _ o
and San- * Platform-independent. * Relies on visual similarity.
tone, * Validated using 50,000 + Size of train and test split
2020 [111] Android applications and is 50:50, older samples
230 Apple applications. were used in training.

* Fine-grained method was * Proposed system relies
proposed to distinguish purely on static analysis.
malware and legitimate
mobile samples.

Forimage-based malware detection, CNNs have been widely applied [101],
[102], often in combination with methods such as LSTMs [107], SimHash [104],
[106] or static-dynamic hybrid [110] visualization. All these approaches im-
prove robustness against obfuscation and packing, they are often computa-
tionally expensive and may not generalize well across diverse or evolving mal-
ware families. Basic CNN-only methods are much faster but encounter diffi-
culties with resizing and limited feature representation. In general, current
methods emphasize a trade-off between efficiency and accuracy, indicating
that more sophisticated deep learning architectures such as attention-based
CNNSs, residual networks, or ensemble models might produce faster, scalable,
and more accurate solutions for real-world malware detection.
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3.3.3 Using Opcode Sequences

Table 3.23: Using Opcode Sequences

Deep Learning Works

Paper Strengths Weaknesses
Zhao et al,, ' ' '
2018 [112] * CNNs were used in learn- * The dataset is relatively

ing patterns.

* Introduces k-max pooling
in CNN architecture.

+ An effective feature ex-
traction method by focus-
ing on Dalvik opcode se-
qguences.

smaller with approx.
2,400 samples, around
1,200 benign and 1,200
malicious samples.

Compares its approach
with traditional ML meth-
ods but does not com-
pare with DL models.
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Table 3.24: Using Opcode Sequences (cont.)

Deep Learning Works

Paper Strengths Weaknesses
Yan et al, _
2018 [113] * Ensemble method: com- + Dataset comprises nearly
bines CNN and LSTM. equal distribution of mal-
+ Evaluation is conducted ware and benign sam-
with 21,736 malware ples.
samples and 20,650 be- « Compares with some tra-
nign samples. ditional methods.
+ Addresses challenges like * Does not benchmark
gradient vanishing prob- against advanced DL
lem in LSTM. models.
Pektas and , ,
Acarman, + Combines static and dy- « Accuracy of the model
2020 [114] namic analysis. could be improved.

Used instruction call

graphs and opcodes.
CNNand LSTM were com-
bined for classification.
Utilizes a dataset consist-
ing of 24,650 malicious
samples and 25,000 be-
nign samples.

Perform comprehensive
hyperparameter tuning.

Focuses on CNN and
LSTM models without
comparing them to other
advanced deep learning
architectures.
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Table 3.25: Using Opcode Sequences (cont.)

Deep Learning Works

Paper Strengths Weaknesses
HaddadPajouh . . _
et al, 2018 * Innovative use of RNNs, * Does not provide detailed
[115] specifically LSTMs. information about the di-
+ Addresses unique chal- versity of the dataset.
lenges of securing loT * Needs more discussion
networks. about feature engineer-
» Can be applied to large- ing.
scale 10T networks.
Ding et al, , ,
2016 [116] * DBNs are well-suited for « Focuses on experimen-

detecting patterns.

Opcodes can provide de-
tailed insights into the be-
havior of both benign and
malicious software.

By focusing on opcodes,
the paper addresses a
critical aspect of malware
analysis.

tal results within a con-
trolled environment.

DBNs, with multiple lay-
ers, can be computation-
ally expensive.

Does not provide detailed
information about the di-
versity of the dataset.
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Table 3.26: Using Opcode Sequences (cont.)

Deep Learning Works

current Neural Network
(RNN), specifically LSTM.

 LSTMs are effective in

Paper Strengths Weaknesses

Yazdinejad _

et al., + Cryptocurrency malware « Dataset comprises only
2020 [117] detection with Deep Re- 500 cryptocurrency mal-

ware samples and 200
benign samples.

* LSTM was not compared

handling sequential data. against deep learning
- Used an embedding models, such as CNNs or
GAN:S.

technique to address the
issue of computational
complexity.

For mobile and lightweight environments, opcode sequences have become an
important feature for malware detection. For example, in [112] an optimized
convolutional neural network was trained a number of times by the extracted
opcode sequences from the apk files. The opcode sequence features were
extracted using static analysis and the CNN was used to learn from the raw
opcode sequences to classify and detect malware more accurately. K-max
pooling was used with the CNN to improve the classification and detection
performance of the system.

CNN and LSTM based methods were developed in [113] and [114]. MalNet
is a deep neural network based malware detection method which was devel-
oped using both CNN and LSTM [113]. Here CNN and LSTM were used to de-
velop automatic feature learning from raw data. Grayscale images were gen-
erated from the malware files and opcode sequences were extracted using
decompilation tool. This paper approached to solve some practical problems
and used stacking ensemble method to improve detection accuracy. Simi-
larly, in [114] CNN and LSTM were combined for classification and features
were extracted from the instruction call sequences. This paper examines ma-
licious execution paths and benign execution paths through code analysis
and trained deep learning model from scratch and a grid search method was
applied to evaluate the combination of parameters also to discover the best
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combination of hyper-parameters (i.e. varying network configuration).

Opcode-based detection methods are not only limited to mobile malware.
Internet of Things (IoT) devices are being main target of the malware writ-
ers because of their openness and vulnerability. A Recurrent Neural Network
based malware hunting approach was proposed in [115] for IoT platform. This
paper analyzed the OpCodes of the ARM-based |oT malwares and evaluates
their trained model with three LSTM configurations. The second configura-
tion shows highest accuracy to detect new malware variants with the 10-fold
cross validation. To extend beyond the shallow models, a Deep Belief Net-
work (DBN)-based malware detection approach was developed in [116] to
overcome the limitations of shallow neural networks. Malware was repre-
sented as opcode sequences and the detection system was developed using
DBN. As DBN consists of several Restricted Boltzmann Machines (RBMs) so
unlabeled data was trained using RBMs.

Opcode sequences have also been explored in the context of financial
threats. Increasing popularity of Cyptocurrency is leveraging more vulnerabil-
ity for malware developers. A Deep Recurrent Neural Network (RNN) based
cryptocurrency malware detection approach was proposed in [117] for Win-
dows platform. In this method RNN was used to analyze Windows Opcodes
as a case study. For training of dataset five different LSTM structures were
used and the the model was evaluated by 10-fold cross-validation.

These research works are based on, CNN, LSTM and RNN. CNNs are effi-
cient in capturing local opcode patterns and LSTMs and RNNs can model se-
guential dependencies, making them suitable for complex execution paths.
But LSTM may take longer time to train and use more memory for compu-
tation also RNN suffers from vanishing gradient problems and other com-
putational complexities. In case of opcode based detection, one must check
whether the opcodes are of same length or not because a single opcode may
be meaningless.

3.3.4 Intelligent Framework for Malware Detection

DL4MD is a deep learning based intelligent malware detection framework
which was developed to overcome the limitations of shallow learning meth-
ods [100]. This work extracted API calls from Windows OS to use as input
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in stacked AutoEncoders (SAEs) for malware detection. This is the first deep
learning based work until 2016 to use stacked AutoEncoders (SAEs) in Win-
dows API platform for detecting malware in industrial application. For evalu-
ation of this paper samples were used from Comodo Cloud Security Center.
Almost similar work was found in [118] where a heterogeneous deep learning
based work (DeepAM) was developed by stacked up AutoEncoder and multi-
layer restricted Boltzmann machines (RBMs). The deep learning model was
trained layer by layer followed by fine-tuning of the parameters. This model
can detect unknown malware using associative memory and allows unlabeled
data samples (malware or benign) for feature learning in training phase. For
the comparison this work used real samples from the Comodo Cloud Security
Center.

Deep4MalDroid is a deep learning based dynamic analysis method which
was developed in [119] to propose a mitigation technique for packaging and

Table 3.27: Intelligent Framework for Malware Detection

Stacked AutoEncoder (SAE) Methods

ditional shallow learning

Paper Strengths Weaknesses
Hardy et al., _ _ .
2016 [100] * DL4MD outperforms tra- * Models with multiple hid-

den layers, require signif-

methods. icant computational re-
* Explores the wuse of sources.

Stacked  AutoEncoders * The model relies heavily

(SAEs) for detection. on Windows API calls for

* Leverages both unsuper-
vised pre-training and
supervised backpropaga-
tion.

feature extraction.
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Table 3.28: Intelligent Framework for Malware Detection (cont.)

Stacked AutoEncoder (SAE) Methods

Paper Strengths Weaknesses
Ye et al, _ .
2018 [118] * DeepAM: heterogeneous « The model is relatively
deep learning model. complex.
+ Utilize both labeled and * May require increased
unlabeled file samples. computational costs and
« Outperforms methods, longer training times.
like SAEs and DBN. « There might be concerns
« Shows improvements regarding the generaliza-
over shallow learning- tion to different types of
based methods. malware.
Hou et al., , ,
2016 [119] * Anovel method: “Compo- * Dealing with large
nent Traversal" was intro- datasets could be a
duced. challenge.

Designed for dynamic be-
havior extraction.
Constructs weighted di-
rected graphs.

Explores the use of SAEs,
to learn patterns.

The method was tested
on a set of 3,000 Android
apps, this may not fully
represent the wide vari-
ety of malware.
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Table 3.29: Intelligent Framework for Malware Detection 3

Stacked AutoEncoder (SAE) Methods

Paper Strengths Weaknesses

Zhu et al., _ . _ .

2020 [120] + SEDMDroid: a novel * Relies on static analysis
stacking ensemble for feature extraction.
framework. » Stacking ensemble ap-

+ Combines static analysis
and deep learning.

proach is powerful but
can be computationally

+ Emphasizes both individ- intensive.
ual accuracy and diversity
among the base learners.

* Uses a multi-level static
feature extraction pro-
cess.

obfuscation of malware signatures. This paper proposed a novel behaviour
extraction method to use Linux kernel system calls rather than API call based
behaviour extraction also an automatic Android app code execution process
named Component Traversal to overcome the limitations of Android Testing
Tool (ADT). From the extracted system calls a weighted directed graph was
constructed and a deep learning based Stacked AutoEncoders (SAEs) model
was applied on the graph features to detect unknown malware.

SEDMDroid is another Android malware detection method [120] based on
a stacking ensemble method. This approach used Principal Component Anal-
ysis (PCA), bootstrapping and deep learning to improve individual accuracy
and diversity. To get the prediction result Support Vector Machine (SVM) was
used in the fusion stage and Multi-Layer Perception (MLP) was used to train
the base learner.

These experiments are based on stacked AutoEncoders which are useful
to identify complex relationships but they use much resources and time for
training. Computation is also expensive with autoencoders. Moreover, dy-
namic methods such as Deep4MalDroid [119] is highly dependent on con-
trolled execution environments and ensemble methods like SEDMDroid [120]
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add additional computational overhead.

3.4 Continual Learning based Malware Detection

In the ever-evolving domain of cybersecurity, malware does not just mutate—it
multiplies, evolves, and emerges in new forms. Previous machine learning
models, which are trained once and applied forever, fail in such a scenario.
This created a turning point towards Continual Learning (CL) - a method de-
signed to allow models to learn step by step, retain past knowledge, and learn
new threats without having to retrain from scratch.

Deep learning with continual learning (CL) is an advanced Al approach that
enables models to learn new tasks while retaining previously acquired knowl-
edge, preventing catastrophic forgetting. This is crucial for real-world applica-
tions where data evolves over time, such as malware detection, cybersecurity,
and autonomous systems. In cybersecurity and malware classification, con-
tinual learning can be highly effective. For example, when new malware vari-
ants emerge, a CL-enabled model can adapt without forgetting older threats,
ensuring robust and up-to-date threat detection. The Chapter 6 of this thesis
illustrates the experiments with Continual Learning based Deep Learning.

But, the road to robust continuous malware detection has not been smooth.
The following literature study describes the key breakthroughs and how our
work advances the field further:

The most important inflection point was the study in [121] by Rahman et
al. (2022). Their large-scale evaluation on 11 leading continual learning ap-
proaches (e.g., EWC, LwF, GEM, iCaRL, etc.) uncovered a disturbing trend:
several of them perform worse than even simple joint training baselines on
malware datasets. Malware classification is especially problematic: chang-
ing data distributions, visually similar but structurally different classes and
extreme class imbalance. This article not only criticized — it established the
ground upon which malware-specific continuous learning strategies must be
developed.

The following paper introduced MalCL [122] (Park et al., 2025) — a GAN-
generation-based approach that tackled catastrophic forgetting head-on. In-
stead of memorizing past data, MalCL generated realistic synthetic malware
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images with Generative Adversarial Networks (GANs) that have feature match-
ing loss, in @ manner that enabled “replay" past data from scratch. The gen-
erative replay potentially improved class-incremental learning performance
on Windows and Android malware datasets. However, GANs are resource-
intensive and unstable to learn, especially in a continual setup. This resulted
in MADAR [123] (Rahman et al., 2025) — a more intuitive but effective concept.
MADAR introduced a diversity- aware replay mechanism, selecting and hold-
ing onto a small, representative subset of previous data. Rather than sam-
pling, it selected them optimally to ensure maximum feature diversity. The
result: an ultra-lightweight, fast continual learner with stable performance
and less computational overhead.

Meanwhile, Chen et al. (2023) [124] tackled another fundamental issue:
concept drift. Their model, which was trained on Android malware and in-
tegrating hierarchical contrastive learning with active learning to cope with
changes over time. Remarkably, it achieved a seven-year accuracy in malware
evolution, with less false negatives and positives.

In another research, Chin and Corizzo (2024) [125] proposed a novel semi-
supervised incremental learning architecture to solve the problem of malware
detection, considering the frequent lack of labeled data under real-world cy-
bersecurity setup. Their approach implements one-class classification method
along with experience replay so that the model can learn incrementally and
yet be minimal supervision-based.

By leveraging both labeled and unlabeled data across a sequence of learn-
ing stages, the method achieves state-of-the-art accuracy with maintenance
of past task understanding — effectively avoiding catastrophic forgetting even
when resources for labeling are limited.

Semi-supervised continual learning (SSCL) approaches face major challenges
in dynamic environments like network intrusion detection (NID), that are class
imbalance and attack traffic also need to store labeled samples from past
tasks which causes privacy concerns. To address these challenges, Amala-
puram et al. proposed a method SPIDER (Semisupervised Privacy-preserving
Intrusion detection with Drift-aware continual LEaRning) in [126]. To mitigate
catastrophic forgetting and preserve the past knowledge, this method inte-
grates gradient projection memory (GPM) with SSCL and stored only unla-
beled samples in the memory. Another Semi-supervised class-incremental
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learning based approach was developed in [127] with Transformers. SSCL-
TransMD was built to mitigate a critical issue called “model aging" which tra-
ditional machine learning models cannot deal with because of ever-evolving
nature of new malware variants and less effectiveness of models. To handle
class imbalance SSCL-TransMD introduces lifelong semi-supervised mixture
algorithm (LUMP) and Learning with Local and Global Consistency algorithm
(LLGC) to Compute similarity scores for unlabeled samples. Multilayer Percep-
tron (MLP) was used for malware classification. SSCL-TransMD was evaluated
on CICMalDroid2020 dataset and outperformed other existing methods.

While Class-Incremental Learning (CIL) is a method which assumes that
each class appears only once but malware families are rapidly evolving, there-
fore retraining previous samples is resource-intensive. To address this, Temporal-
Incremental Malware Learning (TIML) was proposed in [128]. This paradigm
models the temporal distribution shifts within recurring families and classi-
fies new malware variants. Subsequently, few-shot class-incremental learning
was addressed by MalFSCIL (2024) in [129]. Aware of the scarcity of malware
detection data, MalFSCIL combined task-agnostic incremental learning with
attention-based distillation of knowledge in such a way that the model learned
effectively from few examples per class. This method mitigates catastrophic
forgetting by employing a decoupled training strategy with a variational au-
toencoder.

Another Self-Paced Class Incremental Learning (SPCIL) approach was im-
plemented in [130]. This method introduces a unique loss function that en-
ables efficient learning of new classes and maintains compact model con-
straints. It proposes an innovative dual-branch network model integrates new
malware classes while retaining knowledge of previously learned categories.

In the field of cybersecurity, researchers always need to adapt a paradigm
shift as traditional models quickly become obsolete because of rapidly evolv-
ing novel malware generations. Traditional models often suffer from model
aging and concept drift as malware samples transforms very fast through ob-
fuscation, mutation and distributional shifts. To make security systems more
resilient and progressive, continual learning and temporal adaptation-based
approaches need to be explored.

One critical and often-overlooked perspective is “security regression" iden-
tified by Ghiani et al., 2025 [131]. Regression refers to the cases where a sam-
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ple previously detected as malware is misclassified after an update, which
introduces vulnerability to a detection system. This study proposed a Posi-
tive Congruent Training (PCT) which adds a regression-aware penalty during
training to preserve the previous correct predictions without hampering the
adaptability.

In parallel, researchers have emphasized the challenge of “concept drift" in
malware analysis. In [132] authors propose an Adaptive Behavioral-Based In-
cremental Batch Learning (ABIBL) model which focuses on malware behaviour
features and uses incremental batch updates to balance old and new malware
data knowledge. This model was designed to reduce catastrophic forgetting
and learn new malware behaviour incrementally over time.

In cyber attack ecosystem, malicious domain is a critical part generally
used to conduct phishing, malware delivery and other cyber attack events. A
continuous learning pipeline for malicious domain detection was developed
in [133]. This approach continuously gathers new domain data from threat in-
telligence feeds (Acquire), adapts detection models over time, and anticipates
unseen malicious strategies. Therefore a realistic pipeline (Acquire-Adapt-
Anticipate) was implemented for real-world deployment.

An earlier effort was made to avoid costly retraining was noted in machine
learning-based solutions such as the Support Vector Machine based on Incre-
mental Learning (SVMIL) in [134]. The proposed method divides the dataset
into smaller pieces and built an incrementally updated classifier which is ca-
pable to adapt new malware samples while preserving the prior knowledge.
To avoid redundant computation and maintain the prior knowledge effective,
SVMIL performs a quadratic programming update only for the new classes
except retraining the whole model. Therefore, this method can reduce the
time and memory overhead.

But this method was trained only on 20,000 samples (10,000 malware +
10,000 normal) and tested on 10,000 additional samples which is quite smaller
as compared to today’s large-scale malware generations and relied only on
Windows API call sequences.

To avoid the retraining from scratch, another notable work was proposed
in[135] for ransomware detection. As traditional machine learning approaches
are batch-based, when new ransomware appears the retraining becomes slow,
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resource-intensive and risky while ransomware acts very fast. The proposed
solution SILRAD (Sysmon Incremental Learning System for Ransomware Anal-
ysis and Detection) incorporates Sysmon logs for monitoring of Windows event
and introduced an incremental learning system that continuously updates
the detection model when new data arrives without full retraining. Also im-
plements ADWIN algorithm for concept drift detection to ensure the model's
adaptability towards evolving ransomware behaviour. This research also ap-
plied Pearson Correlation Coefficient (PCC) for feature selection, to keep the
model lightweight and efficient. The same researchers proposed another ran-
somware detection system in [136] where a batch-based incremental learning
framework (iCNN-LSTM+) was proposed. This method also used Sysmon logs
to extract system activity and the hybrid model was developed with Improved
CNN (iCNN) for feature extraction and LSTM to capture sequential patterns in
ransomware behaviour.

A shift in malware traffic detection was seen in [137] where a class incre-
mental learning framework (CIL4EMTD) was designed for encrypted traffic de-
tection as new new malware families are obvious in real-world scenario. To
make the system adaptive and mitigate forgetting, this approach combines
knowledge distillation and memory replay while maintaining strong perfor-
mance on previously learned classes.

3.5 Domain Adaptation in Malware Detection

Several works have demonstrated the efficacy of DA in malware detection.
For instance, MD-ADA by Bhardwaj et al. [138] proposes an adversarial DA
framework using CNN and GAN architectures to align malware image distri-
butions between known and unknown variants, achieving high performance
even on heterogeneous datasets. Similarly, Wang et al. [139] introduces an
unsupervised DA method that aligns both global and class-level feature dis-
tributions using residual networks and self-attention, significantly improving
accuracy for unseen malware samples.

Xiong et al. [140] explore domain adaptation for Android malware detec-
tion by simulating distribution shifts, showing that DA improves the robust-
ness of DL models in dynamic mobile environments. Meanwhile, Liet al. [141]
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address concept drift using adversarial DA combined with graph neural net-
works (GNNs) to capture invariant features in malware control flow graphs.
PROTEUS by Hou et al. [142] adapts to dynamic malware behaviour by ana-
lyzing API call sequences in runtime environments. These studies collectively
show that domain adaptation plays a pivotal role in transferring knowledge
across time, behaviour and distributional boundaries.

Recent malware detection advancements increasingly utilize domain adap-
tation (DA) methods to counter issues emerging from sparse labeled data and
significant domain shifts. Wang et al. [139] proposed an unsupervised domain
adaptation framework that translates world and class-level features across
source and target spaces using adversarial learning, residual deep networks,
and self-attention mechanisms with high detection scores and improved per-
formance over traditional models.

In order to counter the evolving nature of Android malware, Xiong et al.
[140] employed domain adaptation to enhance the generalization power of
deep learning models on other distributions and gained an increase in de-
tection rates for unseen examples of malware. In the context of organiza-
tional network security, an unsupervised domain adaptation technique was
introduced in [143] to aim at identifying advanced persistent threats (APTS)
by aligning feature spaces without the necessity for manual tagging, with dra-
matic improvement in network-specific distributional shift robustness.

Besides, in network security, Karel and Sofka, 2015 [144] proposed a do-
main adaptation-based approach for detection of malicious traffic in enter-
prise environments through learning of domain-invariant features that yield
improved accuracy in varying deployment situations. Adapting this into the
Industrial Internet of Things (lloT) environment, Ning et al. [145] proposed a
hybrid framework of domain adaptation and ladder network architecture for
efficient feature learning from both labeled and unlabeled sets along with
making it more resilient towards dynamic cyber threats.

3.6 Ontologyin Cybersecurity Knowledge Graphs

Security analysts increasingly rely on comprehensive background knowledge
to recognize new and emerging cyber threats. To arrange and precisely dis-
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seminate this information, Cybersecurity Knowledge Cybersecurity knowledge
graphs (CKGs) have emerged as crucial tools, organizing cybersecurity entities
and their interrelations with semantic triples.

RelExt, brought forth by the research in [146], is a classic case of apply-
ing deep learning techniques to automatically extract semantic triples from
cybersecurity documents to enhance CKG building. The ensuing graphs facil-
itate better detection and identification of cyber threats by integrating knowl-
edge from multiple sources, which assist security analysts in identifying pat-
terns between malware, tools, and vulnerabilities.

Drawing on the application of knowledge graphs, the research in [147] in-
vestigates into their incorporation into industrial intrusion detection systems
(IDS). In this case, knowledge graphs model objects like devices, software com-
ponents, and network events, recording communication, hierarchical, tem-
poral, and dependency relationships. Such contextualization in a structured
format enhances machine learning models by enhancing alert relevance and
detection quality. Observing the heterogeneity of sources of data in CKGs
resulting in inconsistency of information, research in [148] employs Graph
Neural Networks (GNNs), namely Graph Convolutional Networks (GCNs), for
assessing and strengthening the trustworthiness of relationships in CKGs in
probabilistic multi-label classification.

Cybersecurity information dissemination across platforms is addressed
in [149], wherein it is directed at constructing cybersecurity knowledge graphs
for threat intelligence aggregation and thereby increasing situational aware-
ness, threat perception, and decision-making. Such aggregated Cybersecu-
rity Knowledge Graph (CSKG) may be employed for attack surface discovery,
threat prediction, and comprehensive cybersecurity management.

The constructed CSKG may be utilized for a variety of applications such
as attack surface discovery, situational awareness, and threat forecasting. It
presents a helpful tool for cybersecurity professionals to manipulate and in-
terpret complex cybersecurity data, making overall cybersecurity defense sys-
tems stronger. This research demonstrates the potential of combining ontol-
ogy construction, knowledge representation learning, and graph-based mod-
els to create robust tools for cybersecurity analysis and decision-making.

Following the advent of 5G technologies, network complexity has risen and
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new threats emerged. To tackle this, a standardized ontology of cybersecurity
and a Cybersecurity Knowledge Base (CSKB) drawn from knowledge graphs
is proposed in [150] to consolidate diverse multi-source threat information
while keeping logical relationships among entities and attributes. Resolving
the problem of misleading cybersecurity intelligence, research in [151] en-
hances CKGs by incorporating provenance data. By incorporating provenance-
related entity and relationship classes into the CKG schema and employing
machine learning (ML) and natural language processing (NLP) techniques, the
system can infer and associate the credibility and source of cybersecurity
threat intelligence.

Inthe field of cybersecurity education, paper [152]is a bottom-up approach
to constructing knowledge graphs from unstructured course materials. By
building ontology and entity-relation extraction with no pre-existing datasets,
this approach enables structured knowledge representation in domains lack-
ing benchmark corpora. Cybersecurity of Cyber-Physical Systems (CPS) is im-
proved in [153] through the construction of knowledge graphs that integrate
multi-source heterogeneous data. They suggest a multi-dimensional data as-
sociation and dynamic clustering algorithm to perform real-time correlation
analysis to enable efficient attack detection, reconstruction, and analysis in
CPS environments.

Collectively, these works show the tremendous progress being made in
the development of structured, scalable, and intelligent knowledge graphs
for cybersecurity. However, challenges remain in dynamic knowledge base
updating, data trustworthiness, and interfacing symbolic structures with real-
time data-driven detection mechanisms.

Traditional intrusion detection systems (IDS) for Internet of Things (loT)
networks tend to have difficulties since they don’t implement multiview fea-
ture fusion, nor do they possess much capacity for detecting semantic re-
lations between the features of the network traffic. In an effort to bridge
the gap, research in [154] created an effective, light-weight IDS which used
deep learning combined with the knowledge graph technology. Through com-
bining knowledge graph-based and statistical analysis elements with CNN-
BILSTM architectures, the system learns dynamically the feature weights and
improves the detection rates of different types of attacks by a rate of 90.01%
for threats such as DoS, Probe, R2L, and U2L. Realizing there must be more
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formalized cybersecurity knowledge, the study in [155] focuses on establish-
ing a cybersecurity knowledge base by combining structured and unstruc-
tured data sources. By developing an ontology that describes cybersecurity
entities, concepts and relations and building an associated cybersecurity knowl-
edge graph, this paper addresses a quintuple-based model to enable vast cy-
bersecurity knowledge management.

Given the rapid rate of evolution of cyber threats and the enormous quan-
tity of day-by-day unstructured data, Open-CyKG was proposed in [156] as
an open Cyber Threat Intelligence (CTI) Knowledge Graph structure. Utiliz-
ing the leverage of advanced NLP techniques such as attention-based neural
Open Information Extraction (OIE) models and named entity recognition (NER)
with a focus on cybersecurity, Open-CyKG facilitates programmatic acquisi-
tion and structuring of information from Advanced Persistent Threat (APT)
reports. Based on domain-specific threats, the work in [157] builds a social
engineering ontology that outlines eleven essential concepts and twenty-two
relation types necessary for the modeling of social engineering attacks. De-
rived is a knowledge graph supporting applications like attack scenario anal-
ysis, threat analysis, and prediction of probable targets and paths of attack,
demonstrating the use of structured semantic modeling within the cyberse-
curity context.

To counter the rise in sophistication in security tools and their use in cy-
berattacks, SecTKG was introduced in [158] with a fine-grained security tool
knowledge graph. It makes use of a BiLSTM-Attention-based named entity
recognition model to successfully extract knowledge, and hence forms an
enormous graph with 4 million entities and 10 million relations covering more
than 15,000 security tools. Knowledge sparsity is one of the most critical chal-
lenges to addressing building a cybersecurity knowledge graph. CSEA, a novel
method with projection and rotation operations and cooperative adversarial
training for expressing complex entity relationships and graph completeness,
is put forward by the work in [159]. The efficacy of the method in exposing
unknown facts and boosting graph robustness is empirically tested using cy-
bersecurity databases such as CVE, CWE, and CAPEC. Moreover, in relation to
financial cybersecurity research, the article in [160] proposes a method to cre-
ate Fintech mobile payment platforms’ knowledge graphs for risk assessment
and policy inference. By applying deep learning technology and unsupervised,
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half-automatic knowledge acquisition procedures, the article is able to infer
risk-oriented knowledge graphs from policy document corpora of large sizes
effectively, which can aid countermeasures against mobile payment risks.

These developments are indicative of the growing expanded maturity and
sophistication of knowledge graphs of cybersecurity and combining machine
learning, deep learning, and domain-modeling to address the evolving envi-
ronments of threats. However, there is still much to work through in automat-
ing large-scale knowledge graph construction, ensuring the quality and valid-
ity of the data, and blending symbolic reasoning and real-time threat identifi-
cation.

3.7 Discussions

Malware detection is seriously threatened by emerging evasion methods such
as polymorphism, metamorphism, and fileless execution that make the tra-
ditional signature-based techniques obsolete. Zero-day exploits attack un-
known vulnerabilities, and adversarial attacks deceive Al models into mask-
ing their existence. Inadequate availability of well-quality labeled datasets,
concept drift with evolution of malware, and unwarranted excess false pos-
itives also hinder detection. In addition, today's threats leverage encrypted
traffic, steganography, and multi-stage infection processes, requiring state-
of-the-art behavioral and Al-based methods. Scalable, real-time solutions in-
tegrating ontology-based knowledge graphs, continual learning are crucial for
addressing these challenges in cybersecurity. This research is trying to miti-
gate the challenges in following ways:

+ Developing an ontological framework enables dynamic malware behav-
ior analysis, capturing API call sequences and semantic relationships.

* Processing malware images with deep learning architectures such as
CNNs, ResNet, U-Net, and GANs improves detection robustness.

* By introducing continual learning, this research addresses concept drift
and enables models to adapt dynamically to evolving threats.

+ The combination of ontology and deep learning through domain adap-
tation and knowledge graph-based integration ensures a novel, scalable,
and explainable framework, bridging the gap between Al-driven mal-
ware classification and semantic cybersecurity knowledge.
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This chapter attempts to identify the strengths and weaknesses for dif-
ferent methods of malware analysis to find the motivation of this thesis. The
strengths and weaknesses of different methods leads to identify the research
questions of this thesis.

3.8 Conclusions

The State-of-the-art analysis discussed a number of recent and some previ-
ous works on malware detection field. The critical analysis of this chapter led
this research to achieve the aim and objectives. The following chapters have
discussed,

+ the approach to build an object oriented ontological framework to cap-
ture malware behaviour,

+ deep learning based algorithms have been implemented in a different
way (by combining and fusion) to achieve good accuracy.
+ Development of a novel malware knowledge graph in cyber security field.
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An Ontology-based Knowledge
graph to Capture Malware
Behaviour

Detection of new generation malware is a challenging task because of ad-
vanced anti-detection techniques and ability to change the malicious code
in every iteration (polymorphism and metamorphism). End-users are being
constantly attacked by the malicious software (malware). Recent malware
samples are very complex in nature which include anti-detection codes. Be-
haviours of polymorphic and metamorphic malware are difficult to detect
because of their complex and dynamic nature. Ontology-based frameworks
should be dynamic to adapt changes, to add new instances and to include
new datasets which expresses new generation malware behaviour.

To address the gap this research aims to contribute a malware ontology
to capture malware behaviour. Based on API call sequence of Windows PE
(Portable Executable) malware a novel dataset was developed in [161] which
was included with this base ontology to create and visualize a new ontological
structure with it's reasoning. This output ontology will be able to include new
individuals from the dataset. Ontology individuals are much easier to handle
than classes [162]. Object properties were defined to establish relation be-
tween the classes. Data properties were defined to connect the classes to the
literals. The Ontology is developed by following steps:

1. The Ontology has four main classes: Malicious Software, Behaviour, Mal-
ware Family and Malware Code-Structure.

2. Malware Code Structure has five sub-classes: Basic, Polymorphic, Meta-
morphic, Packing and Code-obfuscation. Where Packing and code ob-
fuscation are equivalent to each other.

3. The class ‘Malware Family’ has 14 sub-classes.
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4. The Behaviour class has one sub-class i.e. “Changes in Code”. This sub-
class has two child classes: ‘Encryption and Decryption’, Translation and
Rewriting'.

5. Relation between ‘Behaviour'and ‘Malware Code Structure’ was declared
with an object property named ‘showsBehaviour'.

6. Relation between classes, sub-classes with literals was defined with data
properties.

4.1 Contributions

To build this Ontology this paper focused on a huge literature survey [163],
[164],[165],[166] and reports ', 2 to gather information about new generation
Malware Samples and their exhibited behaviour. Our contributions on this
paper are:

+ This chapter proposes a base ontology structure which divides Malware
in four sub-categories: Malicious Software, Behaviour, Malware Fam-
ily and Malware Code-Structure. Malware Families have 14 sub-classes.
The sub-classes are included with instances or individuals which are new
in this framework.

* The benchmark dataset [161] for metamorphic malware was included
with the base ontology. This dataset was created by recording the be-
haviour of metamorphic malware depending upon the changes in API
call sequences. In the proposed framework the output ontology can
capture the sequences of API calls (behaviour). This would be a new
contribution in this ontology.

* The sequences of API calls were added as ‘Individuals’ in this base on-
tology. The output ontology can be viewed and comprehend through a
HTML website.

+ Reasoning of the the output ontology was done through ‘HermiT' rea-
soner. The output file can be saved in .owl or .rdf format. This file can
also be viewed through a HTML website.

"https://searchsecurity.techtarget.com/definition/metamorphic-and-polymorphic
-malware

2https://www.lastline.com/blog/polymorphic—malware—real—life—transformers/
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4.2 Problem Statement

In the era of Big Data, smart devices are always being used to generate and
exchange huge amounts of data and information which is extremely difficult
to handle. In the platform of large amount of data it's not easy to overcome
the advanced attack patterns and techniques. Due to massive usage of in-
terconnected systems cyber related threats are constantly increasing due to
Al-based systems, phishing emails and most importantly novel malware vari-
ants. With advanced techniques malware can be installed at any moment,
even in real-time.

Signature-based detection techniques mostly rely on human expertise to
create the signatures, to detect a malicious behaviour in the code, the mal-
ware detectors look for the previously defined signature in the code. Thus
the signatures have been built through the expert knowledge to storeitin the
signature-based method'’s knowledge (repository). But the major drawback of
the signature-based method is that it cannot detect new type of attacks like,
zero-day [9]. Anomaly-based detection technique uses its knowledge to dis-
tinguish the deviation between normal and malicious behaviour during pro-
gram inspection. This technique is generally used to develop Intrusion De-
tection Systems (IDSs). The goal of this technique is to characterize the nor-
mal behaviour and identify attacks based on deviations from normalcy [167].
Those behaviours are learnt by machine learning approach with the current
and past interactions with the network, server or user's machine. This tech-
nique is based on the ability to predict network traffic flow and can detect
zero-day attack. The major shortcomings of anomaly-based malware detec-
tion are high false alarm or false positive rate, time complexity and difficulty in
feature selection for training phase [9]. Insufficient expertise and knowledge
about ever-changing malware behaviour also cause new malware attack.

To address these gaps this chapter aims to incorporate ontology to explore
domain knowledge of malware, create a dynamic ontology-driven framework
to include new generation malware features from a current dataset.
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4.3 Methodology

As an explicit specification of conceptualization ontology? describes the con-
cepts of a particular domain through the classes, sub-classes, properties and
relationships. A malware ontology provides knowledge of different types of
malware based on their classes, sub-classes, properties and behaviour.

The ontology has been developed using Protégé OWL editor* which is a
graphical user interface to build ontologies. The objective is to use this ontol-
ogy to create a dynamic web-based ontology which will be able to add new
characteristics from a given dataset.

1. Ontology Definition
+ Adomain ontology which was created using Protégé is loaded using
rdflib. This ontology models malware behavior, classification, and
structural attributes.
* Various classes (e.g., Malware, Trojan, Worm, Spyware, Backdoor
etc.) and object/data properties are defined in RDF format.

2. Data Collection and Preprocessing
« Ametamorphic malware behaviour dataset® which contains API call
sequences and corresponding malware classifications (e.g., Trojan,
Worm, Adware etc.) in two CSV files was loaded.
« The CSV files are merged to associate API call sequences with their
respective malware class labels.

3. Dataset Description

Figure 4.1 is showing the word cloud of different API calls. The largest
and most prominent API calls are:

+ _exception_

* ntquerydirectoryfile

* enumwindows

* |ldrgetprocedureaddress
+ findfirstfileexw

* ntclose

* ntallocatevirtualmemory

3https://www.obitko.com/tutorials/ontologies-semantic-web/introduction.html
“https://protege.stanford.edu/

>https://raw.githubusercontent.com/ocatak/malware_api_class/master/sample_ana
lysis_data.csv
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* regopenkeyexw

Medium-sized API calls are:

* regqueryvalueexa

* ntwritevirtualmemory
+ getsystemmetrics

* getcursorpos

* ntdelayexecution

* ntopenprocess

Smaller and less frequent API calls are:

* |drloaddll
getfileattributesw
*+ drawtextexw
ntcreatekey
regcreatekeyexw
* shutdown

Word Cloud of API Calls
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ldrgetprocedureaddress ntopenprocess
flndflrstflleexw

Figure 4.1: Word Cloud of API Calls

Figure 4.2 is showing the API calls that appear very frequently. The API
token ‘_exception_" appears with the highest frequency compared to all
other API calls.
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API Call Frequencies (Part 1)

__exception
enumwindows
ntquerydirectoryfile
ntclose
findfirstfileexw
Idrgetprocedureaddress
getsystemmetrics
regopenkeyexw
ntdelayexecution
getcursorpos
regclosekey
ntallocatevirtualmemory
ntopenprocess
regqueryvalueexw
regsetvalueexa
ntopenfile
nifreevirtualmemory
ntcreatefile
Idrloaddll
Idrgetdllhandle
getshortpathnamew
ntreadfile
getfileattributesw
loadstringa
regcreatekeyexa
ntopenkey
loadresource
drawtextexw
regenumkeyw
setfilepointer
findresourceexw
process32nextw
ntgueryvaluekey
ntwritefile
regenumkeyexw
ntmapviewofsection
ntguerysysteminformation
ntunmapviewofsection
findwindowa
regqueryvalueexa
createprocessinternalw
seterrormode
getsysteminfo
ntprotectvirtualmemory
regopenkeyexa
ntcreatesection
drawtextexa
findresourcea
sizeofresource
getforegroundwindow
Idrunloaddil
ntduplicateobject
getsystemtimeasfiletime
getfilesize
ntopenkeyex
ntterminateprocess
loadstringw
cocreateinstance
readprocessmemary
ntqueryattributesfile
getfiletype
ntqueryinformationfile
gettemppathw
ntopenmutant
coinitializeex
searchpathw
getsystemwindowsdirectoryw
isdebuggerpresent

openservicea
ntopensection
getsystemdirectoryw
getdiskfreespacew
regenumvaluew
ntquerykey

getkeystate
ntsetinformationfile
ntcreatemutant
ntdeviceiocontrolfile
getvolumepathnamesforvolumenamew
cogetclassobject
getsystemdirectorya
shgetfolderpathw
ntwritevirtualmemory
deletefilew

findresourcew

socket

closesocket

createthread
regenumkeyexa
internetgetconnectedstate
connect
getvolumenameforvolumemountpointw

0
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Figure 4.2: High Frequency API Calls

+ _exception_: Exception handling routines for both error condition
and control flow mechanisms [168].
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+ enumwindows: A Windows APl which enumerates all visible top-
level windows running on a system. Commonly used for system
monitoring, to capture details of open programs®.

* ntquerydirectoryfile: A native API call, can be accessed via 'nt-
dil.dIl'. It retrieves information about files in a specific directory.
Malware can use it for listing files in sensitive directories’.

* ntclose: A native APl which closes specific handles [169]. Malware
can use this API call to close files to avoid detection and abnormal
behaviour [170].

+ findfirstfileexw, getsystemmetrics: Used for file enumeration and
system discovery. ‘findfirstfileexw' enumerates files and directo-
ries [171]. Malware can use it to discover files and folders. Ran-
somware may use it to encrypt all accessible files.

‘getsystemmetrics’ is a system discovery APl which can be used by
malware to detect sandbox or virtual environments.

All the dominant APIs are fundamental building blocks, so malware sam-
ples can use them very frequently. Therefore, any detection system
might need to filter out high-volume APIs to avoid false positives.

Figure 4.3 illustrates APIs which occur rarely (1 to 40 times). These APIs
include:
+ setwindowshookexa, createdirectoryw, ntenumeratekey, geth-
ostbyname: These APIs are typically linked to persistence, file sys-
tem changes or network communication.

‘setwindowshookexa’ generally installs a hook procedure into a sys-
tem. Malware can frequently use it for keylogging and DLL injec-
tion [172].

‘createdirectoryw’ could be used by malware to create directories
for storing payloads.

‘ntenumeratekey’ is a native APl, commonly used for enumerating
registry keys and values. Attackers can use this APl to manipulate
registry metadata®.

®https://hidocohen.medium.com/guloaders-anti-analysis-techniques-e0d4b8437195

"https://learn.microsoft.com/en-us/windows-hardware/drivers/ddi/ntifs/nf-ntifs
-ntquerydirectoryfile

8https://www.inversecos.com/2022/04/malicious—registry—timestamp.html
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API Call Frequencies (Part 2)
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Figure 4.3: Low Frequency API Calls
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‘gethostbyname’ is a function that retrieves host name correspond-
ing to an IP address. Malware can use it to determine IP addresses
and network services®.

* shellexecuteexw, internetopena, httpopenrequesta:
‘ShellExecuteExW' is an APl used for process creation and execution
of malicious binaries. Commonly used by droppers and installers'©,
‘internetopena’ creates HTTP or FTP session and ‘httpopenrequesta’
creates HTTP requests for downloading and uploading.

* rtladdvectoredexceptionhandler: Awindows native API, often used
by malware for code injection monitoring or control flow manipula-
tion.

Many of these rare APIs are strongly associated with suspicious or ma-
licious behavior. Even though they appear in less frequency, their pres-
ence in a sequence can be a strong malicious indicator.

4. Knowledge Graph Construction
A function is defined to:
+ Create a unique URI for each API sequence.
+ Assign a malware type (e.g., Trojan, Backdoor, Virus) to the sequence
in the ontology.
+ Store the API call sequence as a literal value linked to the malware
class.

Shttps://learn.microsoft.com/en-us/windows/win32/api/winsock2/nf-winsock2-get
hostbyname
Ohttps://medium. com/@andreabocchetti88/malicious-api-1cee2100d6af

82


https://learn.microsoft.com/en-us/windows/win32/api/winsock2/nf-winsock2-gethostbyname
https://learn.microsoft.com/en-us/windows/win32/api/winsock2/nf-winsock2-gethostbyname
https://medium.com/@andreabocchetti88/malicious-api-1cee2100d6af

5. Mapping APl Sequences to Malware Classes
* Thescriptiterates through different malware classes (Trojan, Worm,
Adware, etc.).
* Filters API calls based on their classification label.
+ Adds APl sequences to the ontology under the corresponding mal-
ware class.

* Prints the added entries to confirm ontology population.

6. Ontology Serialization
+ After processing all APl sequences, the updated knowledge graph
is saved.
* The final ontology now contains API call traces mapped to malware
families, making it useful for malware behaviour analysis and clas-
sification.

The following sections of this chapter are describing ontology engineering
(how the ontology was built), how the ontology could handle multiple classi-
fication or inheritance, ontology oriented programming, algorithm develop-
ment and evaluation of the ontology.
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4.3.1 Ontology Engineering
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Figure 4.4: The base (or domain) Ontology

The process of developing an ontology is Ontology Engineering. The domain
ontology was created by defining classes, sub-classes, data properties, object-
properties, instances etc. The domain ontology consists of a superclass :
Thing. The superclass has four sub-classes. The classes are connected with
relations or object properties among them. Vocabularies were defined to de-
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scribe the knowledge meaningfully and to relate classes and properties. “On
the Semantic Web, vocabularies define the concepts and relationships (also
referred to as “terms”) used to describe and represent an area of concern.”"’

In this ontology, classes were defined based on malware behaviour, types
of malicious software, malware families and malware code structure. There
are 14 types of malware families were included to reflect recently available
malware generations. Malware Code Structure includes five classes: Basic,
Metamorphic, Polymorphic, Packing and Code obfuscation. Here the ontol-
ogy shows Packing and Code obfuscation are equivalent to each other. Not
all obfuscated code is packed: many obfuscation techniques do not involve
packing. But packing can be considered as an obfuscation technique because
packing does serve as an obfuscation-related function-hiding the original code
from static analysis. In this sense, packing is a specific form of obfuscation.

The Behaviour class of the ontology is showing a specific behaviour i.e.
Changes in Code. In the behaviour class, encryption and decryption is a be-
haviour of polymorphic malware and translation and rewriting is a behaviour
of metamorphic malware: this relation has been defined using an object prop-
erty “showsBehaviour". Within the sub-property ‘MetamorphicBehaviour' is
for the Metamorphic malware and ‘PolymorphicBehaviour is for the Polymor-
phic malware.

The reasoner (HermiT) produced this log file in Protégé. This file is showing
that the the created ontology is consistent. HermiT is a reasoner for OWL 2
ontologies, which helps in checking consistency of the ontology.

Figure 4.5 is showing that HermiT reasoner has inferred:

+ Class hierarchy: Checking subclass relationships.

* Object property hierarchy: Analyzing relationships between classes
via properties.

+ Data property hierarchy: Evaluating numerical or literal-based prop-
erties.

+ Class assertions: Determining if individuals belong to specific classes.

* Object property assertions: Validating relationships between individ-
uals.

« Same individuals: Identifying individuals that are logically equivalent.

"https://wuw.w3.org/standards/semanticweb/ontology
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The reasoner processed the ontology in 216 milliseconds, which demon-
strates efficient performance.
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INFO 21:12:58 The ChImp {Change Impact) plugin requires a restart of Protégé (Reason: Singleton conflict
INFO g

| »

Downlo and Ins

Downloading the CoModIDE plugin (Version 1.1.1)
Downloading the CoModIDE plugin from: https://github.com/comodide/CoModIDE/releases/downlof
The CoModIDE plugin has been downloaded to C:\Users\ich\RppData\Local\Temp\comodidelS75551)
Copied the CoModIDE plugin to comodide-1.l.l.jar in the plugins directory

Installing the CoModIDE plugin

The CoModIDE plugin requires a restart of Protégé (Reason: Bundle symbolic name and versio

Download and Ir n
Downloading the SHACLAProtege Constraint Validator plugin (Version 1.0.0)

Downloading the SHACL4Protege Constraint Validator plugin from: https://github.com/fekaput
The SHACL4Protege Constraint Validator plugin has been downloaded to C:\Users\ich\ZppData\|
Copied the SHACLAProtege Constraint Validator plugin to shacldprotege-l.0.0.jar in the plu
Installing the SHACL4Protege Constraint Validator plugin

The SHACL4Frotege Constraint Validator plugin requires a restart of Protégé (Reason: Bundl)

INFO 21:18:55 Pre-computing inferences:

INFO 21:18:55 - class hierarchy

INFO 21:18:55 - object property hierarchy

INFO 21:18:55 - data property hierarchy

INFO 21:18:55 - class assertions

INFO 21:18:55 - object property assertions

INFO 21:18:55 - same individuals

INFO 21:18:55 Ontologies processed in 216 ms by HermiT
INFO 21:18:55

Show log file Preferences Time stamp Clear log

OK

Figure 4.5: HermiT reasoner by Protégé

The sub-classes of the class ‘Malware Family’ are joined to the respective
individuals. For example, Trojan has following individuals [173] as shown in
Figure 4.6:
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Figure 4.6: Individuals of Trojan

Instances of other sub-classes of ‘Malware Family’ are shown in Figure 4.7:

Individuals: Boot_Virus [ = ] ]
LB

@ Browser_Hijackers

& Chat_Loggers

& Chat_Room_Worms

& Data_Sending_Trojans

& Destructive_Trojans

@ Direct_Action_Virus

& DoS_Trojans

& Email_Worms

@ File_Sharing_Networks_Worms
& FTP_Trojans

. Instant_Messaging_Worms
@ Internet_URL_Loggers

& Internet_Worms

& IRC_Worms

@ Key_Loggers_Trojans

& Macro_Virus

& Modern_Hijackers

& Multipartite_Virus

& Overwrite_Virus

& P2P_Worms

. Password_Sending_Trojans
& PC_Hijackers

& Proxy_Trojans

. Remote_Access_Trojans
& Resident_Virus

& Security_Disabler_Trojans
& Space_filter_Virus

& stealth_Virus

Figure 4.7: Individuals of other classes

Currently the ontology contains five object properties: hasClassification,
hasCodeStructure, malclassification, second and showsBehaviour to estab-
lish connection between two classes.
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Obiject property hierarchy: owl:topObjectProperty
L > <] Asserted «

bl 0wl topObjectProperty

----- W hasClassification

----- B hasCodeStructure

- M malclassification

- WM second

V- showsBehaviour
- MetamorphicBehaviour
-8 PolymorphicBehaviour

Figure 4.8: OWL Object Properties

<Declaration>

<ObjectProperty IRl = “#hasClassification"/> < /Declaration>
<Declaration>

<ObjectProperty IRI = “#hasCodeStructure"/> < /Declaration>
<Declaration>

<ObjectProperty IRI = “#malclassification"/> < /Declaration>
<Declaration>

<ObjectProperty IRl = “#showsBehaviour"/> < /Declaration>

+ hasClassification: Domain: Malware Family
Range: Malicious Software

* hasCodeStructure: Domain: Malware Family
Range: Malicious Code Structure

+ malclassification: Domain: Malicious Software
Range: Malware Family

+ showsBehaviour: Domain: Malware Code Structure
Range: Malicious Software

The object property ‘showsBehaviour’ has two sub-properties: ‘Meta-
morphicBehaviour’ and ‘PolymorphicBehaviour’
* MetamorphicBehaviour: Domain: Metamorphic
Range: Translation and Rewriting
* PolymorphicBehaviour: Domain: Polymorphic
Range: Encryption and Decryption
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The Ontology has five data properties: classification, requiredTime, hash-
Value, millisecond and hasOpCode to establish a relation between classes and
literals.

Data property hierarchy: owl:topDataProperty [ (11 = (o] ]
e [» <] Asserted «

Al owltopDataProperty
; classification

hashValue

; hasOpCode

-~ Il millisecond

“.. l requiredTime

Figure 4.9: OWL Data Properties

+ classification: Domain: Malicious Software
Range: string

* requiredTime: Domain: Malware Family
Range: dateTime

* hashValue: Domain: Malware Code Structure
Range: string

+ millisecond: Domain: Malicious Software
Range: dateTime

* hasOpCode: Domain: Malware Code Structure
Range: string

Visualization of the whole ontology including classes, sub-classes, data prop-
erties, object properties and instances can be viewed from the Figure 4.10:
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Figure 4.10: Overall visualization of the ontology

This structure was build using Graphical Ontology Editor: OWLGrEd 2.

4.3.2 Handling Multiple Classification or Inheritance

A specific malware sample may exhibit features from several malware types
(e.g., Trojan, Worm, Backdoor etc.). If the malware sample belongs to two or
more classes simultaneously, assigning multiple classification or inheritance
will be indispensable to capture this complexity. When the behaviour or char-
acteristics of a particular malware sample spanning multiple classes it leads
to multiple classification or inheritance conflicts. Here are the ways to handle
multiple classification or inheritance:

* RDF Multiple Typing:

RDF provides the ‘rdf:itype’ property which helps to associate with multi-
ple classes. When a malware instance shows the characteristics of mul-

http://owlgred.lumii.1lv/
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tiple types (Trojan, Virus, Worms etc.) the ‘rdf:itype’ property will directly
allow to support multiple types for an entity and leverages multiple in-
heritance capability (Figure 4.11).

g.add( (API_Sequence, RDF.type, trojan_class))
g.add( (API_Sequence, RDF.type, worm_class))

Figure 4.11: 'rdfitype’ for classes

+ Using Object Properties:
OWL Object Properties are the most crucial features to connect a class
or subclass with multiple relationships. Instead of relying only on class-

based categorization, object property can relate a class with other be-
haviours and types of malware.

g.add((API_Sequence, showsBehaviour, virus_class))
g.add((API_Sequence, showsBehaviour, backdoor_class))

Figure 4.12: with object property

4.3.3 Ontology-oriented programming

The Ontology-oriented programming (OOP) was necessary because of follow-
ing reasons:

1. Semantic Linking of API Call Sequences to Malware Categories
* The ontology allows APl sequences to be linked to malware classes
(e.g., Trojan, Worm, Spyware) using object properties.
* This structure ensures that APl sequences are not just raw data but
semantically categorized.

2. Reusability and Extensibility
* The ontology-driven approach makes the knowledge base expand-
able. We can add new malware types and behavioral properties
without modifying the entire structure.

+ For example, if a new type of malware emerges, it can be integrated
seamlessly.

3. Knowledge Graph Construction
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* By integrating API call data into an ontology, this research is effec-
tively building a knowledge graph.

*+ This knowledge graph can be used for malware detection, classifi-
cation, and explainability in Al-driven cybersecurity models.

4. Integration with Domain Adaptation
+ Since this research involves domain adaptation (Chapter 7) between
image-based malware classification and ontology-based knowledge
graphs, this approach provides a structured target domain.
* It aligns malware image classification results with semantic knowl-
edge in the ontology.

To establish an object oriented approach ontology oriented programming
was designed to include new dataset in this domain ontology which has been
used as a base ontology. A novel malware behaviour dataset has been col-
lected from GitHub and included into this ontology to produce a new ontolog-
ical structure. Ontology-oriented programming connects the classes, proper-
ties and instances of an ontology to a programming language [162]. In static
approach of ontology oriented programming source code is generated from
an ontology itself. An example of piece of code is shown in Figure 4.13.

www . semanticweb.org/ich/ontologies/2021/5/untitled-ontology-19#Trojan">

p:([www w3. crg[2002(07[cwlﬂclass />
B i tol

<rdf:Descripti

<rdf: type rd
<rdf:type rdf:
</rdf Descrlptlon
£tp://wuw. semanticueb.org/ich/ontologies/2021/5/untitled-ontology-19¢hasClassification”>
://www.w3.0rg/2002/07/owl#ObjectProperty" />
ttg Z(www semanticweb. org[1ch(ontolog1es(2021[5(unt1t1ed ontology- 19&Ma11c1cus Sofware />
i o

rea= http [/www . w3 . org[2002(07(0wlﬂtopob;ect?roperty />

</rdf:Description>

Figure 4.13: Source Code

Because of static nature of this code it cannot be object-oriented and au-
tomatic.

The dynamic feature of an ontology facilitates data exchange, changes in
data structure and automatic changes in real-time. It provides a ‘reasoning
engine’ to check the consistency of the ontology. Dynamic models are much
easier to accept changes in an ontology from it's background. In this study
Python was used to carry out the ontology-oriented programming, because
it's dynamic and object-oriented in nature.
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In this approach, classes were defined from each class of the ontology. The
process is same to define the object-properties and data-properties also. The
classes of the ontology are shown in Figure 4.14.

#0Ontology Classes
behaviour_class = URIRef(base_iri + 'Behaviour')
change_class = URIRef(base_iri + 'Changes_in_Code"')

encrypt_class = URIRef(base_iri + 'Encryption_and_Decryption')
translate_class = URIRef(base_iri + 'Translation_and_Rewriting')

software_class = URIRef(base_iri + 'Malicious_Software')

malware_class = URIRef(base_iri + 'Malware')
benign_class = URIRef(base_iri + 'Benign')

code_class = URIRef(base_iri + 'Malware_Code_Structure')
basic_class = URIRef(base_iri + 'Basic')
polymorphic_class = URIRef(base_iri + 'Polymorphic')
metamorphic_class = URIRef(base_iri + 'Metamorphic')
packing_class = URIRef(base_iri + 'Packing')

obfuscation_class = URIRef(base_iri + 'Code-Obfuscation')

family_class = URIRef(base_iri + 'Malware_Family')

Figure 4.14: Classes of the Ontology

A dataset'3 was collected from GitHub to import into this base ontology.
The sequences of API calls of the dataset were selected to add into the ontol-
ogy as ‘Individuals’ with a data property ‘hasOpCode’.

Bhttps://raw.githubusercontent.com/ocatak/malware_api_class/master/sample_ana
lysis_data.csv
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Figure 4.15: Sequential API calls added as malware behaviour

The output ontology was generated using the dataset including the individ-
uals. Figure 4.15 and Figure 4.17 are showing the 'instances’ or the ‘individu-
als’ of the output ontology. In this experiment, the behaviour of metamorphic
malware were captured and presented as 'individuals’ of this ontology. In the
Figure 4.15, the individuals were connected with a property named ‘has indi-
vidual’ (Figure 4.16).

Figure 4.16: Property of the Behaviour
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& Boot_Virus

& Browser_Hijackers

& Chat_Loggers

& chat_Room_Worms

. createthreadgetsystemtimeasfiletimeregopenkeyexaregqueryvalueexaregclosekeyldrioaddliregopenkeyexw
& createthreadgetsystemtimeasfiletimesetunhandledexceptionfiltergetfileattributeswntcreatefilentclosedeleted
& Data_Sending_Trojans

& Destructive_Trojans

& Direct_Action_Virus

& Dos_Trojans

& Email_Worms

l. exceptionexceptionexceptionexceptionexceptionexceptionexceptionexceptionexceptionexceptionexceptions
l. exceptionntallocatevirtualmemoryldrioaddllldrgetprocedureaddressldrgetprocedureaddressldrgetprocedure:
'. exceptionntallocatevirtualmemoryldrioaddllldrgetprocedureaddressldrgetprocedureaddressldrgetprocedure:
. exceptionntallocatevirtualmemoryldrioaddllldrgetprocedureaddressldrgetprocedureaddressldrgetprocedure:
. exceptionntallocatevirtualmemoryldrioaddilldrgetprocedureaddressidrgetprocedureaddressldrgetprocedure:
. exceptionntallocatevirtualmemoryldrioaddilldrgetprocedureaddressidrgetprocedureaddressidrgetprocedure:
. File_Sharing_Networks_Worms

. findfirstfileexwntopenfilentqueryinformationfilentsetinformationfilentclosecopyfileantquerydirectoryfilefindfirs
& FTP_Trojans

. getcursorposseterrormodeseterrormodefindresourceafindresourceasetwindowshookexaldrioaddilidrgetpro
. getsystemdirectoryacreatedirectorywntcreatefilentcreatefileldricaddilldrgetprocedureaddressidrgetprocedu
. getsystemtimeasfiletimegetsysteminfontcreatemutantgetsystemtimeasfiletimentopenkeyntopenkeyexldrioac
. getsystemtimeasfiletimegetsysteminfontcreatemutantgetsystemtimeasfiletimentopenkeyntopenkeyexldrioac
. getsystemtimeasfiletimegetsysteminfontopenkeyntqueryvaluekeyntqueryvaluekeyntclosentcreatemutantgets
. getsystemtimeasfiletimentallocatevirtualmemoryntfreevirtualmemoryntallocatevirtualmemoryldrgetdilhandlel
. getsystemtimeasfiletimentallocatevirtualmemoryntfreevirtualmemoryntallocatevirtualmemoryldrgetdilhandlel
. Instant_Messaging_Worms

& Internet_URL_Loggers

& Internet_Worms

& IRC_Worms

. Key_Loggers_Trojans

. Idrgetdilhandlegetsystemtimeasfiletimegetsysteminfontopenkeyntqueryvaluekeyntqueryvaluekeyntclosentcre
. Idrgetdilhandleldrgetdiihandleldrgetdilhandleldrgetdilhandlentcreatefilentqueryinformationfilentallocatevirtuah
& \drgetdiihandleldrgetdiihandlentprotectvirtualmemoryldrgetprocedureaddressidrgetprocedureaddressntalloc
& drgetdiihandieldrgetprocedureaddressgetsystemdirectoryacopyfilearegopenkeyexaregsetvalueexaregclose
& drgetdiihandleldrgetprocedureaddressidrgetprocedureaddressntaliocatevirtualmemaoryntallocatevirtualmem
& drgetdiihandieldrgetprocedureaddressidrgetprocedureaddressntaliocatevirtualmemaoryntallocatevirtualmem
& idrgetdiihandleldrgetprocedureaddressidrgetprocedureaddressntaliocatevirtualmemaoryntallocatevirtualmem

Figure 4.17: Individuals of the output ontology

This output ontology can be viewed and downloaded from a HTML web-
site. A web-based version of the output ontology was developed by defining
classes, object properties and data properties.
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4.3.4 Algorithm of the Experiment

Algorithm 1 Ontology Enrichment Process

Require: Base ontology file, Malware API data, Malware API labels
Ensure: OQutput Ontology

1: Load the ontology into a graph G
: Define the malware classes and their properties
: Import the API call dataset (D;) and the corresponding labels (D)
: Combine Dy and D, into a single dataset D
: for each malware family F € {Trojan, Backdoor, Virus, .....} do
Extract Dr < rows of D where AP/_Labels = F
for each recordr € Dr do

Preprocess and clean the API call sequence

9 Create a unique URIRef individual I
10: Add the triple (I,rdf:type, F) to G
11: Add the triple (I,malclassification, F) to G
12: Add the triple (I,hasOpCode, API_Calls) to G
13:  end for
14: end for
15: Save (serialize) the enriched graph as Qutput Ontology
16: End

0N O U A WN

Algorithm 1 outlines the ontology enrichment process with the integration
of API call sequences from the metamorphic malware behaviour dataset. The
objective of this experiment is to create a semantically enriched ontology that
could capture malware behaviour effectively.

1. Data Loading:

+ The manually created base ontology file was loaded into the graph
structure G. This ontology will serve as the backbone of the knowl-
edge representation as new classes, relationships and dataset will
be added with this ontology.

* Malware classes and their properties were also defined at this stage.

2. Data Preparation:

+ Two inputfiles of the metamorphic malware dataset were imported:
the first .csv file containing APl sequences and the second one con-
tains malware family labels.

+ These fileswere merged into a unified dataset D to ensure that each
APl sequence is associated with the correct malware class.
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3. Enrichment per Malware Family:

The dataset D is partitioned by malware families and for each family F:
* Asubset Dr was created containing the records labeled as belong-
ing to F.
+ For every record r in D, the API call sequence is cleaned and pre-
processed.
* Aunique individual I (represented as a URIRef in RDF) is generated
to represent this malware instance in the ontology.

4. Ontology Population:

For each individual I, three types of RDF triples were added into the
graph:
+ Type Assignment: (I, rdf:type, F) to link the instances or individuals
to its malware family class.
+ Classification Relation: (I,malclassification, F) to record the fam-
ily categorization.
* API Call Annotation: (I,has0pCode, API_Calls) to associate the mal-
ware instance or individuals with its sequence of API calls.

5. Serialization: After the processing of all malware families and their as-
sociated individuals, the enriched ontology was serialized and saved in
a new .owl file.

The updated ontology is semantically enriched with real-world malware
behaviour dataset.

4.4 Evaluation of the Ontology

Ontology evaluation is a process of measuring the quality and competency of
an ontology. The proposed ontology was compared with other ontologies of
this field. There are some terminologies of ontology metrics:

1. Class Complexity: Average number of paths to reach a class from the
superclass Thing.

2. Property Complexity: Average number of semantic relations for object
properties per class.

3. Inheritance richness: Average number of subclasses in a class.
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4. Attribute richness: Ratio of the total number of data type properties
by the number of classes.

5. Relationship richness: ‘reflects the diversity of relations’, by comparing
the number of non-subsumption relations to the number of subsump-
tion relations.

6. Comprehension of classes: Percentage of annotation of the classes in
ontology.

Metrics of the output ontology were calculated from OntoMetrics'#. Table
4.1 is showing the base metrics of the ontology:

Base Metrics Value
Axioms 555
Logical axioms count 257
Class count 29
Total classes count 29
Object property count 8
Total object properties count 8
Data property count 6
Total data properties count 6
Properties count 14
Individual count 142
Total individuals count 142
DL expressivity ALCR(D)

Table 4.1: Base Metrics

Table 4.2 and Table 4.3 are showing the Class axioms and Object property
axioms of the output ontology, respectively.

Axiom Type Count
SubClassOf axioms 28
Equivalent classes axioms 1
Disjoint classes axioms 5
GCl Count 0
Hidden GCI Count 2

Table 4.2: Class Axioms Summary

"https://ontometrics.informatik.uni-rostock. de/ontologymetrics/
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Axiom Type Count
SubObjectPropertyOf axioms

Equivalent object properties axioms
Inverse object properties axioms

Disjoint object properties axioms
Functional object properties axioms
Inverse functional object properties axioms
Transitive object property axioms
Symmetric object property axioms
Asymmetric object property axioms
Reflexive object property axioms

Irreflexive object property axioms

Object property domain axioms

Object property range axioms
SubPropertyChainOf axioms

IS

0O OO OO oo NOIOo

—_
N

o

Table 4.3: Object Property Axioms Summary

Table 4.4 and Table 4.5 are showing the Data property axioms and Individ-
ual axioms of the Ontology, respectively.

Axiom Type Count
SubDataPropertyOf axioms 1
Equivalent data properties axioms
Disjoint data properties axioms
Functional data property axioms
Data property domain axioms
Data property range axioms

Ul o O|—| O

Table 4.4: Data Property Axioms Summary

Axiom Type Count
Class assertion axioms 184
Object property assertion axioms 0

Data property assertion axioms

Negative object property assertion axioms
Negative data property assertion axioms
Same individuals axioms

Different individuals axioms

O OO0l olo

Table 4.5: Individual Axioms Summary
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Table 4.6 is showing the Annotation axioms of the proposed ontology.

Axiom Type Count
Annotation axioms count 0
Annotation assertion axioms count 216
Annotation property domain axioms count 0
Annotation property range axioms count 0

Table 4.6: Annotation Axioms Summary

Here are the ontology metrics [174] that help assess the quality, complex-
ity, and expressiveness of an ontology.

1. Schema Metrics (Ontology Structure)
+ Attribute Richness: Measures the proportion of classes that have

attributes (or properties) [174].
Interpretation: A value close to 1 means most classes have at-
tributes, while 0 means no attributes are assigned.

* Inheritance Richness: Measures how well classes are structured
hierarchically (i.e., parent-child relationships) [175].

Formula: (Total number of subclasses) / (Total number of classes)
Interpretation:

Close to 1: Highly hierarchical.

Close to 0: Flat ontology, meaning little hierarchy.

* Relationship Richness: Measures how well relationships (object
properties) are used in comparison to attributes (data properties)
[176].

Formula: (Number of relationships) / (Number of attributes + rela-
tionships)

Interpretation:

Closer to 1: More object properties (better knowledge representa-
tion).

Closer to 0: Only data properties are used.

+ Attribute Class Ratio: Measures the number of attributes per class.
Interpretation:

Higher value: More properties per class.
Zero: No attributes assigned.
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* Equivalence Ratio: Measures the proportion of classes that have
equivalence axioms (i.e., defined classes).

Interpretation:

Higher value: More defined classes, making the ontology more ex-
pressive.

+ Axiom/Class Ratio: Measures the average number of axioms per
class.

Formula: (Total axioms) / (Total classes)
Interpretation:

Higher value: More logical statements in the ontology, indicating a
richer structure.

* Inverse Relations Ratio: Measures how many relationships have
an inverse relation defined.

Interpretation:

Higher value: More inverse relations, making the ontology more ex-
pressive.

+ Class/Relation Ratio: Measures how many classes exist per rela-
tionship.

Interpretation:

Higher value: Many classes per relationship.

2. Knowledgebase Metrics (Data in the Ontology)
+ Average Population: The average number of instances per class
[176].
Interpretation:
Higher value: More instances (better real-world representation).

+ Class Richness: Measures the proportion of classes that have in-
stances [176].

Interpretation:
Higher value: More populated classes.
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Table 4.7: Schema metrics of the Ontology

Table 4.7 and Table 4.8 are showing the Schema metrics and Knowledge-

Metric Value
Attribute richness 0.206897
Inheritance richness 0.965517
Relationship richness | 0.333333
Attribute class ratio 0.0
Equivalence ratio 0.034483
Axiom/class ratio 19.206897
Inverse relations ratio 0.0
Class/relation ratio 0.690476

base metrics of the output ontology, respectively.

Table 4.8: Knowledgebase metrics of the Ontology

The Schema metrics and Knowledge metrics of MALONt [59] and Swim-
mer’s Ontology [177] are shown in Table 4.9, Table 4.10 and Table 4.11, Table

4.12, respectively.

Table 4.10: Knowledgebase metrics of MALONt

Metric Value
Average population | 4.896552
Class richness 0.310345

Metric Value
Attribute richness 0.191176
Inheritance richness 0.676471
Relationship richness | 0.402597
Attribute class ratio 0.0
Equivalence ratio 0.0
Axiom/class ratio 20.661765
Inverse relations ratio | 0.032258
Class/relation ratio 0.883117

Table 4.9: Schema metrics of MALONt

Metric Value
Average population | 3.897059
Class richness 0.970588
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Metric Value
Attribute richness 0.0
Inheritance richness 0.941176
Relationship richness 0.0
Attribute class ratio 0.0
Equivalence ratio 0.0
Axiom/class ratio 2.735294
Inverse relations ratio 0.0
Class/relation ratio 1.0625

Table 4.11: Schema metrics of Swimmer's Ontology

Metric Value
Average population | 0.0
Class richness 0.0

Table 4.12: Knowledgebase metri

The developed ontology was compared with another two ontologies: MAL-
Ont [59] and Swimmer’s Ontology [177]. Table 4.13 is showing the terminol-

cs of Swimmer’s Ontology

ogy box (Tbox) for the comparison of the ontologies.

Table 4.13: Evaluation Results

Results Output MALOnNt Swimmer’s
Ontology Ontology

Attribute 0.206897 0.191176 || 0.0

richness

Class 0.310345 0.970588 || 0.0

richness

Inheritance 0.965517 0.676471 0.941176

richness

Relationship || 0.333333 0.402597 || 0.0

richness

Average 4.896552 3.897059 || 0.0

population

Table 4.13 demonstrates the performance evaluation of the proposed on-
tology with MALONt and Swimmer’s Ontology but these ontologies are fun-
damentally different from each other in terms of their conceptual focus and




scope. MALONt was designed for malware threat intelligence report and fo-
cused on malware entities, attacker groups and indicators; Swimmer’s Ontol-
ogy provides a taxonomic classification malware and their characteristics but
limited presentation of relationships and dynamic behavioural aspect. Our
proposed ontology is behaviour-based which represents malware behaviour
at a semantic level with API-call-driven relations. Regarding the graph struc-
tures such as node count, relationship richness, and depth are significantly
different for each ontology. Therefore, numerical comparison of individual
scores is quite difficult in this case.

4.5 Discussions

The dynamic ontology demonstrated in this Chapter, is flexible to adapt new
malware behaviour and other cyber security datasets. The structure of this
ontology can accommodate new malware types, behaviour, and relationships
by following the same pattern used to define existing classes and sub-classes
and instances. RDF-based ontologies provide flexibility to evolve with new
knowledge and inventions for a particular domain.

The Chapter 7 of this thesis presented the extended versions of this ontol-
ogy with other cyber security datasets. The ontology based knowledge graphs
in Chapter 7 proves the flexibility of this ontology. Working with actual mal-
ware dataset is little difficult and risky in this scenario, consequently this on-
tology is further extended with other malware datasets. Following key steps
were taken to extend this ontology and make it more adaptable:

+ Dataset Integration with Ontology:

The API call based ontology was enriched with large, diverse set of mal-
ware samples such as Malimg, MaleVis, and Virus MNIST. The image
based malware classification was integrated to the APl based ontology
to develop three novel ontology based knowledge graphs.

* Mapping Between Ontology and Malware Dataset:

The image-based malware classification results (from deep learning model)
are mapped to the behaviour based ontology and added as 'Classes’ with
other malware families.

* Integration with Deep Learning Models:
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To integrate the ontology with real-world datasets the image-based mal-
ware datasets were used as additional data and results from the deep
learning based classification were added to enrich the ontology.

* Identification of Malware Strains:

1. The final three ontologies in Chapter 7 are incorporated with mal-
ware behaviour dataset and malware image datasets. Enrichment
of the ontology with large-scale malware datasets will enable it to
identify different malware strains.

2. Implementation of Domain Adaptation (with ontology features and
image features) can handle different malware strains across do-
mains.

4.6 Conclusions

The proposed ontology is an approach to build a knowledge of a malware
domain which is trying to contribute new idea in cyber-security domain. This
ontological structure will be beneficial for knowledge sharing and knowledge
management for the particular field. This Ontology includes following contri-
butions:

* A detailed understanding of different malware families with their be-
haviour.

* This work focused on capturing the changes of API call sequences (Be-
haviour) of metamorphic malware and to comprehend how this type of
malware can produce absurd opcodes. This is an approach to under-
stand and provide a well-structured malware behaviour knowledge.

* The base ontology was divided with different instances to classify mal-
ware types. ‘Malware Family’ has a number of ‘Individuals’ for each sub-
classes.

+ A web-based ontology may provide proper understanding of the ontol-
ogy building and consistency of the ontology by providing the reasoner.
This study tried to establish an object-oriented approach of ontology
building and its handling in a dynamic sense.
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In future, this ontology would be included with more number of classes
and individuals to improve the evaluation results and richness of the ontol-

ogy.
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Malware Analysis using Deep
Learning based Image Processing

5.1 Introduction

Deep Learning has become an useful method for malware detection and anal-
ysis because of its advanced feature engineering, time saving and automated
properties to generalize novel malware variants. Image and visualization-
based detection methods are useful to analyze malicious codes. In case of
data driven Deep Learning different types of dataset e.g. grayscale images,
bytes sequences, API call sequence etc. are being used to feed into the model.
Deep Learning models are efficient to learn the patterns from the images and
extract features automatically to identify and categorize the malware classes
and novel threats. In this research, grayscale images of malware variants have
been used as input of models for detection and classification purposes. De-
cisions of the models have been visualised through plots, heatmaps and con-
fusion matrix.

5.1.1 Problem Statement

Deep Learning is being widely used in cyber security field as it provides proac-
tive measures to identify massive cyber threats by training the data points in
a small amount of time. Existing cyber defence methods fail to detect novel
malware threats, modern attack patterns, DDoS attacks, zero-day attacks and
voice based systems. Deep Learning based models are able to learn from spe-
cific features and analyze network traffic more precisely than Machine Learn-
ing models. Deep Learning models are reusable to work on the newly intro-
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duced datasets.

Despite all the advantages, Deep Learning models need to be applied on
wide range of cyber incident and malware related datasets to find out novel
methodologies to improve accuracy of the model and find out what type of
algorithms could be integrated to detect anomalies and behavioural charac-
teristics of the dataset.

To address this gap, this chapter aims to incorporate a number of deep
learning based models on the malware image datasets to find out novel algo-
rithms for malware detection and classification.

5.1.2 Contributions

This Chapter outlined the following contributions:

+ Existing Deep Learning architectures are being used to find out novel
methods and improve accuracy.

+ For malware categorization ResNet-50 coupled with attention network
performed well.

+ CNN with RNN methods also produced promising accuracy for classifi-
cation.

+ Acomparison with the existing works was presented in terms of features
and accuracy.

5.2 Methodology and Experimental Apparatus

By carrying out all the experiments in this section, the research aims to find
out data driven approaches for malware detection and classification methods
by training the created models to learn statistically relevant features for better
prediction of classes.
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5.2.1 Dataset 1: Malimg

Allaple.A A Allaple.L Allaple.L Agent.FYIl ‘Eake_rean Yun Allaple.A

Allaple.A Allaple.A Allaple.A Allaple.L Allaple.A Allaple.A Allaple.A Instantaccess Allaple.A Allaple.A

Alueron.gen!] Agent.FY|

Figure 5.1: Sample of Malimg Dataset

Malimg dataset’ is a benchmark dataset for image-based malware analysis
has been used in this thesis. This dataset was introduced by Nataraj et al. for
visualizing and classifying malware binaries as grayscale images. A sample of
the dataset is shown in Figure 5.1.

The dataset contains 9339 images of 25 Malware Families [164] (Figure
5.2). The images of the dataset have varying sizes.

* One of the most widely used malware image datasets.

+ Contains grayscale images of malware binaries converted using visual
representation techniques.

* Helps researchers explore deep learning-based malware classification
without relying on traditional handcrafted features.

"https://www.dropbox.com/s/ep8qjakfwhirzk4/malimg_dataset.zip?d1=0
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No. Family Family Name  No. of Variants
01 Dialer Adialer.C 122
02 Backdoor Agent.FYI 116
03 Worm Allaple.A 2949
04 Worm Allaple.L 1591
05 Trojan Alueron.gen!] 198
06 Worm:AutoIT Autorun.K 106
07 Trojan C2Lop.P 146
08 Trojan C2Lop.gen!G 200
09 Dialer Dialplatform.B 177
10  Trojan Downloader Dontovo.A 162
11 Rogue Fakerean 381
12 Dialer Instantaccess 431
13 PWS Lolyda.AA 1 213
14 PWS Lolyda.AA 2 184
15 PWS Lolyda.AA 3 123
16 PWS Lolyda.AT 159
17 Trojan Malex.gen!] 136
18 Trojan Downloader Obfuscator.AD 142
19 Backdoor Rbot!gen 158
20 Trojan Skintrim.N 80
21  Trojan Downloader Swizzor.gen!E 128
22  Trojan Downloader Swizzor.gen!l 132
23 Worm VB.AT 408
24  Trojan Downloader Wintrim.BX 97
25 Worm Yuner.A 800

Figure 5.2: Malware Families in Malimg Dataset [2]

5.2.2 Dataset 2: Virus MNIST

A benchmark malware dataset Virus-MNIST (Modified National Institute of
Standards and Technology) [178] was used in this research. This dataset has
48422 number of train samples and 3458 number of test samples.

In case of Virus MNIST dataset each image consists of 32 pixels in height
and width, the number of total pixels of images is 1024. The lightness and
darkness of the images depend on the single value of pixel assigned with
it. The images were stored in 0 to 255 pixel values. The datasets have 1026
columns where first column represents the labels 10 classes which is the type
of malware and the last column is the hash values of the images. The columns
from 1 to 1024 represents the pixel values of the images. Table 5.1 is show-
ing the details of Virus MNIST dataset. The dataset has 10 executable malware
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files in a format of gray scale images with 32x32 pixel size Figure 5.3. Although
this is a smaller dataset but has been extensively used in the literature.

* Inspired by MNIST, this dataset offers malware images in a 32x32 format,
making it useful for lightweight experiments.

+ Suitable for quick model prototyping and evaluating deep learning ar-
chitectures on malware images.

Table 5.1: Details of Virus MNIST dataset [178]

Virus MNIST Class Distributions
Class || Count Group Type Example
0 2516 Beneware || Good putty.exe
1 7684 Malware Adware IESettings
2 3037 Malware Trojan Supreme.exe
3 2404 Malware Trojan myfile.exe
4 796 Malware Installer myfile.exe
5 6662 Malware Backdoor myfile.exe
6 15377 Malware Crypto Powershell
7 7494 Malware Backdoor BitTorrent.exe
8 2571 Malware Downloader myfile.exe
9 3339 Malware Heuristic myfile.exe

111



k| ] P,
Backdoor Backdoor Backdoor Downloader

Figure 5.3: Virus MNIST dataset with classes

5.2.3 Dataset 3: MaleVis

VBKrypt Regrun Amenetize VBKrypt

Dinwod ux Alaple

Neshta MultiPlug AMlaple

MNeoreklami  Meoreklami Vilsel

Snarasite Androm Adposhel MultiPlug  InstaliCore Agent HackKMS Allaple Agent
Hex Fason BrowseFox InstaliCore  Adpashel Hiux InstallCore
Jasdtaln ekl
P ]

Amonetize  Browsefox Injector Autorun Sality Agent Autorun run Expiro

Figure 5.4: MaleVis dataset with classes
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The MaleVis (Malware Evaluation with Vision) dataset? is designed for vision-
based malware recognition and includes images generated from 25 malware
classes and 1 legitimate software class. This dataset offers 9,100 training and
5,126 validation RGB images in resolutions of 224x224 and 300x300 pixels
(Figure 5.4). In this thesis the (224x224) image size was used for experiments.

+ Designed for a more diverse malware classification task, covering a wide
range of malware families.

+ Offers higherresolution images (e.g., 224x224) compared to Malimg and
Virus MNIST.

* Provides realistic malware image distributions, making it closer to real-
world malware classification scenarios.

For this research, the 224x224 resolution of MaleVis dataset was chosen
to maintain the uniformity across models and compatibility established deep
learning architectures. The larger resolution 300x300 was tested initially but
that didn’t improve the performance of the models significantly.

Both Malimg and Virus-MNIST contain greyscale malware images while
MaleVis provides an RGB image domain. By incorporating both greyscale
and RGB data, this research evaluated and tested the robustness of proposed
models across different modalities.

5.2.4 Methodology

Deep learning approaches play a crucial role in various domains, especially
in computer vision, image processing, predictive analytics and cybersecurity.
These models leverage neural networks with multiple layers to extract com-
plex patterns from data, enabling tasks such as classification, detection, and
generation. In this research, following deep learning models were implemented:

1. Detection with CNN Model using Keras Tuner
« Importance: Hyperparameter tuning helps optimize CNN perfor-
mance by selecting the best architecture, learning rate, and other
parameters.

2https://web.cs.hacettepe.edu.tr/~selman/malevis/
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+ Rationale: Finding the best configuration improves accuracy and
generalization, which is crucial for malware classification.

. Classification with ResNet-50 Transfer Learning

« Importance: ResNet-50 is a powerful deep network with skip con-
nections to address vanishing gradients.

+ Rationale: Transfer learning reduces training time and improves
accuracy by leveraging pre-trained knowledge on large datasets.

. Classification with 3DCNN

* Importance: 3D CNNs capture spatiotemporal features, making
them useful for sequential or volumetric data.

+ Rationale: Useful for analyzing malware evolution over time or pat-
terns in dynamic behavior analysis.

. Image Generation Using Autoencoder
« Importance: Autoencoders learn efficient latent representations

and generate synthetic data.
+ Rationale: Useful for data augmentation, feature extraction, and
adversarial sample generation in cybersecurity.

. Classification with Ensembling CNNs
* Importance: Ensembling combines multiple models to enhance

prediction accuracy and robustness.
+ Rationale: Helps reduce variance and mitigate errors by leveraging
different perspectives on the same data.

. ResNet-50 with Attention Network
* Importance: Attention mechanisms improve focus on relevant fea-

tures, enhancing classification accuracy.
+ Rationale: Helps malware classifiers prioritize critical patterns in
images, improving interpretability.

. Classification with CNN Normalization
* Importance: Normalization techniques stabilize training, speed up

convergence, and improve generalization.

+ Rationale: Essential for deep networks to maintain numerical sta-
bility and prevent overfitting.

. Classification with CNN and RNN
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* Importance: Combining CNNs (for spatial feature extraction) with
RNNs (for sequential dependencies) enhances learning.

+ Rationale: Effective for malware behavior analysis, where sequences
or actions need modeling.

9. ANN Implementation

* Importance: Although CNN is the most promising approach for im-
age recognition, the ANN model provides critical insights for how
malware image features can be learned without relying on spatial
feature extraction process.

* Rationale: The ANN model captures non-linear relationships across
the feature space as malware patterns may vary in structure and
texture.

10. GAN Implementation

* Importance: GAN architectures provide an effective generative mod-
eling approach that can learn underlying distribution of malware
samples, enabling the generation of synthetic but realistic malware
images.

+ Rationale: By generating synthetic malware images, this experi-
ment directly serves in data augmentation and class balance in mal-
ware image classification tasks.

11. Implementation with Conditional GAN (cGAN)

+ Importance: The cGAN architecture was designed to generate class-
specific synthetic malware images, therefore, to diversify the train-
ing dataset with diverse and realistic samples.

* Rationale: The conditional adversarial learning was leveraged to
augment the malware image datasets and improve the robustness
of malware detection systems.

5.2.5 Detection with CNN Model using Keras Tuner

In Computer Vision and Image Processing field, Convolutional Neural Net-
works are most effective to deal with image classification and object detec-
tion problems. Convolutional Neural Network (CNN) is the most popular deep
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learning based neural network which is being used to solve problems in ma-
chinelearning, natural language processing (NLP), Computer Vision with great
results and accuracy [179]. CNN is a fully connected neural network with con-
volutinal layers, pooling layers and dropout layers. CNN is built of different
sizes of kernels for feature extraction and several neurons in different layers.

In case of a Deep Learning model finding the set of optimal parameters
(hyperparameters) is the most crucial part to attain a high accuracy by the
model. Hyperparameters are tunable parameters that affects the training and
learning process of a model. Learning rates, number of epochs, batch sizes
are some examples of hyperparameters.

Manual process of hyperparameter tuning is time consuming and not con-
venient at all. "KerasTuner is an easy-to-use, scalable hyperparameter opti-
mization framework that solves the pain points of hyperparameter search3".
Keras tuner is an open source library for hyperparameter tuning with Deep
Learning architectures. Keras tuner is being implemented with algorithms like
Bayesian Optimization, Hyperband, Sklearn and Random Search.

In this experiment malware image datasets were used to implement with
CNN for detection and keras tuner to find different hyper parameters. A cus-
tom CNN model was developed to implement on malware image datasets.
This CNN model has following layers:

+ Uses 4 Convolutional Layers with increasing filters.

+ Batch Normalization and Dropout improve stability.

* Max Pooling (2x2) reduces spatial dimensions.

* Fully Connected Layers refine features before classification.

« Adam Optimizer + Categorical Crossentropy for best performance.

Shttps://github.com/keras-team/keras-tuner
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Algorithm 2 CNN Training and Hyperparameter Tuning

Input: Dataset D = {(x;,y;)}, learning rate n, epochs E, batch size B
Output: Trained CNN model fy
Normalize x; < x;/255, encode y;
Apply data augmentation (shift, rotation, flip)
Split training set for validation
Initialize CNN fp:
Conv layers + ReLU + batch norm
Pooling layers
Dense layers + dropout
Output softmax layer
for each epoche=1...E do
Sample mini-batch (xpatch, Ypatch) ~ D
batch < fo(Xbatch)
L <+ categorical_crossentropy(9patch, Ybatch)
Backpropagate L, update 6 <— 6 — nVyL
end for
Predict: §; <— argmax, fo(x;)
Evaluate accuracy and confusion matrix
Hyperparameter tuning:
Define search space (filters, kernel sizes, learning rate)
Search best hyperparameters with validation split
Retrieve best model, retrain on full training set
return f,
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Table 5.2: Terms and Notation for CNN and Hyperparameter Tuning

Symbol / Term Description

D = {(x;,vi)} Dataset of input samples x; and corresponding la-
bels y;

X; Input sample (image or feature vector)

Vi Label for sample x;

fo CNN model parameterized by weights 6

6 Trainable parameters of the CNN (weights and bi-
ases)

n Learning rate used in gradient descent

E Number of training epochs

B Mini-batch size for training

Xpatch Mini-batch of input samples

Ybatch Mini-batch of labels corresponding to xpatch

Pbatch Predicted labels for the mini-batch

L Loss function (categorical cross-entropy)

VL Gradient of the loss with respect to CNN parame-
ters

7 Predicted label for input x;

Filters / Kernel size

CNN hyperparameters defining number of convolu-
tion filters and kernel sizes

Dense units

Number of neurons in fully connected layers

Dropout rate

Fraction of neurons randomly dropped during
training for regularization

Accuracy

Fraction of correctly predicted labels

Confusion matrix

Table summarizing classification performance
across all classes

Keras Tuner

Tool for automated hyperparameter search

Validation split

Portion of training data reserved for evaluating
model performance

Steps of CNN with Keras Tuner

The experiment follows several steps according to the Algorithm 2. Terms and
notations were described in Table 5.2.

1. Preprocess Input Data

+ At first, normalization of pixel values to the range [0,1]:

r X
Xi = 255

* Encode labels using one-hot encoding for multi-class classification.
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. Data Augmentation

« Augmentation methods like shifting, rotation, scaling, horizontal or
vertical flipping were applied.
+ After that the dataset was splitted into training and validation sets.

. Defining CNN Architecture

The CNN model was built with following layers:
+ Convolutional layers with ReLU activation and batch normalization
to learn spatial features. After that Pooling layers were added (e.g.,
MaxPooling) to downsample the feature maps.
+ At the end, fully connected (dense) layers were added with dropout
for regularization and output layer with softmax activation.
. Initialize Training Parameters
* The optimizer, learning rate, batch size, number of epochs and val-
idation split were set.
. Training of Model

+ Training the model on mini-batches of the augmented data.
+ Update parameters 6 using gradient descent:

0 < 0 —nVeL(fo(x),v)

. Prediction of Class Labels

* For training and test data:

7; = arg max fp(x;)
C

. Evaluate Performance

* Model's performance was computed with metrics like accuracy.
+ After that, visualization of sample predictions and confusion matrix.

. Hyperparameter Tuning

* Hyperparameter Tuning was performed by using Keras Tuner to op-
timize the number of filters, kernel sizes, dense units and learning
rate.

+ After that retraining the best model on full training data.

+ Comparison of the performance with baseline CNN to assess the
improvement.
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Proposition of CNN with Keras Tuner

1. Effectiveness of Data Augmentation

* Proposition: Data augmentation [180] such as rotation, shifting
were incorporated to this experiment, to enhance the generaliza-
tion capability of the CNN model for producing higher validation
accuracy.

* Rationale: Variants of malware images differ in a very noticeable
way in their texture and structural differences [105]; augmentation
emulates these variations to make the model more robust.

2. Model Depth and Complexity

* Proposition: The CNN model was built with several convolutional,
dropout and batch normalization layers so that it becomes much
deeper in order to learn features hierarchically and generate better
classification results.

+ Rationale: Malware images usually contain complex patterns[181],
hence the images need deeper networks to extract the features hi-
erarchically.

3. Tuned Hyperparameters Enhance Performance
* Proposition: Hyperparameter tuning with Keras Tuner enhances
the performance of CNN.
+ Rationale: Systematic tuning can make the model better fit for the
features of the dataset [182].

4. Benchmarking and Comparison
* Proposition: The CNN model outperformed the baseline model
(simple CNN with fewer layers).
+ Rationale: Showing improvements will validate the effectiveness of
hyperparameter tuning and the CNN model.

120



Virus MNIST Dataset Results
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Figure 5.5: Virus MNIST dataset with labels

Figure 5.5 is showing the labels of the dataset with classes. The confusion

matrix of the predicted classes is shown below (Figure 5.9). The plot of the
train images with labels was shown in Figure 5.6.

Figure 5.6: Plot of Train Images of Virus MNIST
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The visualization of the average value of the image array is shown in Figure
5.7.

Average shape per class

Figure 5.7: Average shape of Virus MNIST images

The Figure 5.8 is showing the prediction with test images.

Figure 5.8: Prediction of Test Images with CNN
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Predicted classes
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Figure 5.9: Confusion Matrix for CNN

With the above CNN model Keras Tuner was used for the hyperparame-
ter tuning. To improve the model’s performance hyperparameter tuning was
used. Keras Tuner is the convenient way to search the best values of hyper-
parameters for the CNN model. To parameterize the variables of CNN keras
tuner was used. 'RandomSearch’ was selected as tuner object and the final
step is to find the best values of hyperparameters for the model. Here is a
diagram of Keras tuner function (Figure 5.10%):

Hyperparameter A T Model Best Model
Combination . : Evaluation - Evaluation
\ X_train, y_train
Choice x_val, y_val x_test,y test

Figure 5.10: Keras Tuner function

“https://www.kdnuggets.com/2020/02/hyperparameter-tuning-keras-tuner.html
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The model achieved better accuracy for each classes with Keras Tuner.
Figure 5.11 is showing the confusion matrix of the result.

- 14000
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- 8000
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Figure 5.11: Confusion Matrix of CNN with Keras Tuner

MaleVis Dataset Results

Figure 5.12 is showing the confusion matrix of MaleVis dataset.
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Confusion Matrix
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Figure 5.12: MaleVis Confusion Matrix

Table 5.3 and Table 5.4 are showing the results of three datasets with CNN

and CNN with Keras Tuner, respectively.

Table 5.3: CNN Results
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Table 5.4: CNN Results with Keras Tuner

Results
Dataset Train Accuracy Validation Accuracy
Malimg 98.81% 96.50%
Virus MNIST 99.73% 92.30%
MaleVis 86.25% 85.60%

* For the Malimg dataset, both models were trained for 50 epochs. The
Keras Tuner model achieved 98.81% training and 96.50% validation ac-
curacy, surpassing the baseline CNN (97.05% and 94.51%). This steady
improvement suggests that the Keras Tuner achieved better feature ex-
traction and convergence without overfitting.

* In the Virus MNIST experiment, the Keras Tuner CNN reached 99.73%
training accuracy and 92.30% validation accuracy by using half the epochs
of the baseline (50 vs. 100). The hyperparameter tuning accelerated
training and maintained higher validation performance. Here the mod-
els was highly capable compare to the smaller dataset size.

+ For MaleVis dataset both the models were trained for 30 epochs, im-
provements were 85.16% to 85.60%. Here the Keras Tuner model added
marginal benefits.

Critical Analysis of Incorporating Keras-Tuner

The use of Keras Tuner in this experiment adds a layer of novelty to the hy-
perparameter tuning process:

+ Automated Hyperparameter Search: By incorporating Keras Tuner
this method becomes an automated and systematic process for the best
hyperparameters. In our experiment, this efficiency was exercised, where
a wide range of configurations needed human intervention.

* Resource-Efficient Hyperparameter Tuning: Keras Tuner efficiently
uses available resource for hyperparameter tuning. It offers smart hy-
perparameter space search in such a way that it may find a good config-
uration without extreme computational costs [183].
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* Integration with Keras Models: Keras Tuner was integrated with the
Keras deep learning library. In this way, the experiment can use Keras
functionalities to construct and train a model while performing hyper-
parameter optimization.

+ Enhanced Model Generalization: Keras Tuner is used to generalize the
model better by finding those hyperparameters that can give better re-
sults on the validation dataset.

5.2.6 Detection with TPU

TPUs or Tensor Processing Units are power efficient to train large scale ma-
chine learning and deep learning models. It can improve the performance
of a neural network by allocating small number of resources [184]. TPUs
are the hardware accelerators which train the models with matrix compu-
tations [185]. These are able to train huge ML/DL models with large batch
sizes. Developed by Google, TPUs are available in Google-based platforms
and being used for TensorFlow operations. TPUs provide high latency and
can process complex deep learning models.

Algorithm 3 CNN Training with TPU Strategy
Input: D = {(x;,y;)}, learning rate 5, epochs E, batch size B
Output: Trained CNN fy
Normalize x; < x;/255
Encode y;, split D into train/val
Initialize strategy: TPU
with strategy.scope():
Initialize fp: Conv + ReLU + Pool + Flatten + Dense + Softmax
Compile with optimizer and loss
for epoch 1...E do
Sample batch (x3, yp)
9o < folxp)
L < loss({b, y»)
Update 6 <— 0 — VL
end for
Load best weights
Evaluate on val/test: accuracy, confusion matrix
return f,
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Table 5.5: Terms and Notations for CNN Training with TPU

Symbol/Term Description

D Dataset of samples D = {(x;,y;) }

X; Input image or feature vector

Y True label of sample x;

B Batch size

E Number of training epochs

n Learning rate

fo CNN model with parameters 6

6 Trainable weights of the CNN

p Predicted labels for batch (x, y;)

L Loss function (e.g., categorical cross-entropy)
VL Gradient of loss w.r.t. model parameters

strategy TPU distribution strategy

train/val / test Training, validation, and test splits of D

Conv, Pool, Dense Convolutional, pooling, and fully connected layers
Softmax Output activation function for multi-class classification

Steps of CNN Training with TPU Strategy

According to Algorithm 3 the experiment was designed. Terms and notation
were described in Table 5.5.

1. Preprocess Input Data

+ At first, normalize the pixel values to [0,1]:

r X
Xi = 255

2. Initialize TPU Strategy

+ Connectto TPU:
strategy = TPUStrategy

+ Adjust batch size according to number of TPU replicas:

Bscaled = B x strategy.num_replicas_in_sync

3. CNN Architecture

The CNN model was implemented with following layers:

+ Conv2D + RelLU + Pooling layers for feature extraction.
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+ Dense layers with dropout for regularization.
+ Output layer with softmax activation.

4. Compile Model

+ Optimizer: Adam was selected with learning rate .
* Loss: Sparse or categorical crossentropy.
* Metrics: accuracy.

5. Train Model

* Fit the model on training dataset using TPU strategy.

+ Callbacks like ModelCheckpoint, ReduceLROnPlateau, EarlyStopping
were applied.

6. Predict and Evaluate

* Prediction of class labels for validation/test data.
+ Computation of metrics: accuracy, confusion matrix.
* Visualization of predicted samples.

Virus MNIST Dataset Results

In this research, the experiment was carried out for the detection of malware
using TPUs to develop the CNN architecture as TPUs are much faster than
GPUs in terms of processing neural networks. At first, the images were re-
shaped and divided into train, test and validation datasets. The size of train,
validation and test split was shown in Figure 5.13 and the display of train im-
ages was shown in Figure 5.14.

Shape of training data: (43579, 32, 32, 1)
Shape training labels: (43579, 1@)

Shape of validation data: (4843, 32, 32, 1)
Shape of valiation labels: (4843, 1@)
Shape of testing data: (3458, 32, 32, 1)

Figure 5.13: Train, Validation and Test
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Figure 5.14: Train Images of Virus MNIST

Figure 5.15 is showing the confusion matrix and Figure 5.16 is showing the
accuracy of the model. The plot of predicted images was shown in Figure 5.17.
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Figure 5.15: Virus MNIST Confusion Matrix
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Figure 5.16: Virus MNIST Model Accuracy
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Predicted label: 1 Predicted label: 1 Predicted label: 8
True label 1 True label 1 True label 8

Predicted label: 5 Predicted label: 5 Predicted label: 9
True label 5 True label 5 True label 9

Predicted label: 5 Predicted label: 6 Predicted label: 6
True label 5 True label 6 True label 6

Figure 5.17: Predicted Labels of Test Images

Table 5.6: TPU Experiment Results

Results
Dataset Train Accuracy Validation Accuracy
Malimg 99.68% 98.05%
Virus MNIST 96.03% 93.78%
MaleVis 99.35% 71.62%

+ All the experiments were trained for 50 epochs. Two datasets (Malimg,
Virus MNIST) produced very high training and validation accuracies. Re-
sults indicate good generalization and convergence under TPU training.
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* MaleVis produced perfect training accuracy but low validation perfor-
mance which indicates overfitting and generalization gap.

MaleVis Dataset Results

Accuracy Curve Loss Curve

—— Train Loss
7 val Loss
0.9 A

0.8
0.7 47
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1
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Figure 5.18: MaleVis TPU Accuracy and Loss
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Figure 5.19: MaleVis Prediction Results
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Malimg Dataset Results
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Figure 5.20: Malimg TPU Accuracy and Loss
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Figure 5.21: Malimg Dataset Predictions

Critical Analysis of TPU Utilization in Research
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+ Performance Enhancement: TPUs are custom-built hardware acceler-
ators for deep learning work [185]. By utilizing TPUs, this deep learning
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experiment significantly accelerated the computation, particularly the
CNN architecture, enabling quicker experimentation and training.

+ Scalability: TPU provides scalability in an experiment. In this exper-
iment, it has made it possible to handle large datasets and the CNN
model more efficiently.

+ Speed: TPU probably reduced the training time compared to other tra-
ditional CPU or GPU settings [184]. Such acceleration is highly relevant
for large-scale experiments and iterative model refinement.

5.2.7 Classification with ResNet-50 Transfer Learning

In Deep Learning ResNet architecture consists of the residual blocks. ResNet-
50is a type of Convolutional Neural Network with 50 layers to make the model
extremely deep. Itis part of the ResNet (Residual Network) family. The key in-
novation of ResNet is the introduction of residual connections or skip connec-
tions [186]. These connections allow the network to skip one or more layers,
effectively "bypassing" them and passing the input directly to the later layers.
This helps mitigate the vanishing gradient problem, where gradients become
too small during backpropagation in deep networks, making it hard for the
network to learn effectively. Figure 5.22° is showing a ResNet-50 architecture.

ResNet50 Diagram

Figure 5.22: A ResNet-50 architecture

Shttps://stackoverflow.com/questions/54207410/how-to-split-resnet50-model-fro
m-top-as-well-as-from-bottom
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Virus MNIST Dataset Results

In this experiment, random erasing was used as it chooses a rectangular re-
gion from an image of any arbitrary size and assign the pixels of the selected
region with random values. This is the process to generate the training im-
ages with various occlusions to reduce overfitting. Pre-trained ResNet-50 was
leveraged with transfer learning which helps to build the model accurately
and saves time.

The Virus MNIST .csv files were loaded at first for preprocessing. The image
arrays were reshaped with 32*32 size as there are 1024 number of pixels. The
image array was resized into (75,75) shape and converted into 'RGB’ mode.

After that the dataset was split into 80% train and 20% validation images to
fit into the model. Figure 5.23 is showing the accuracy and loss of the model
performance.

Figure 5.23: Accuracy and Loss Curves of ResNet-50 Transfer Learning

The model achieved 86.24% training accuracy and 81.22% validation accu-
racy. Figure 5.24 is showing the prediction of the model on test images where
the model has predicted two images of label 2 and label 7.
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predicted: 2

Figure 5.24: Prediction on Test Images for ResNet-50 Transfer Learning
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MaleVis Dataset Result

Loss Over Epochs Accuracy Over Epochs
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Figure 5.25: Accuracy and Loss Curve of MaleVis Dataset
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Algorithm 4 Transfer Learning for Malware Image Classification

Require: Dataset D, pretrained model M, hyperparameters (B, 7, E)
Ensure: Trained model M, evaluation metrics
Spllt D — (Dtmin/ Dtest)
Preprocess: resize (H,W,C), normalize
Augment Dy,
Create mini-batches of size B
Initialize M, freeze early layers
Replace final layer — |classes|
Loss L < CE, optimizer <— Adam/RMSprop(#)
Scheduler < init()
for epoch=1...Edo
train mode(M)
for batch (x,y) € Dy, dO
7 M(x)
L« CE(f,y)
backprop(L), update(M)
end for
eval(M: Dtest)
step(scheduler)
end for
acc, cm, report < evaluate(M, Diest)
return M, (acc, cm, report)
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Table 5.7: Terms and Notation for Transfer Learning Pipeline

Symbol / Term

Description

D Dataset of images and corresponding labels

Dy ain Training split of the dataset

Diest Test/validation split of the dataset

X, X; Input image or sample

Y, Vi Label for an input sample

M Pretrained model used for transfer learning (e.g.,
ResNet-50)

B Mini-batch size for training

E Number of training epochs

n Learning rate for optimizer

7,7 Predicted label or probability distribution from the
model
Loss function (cross-entropy loss)

Optimizer Algorithm for updating model parameters (Adam or
RMSprop)

Scheduler Learning rate scheduler to adjust # during training

Freeze layers

Early layers of pretrained model kept constant dur-
ing fine-tuning

Final layer / |classes)|

Output layer replaced to match the number of mal-
ware classes

Accuracy

Fraction of correctly predicted labels

Confusion matrix (cm)

Table summarizing classification performance
across all classes

Steps of Transfer Learning for Malware Image Classification

The experiment was conducted according to Algorithm 4, where terms and
notations were described in Table 5.7.

1. Load and Split Dataset

* The dataset D containing malware images and labels was loaded.

+ After that it was splitted into training set Dy,in, and validation or test

Set Dtest.

2. Preprocess Images

* The images were resized in adequate shape.

* Normalization of pixel values to [0,1]. Here, the purpose is to stabi-

lize training.
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3. Apply Data Augmentation
+ Application of augmentation methods such as rotation, flipping, scal-
ing on Dyrain to increase data diversity and reduce overfitting.
4. Initialize Pretrained Model
* Loading of the pre-trained CNN model (ResNet-50 trained on Ima-
geNet).
*+ Freezing of early layers to preserve pre-trained feature represen-
tations and replace the final classification layer with a new output
layer.

* Here the motivation is to leverage pre-trained features while adapt-
ing the malware classification.

5. Define Loss Function and Optimizer
* Cross-Entropy Loss Lcg was used for multi-class classification.
+ Optimizer (Adam/RMSprop) was applied with the learning rate 7.
+ After that a learning rate scheduler was set up, if needed.

6. Train the Model

* For each mini-batch (x,y) of size B:

y=M(x), L=CE@y)

+ Performed backpropagation and update the trainable parameters
of unfrozen layers using optimizer.

* Evaluate the performance of model on the validation set after each
epoch.

*+ Adjust learning rate dynamically based on scheduler.

7. Evaluate Performance

* Prediction of the labels on test/validation dataset.
« Computation of metrics such as accuracy and confusion matrix.
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Proposition for ResNet-50 Transfer Learning

1. Transfer Learning with ResNet-50
* Proposition: In this experiment, the model relies on a pre-trained
ResNet-50 with ImageNet weights and uses the rich feature repre-
sentations from a large dataset for malware image classification.
+ Rationale: Transfer learning reduces training time and enhances
model performance [187].

2. Advanced Data Augmentation
* Proposition: Normally, different methods of image augmentation
are applied with the purpose of increasing the size and variability
of the dataset. In the current experiment, random erasing and ge-
ometric transformations such as rotation, shift were applied.
* Rationale: Data Augmentation helps in reducing overfitting, im-
proving generalization [188].

3. Dynamic Image Resizing
* Proposition: Grayscales resized to RGB format according to the in-
put requirement of ResNet-50 and retaining relevant features.
+ Rationale: This resizing and color conversion will make the dataset
compatible with ResNet-50 without much loss of feature informa-
tion.

Table 5.8: ResNet-50 Transfer Learning Results

Results
Dataset Train Accuracy Validation Accuracy
Malimg 84.17% 82.66%
Virus MNIST 86.24% 81.22%
MaleVis 98.25% 87.22%

* The experiment with Virus MNIST was trained for 20 epochs and exper-
iments with other two datasets were trained for 25 epochs.

* ResNet-50 Transfer Learning produced most effective result for MaleVis
as compared to other two datasets.

* Malimg and Virus MNIST achieved moderate results indicates that dataset
characteristics (RGB vs grayscale) heavily influenced the results.
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Critical Analysis of ResNet-50 Transfer Learning

+ Data Augmentation with Random Erasing:

The application of random erasing as a data augmentation technique
is unique, in this experiment. Random erasing introduces randomness
by erasing random patches of the image, encouraging the model to be
more robust and invariant to certain transformations [189].

+ Image Resizing and Memory Optimization:

The resizing of images and the subsequent memory optimization are
choices that can impact the model's performance. Resizing generally
captures more intricate details and memory optimization that ensures
efficient use of resources [190].

+ Selective Layer Freezing:

In this experiment, freezing of layers up to a specific point in the pre-
trained ResNet-50 model was beneficial to fine-tune on malware-related
features while preserving the knowledge gained from general image recog-
nition.

5.2.8 Classification with 3D CNN

Convolutional Neural Networks have always generated promising solutions
in any Deep Learning based problems. In recent years, 3D CNN [191] is being
used to process the 3D volumetric data therefore the framework has a great
importance to process Magnetic Resonance Imaging (MRI) data. In case of 3D
CNN model the input shape is always 4 dimensional. The input and output
data are also 4 dimensional.

3D Convolutional Neural Network Experiment

The following steps outline the procedure for conducting a 3D CNN experi-
ment according to Algorithm 5 (notation were described in Table 5.9):

1. Data Preparation
+ After loading the dataset, the images were normalized by scaling
pixel intensities to the range [0, 1].
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* The data were then reshaped into four-dimensional tensors in the
form of (H,W,d,C).

* Here, H and W denote height and width, d represents the depth
(third spatial dimension) and C indicates the number of channels
(e.g., grayscale or RGB).

* The dataset was divided into training, validation and test subsets.

2. Model Design

* A 3D CNN architecture was built to capture spatial dependencies
across height, width and depth.

* The model consists of 3D convolutional layers and 3D MaxPooling
layers, the number of filters were increased gradually. After convo-
lutional layers, a 3D GlobalAveragePooling layer or flattening oper-
ation was applied.

* Finally, one or more fully connected layers were included and ended
with a softmax layer for multi-class classification.

3. Training Phase
* An appropriate optimizer (Adam or SGD) was selected along with a
loss function.

* The model was trained and for each epoch the model was pro-
cessed into mini-batches, generated predictions and computes the
loss.

+ Performance of both training and validation data was monitored to
avoid overfitting.

4. Evaluation Once training is complete, the modelis evaluated on the test
dataset to assess its generalization capability.
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Algorithm 5 3D CNN Model Pipeline

Require: Dataset D, input size (H,W), depth d, batch size B, number of
classes C, epochs E
Ensure: Trained 3D CNN model M
Normalize pixel values € [0, 1]
Spllt D — (Dtmin/ Dval)
for each image x € D do
Expand image to depth d
Reshape x € REXWX1 _y / o RHXWxdx1
end for
Initialize 3D CNN model M:
Conv3D — RelLU — MaxPool3D
Conv3D — RelLU — MaxPool3D
Conv3D — RelLU — MaxPool3D
Global Average Pooling
Dense layer with C outputs + Softmax
Compile model: Optimizer = Adam, Loss = Sparse Categorical Crossentropy,
Metric = Accuracy
for epoch=1...Edo
Train M on Dy, in batches of size B
Validate M on D,
end for
Save model M
Plot accuracy and loss curves
return M
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Table 5.9: Terms and Notation for 3D CNN Model Pipeline

Symbol / Term

Description

D Dataset of images

Dy ain Training split of the dataset

Dy Validation split of the dataset

X, X; Input image or sample

x! Input image reshaped for 3D CNN with depth di-
mension

H,W Height and width of the input image

d Depth dimension for 3D expansion

B Mini-batch size for training

C Number of classes

E Number of training epochs

M 3D CNN model

Conv3D 3D convolution layer

MaxPool3D 3D max pooling layer

Global Average Pooling

Reduces feature map to a single vector

Dense layer + Softmax

Fully connected layer with C outputs and softmax
activation

Loss Sparse Categorical Crossentropy
Optimizer Adam optimizer
Accuracy Metric to evaluate correct predictions

Proposition for using 3D CNN

1. Leveraging 3D Convolutions
* Proposition: The focusis toimprove the classification performance,
3D convolutional layers were used in this experiment to effectively
capture the spatial patterns in malware images.

Rationale: 3D convolutions can better model relationships across
neighboring pixel groups [192].

2. Importance of Data Normalization
* Proposition: Normalizing image pixel values to the range [0, 1] im-
proves model convergence and accuracy.

« Rationale: Normalization ensures that the neural network receives
inputs within a consistent scale [193].

3. Multi-Layer Architecture for Feature Hierarchy
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* Proposition: In this experiment, the layered 3D CNN architecture
progressively extracts hierarchical features, from simple edges in
early layers to complex patterns in deeper layers.

+ Rationale: Malware images contain structural characteristics that
can be better captured with multi-level feature abstraction with a
3D CNN [194].

Virus MNIST Results

In this experiment, 3D CNN was used to classify the malware images where
the input shape was (32, 32, 1, 1). The fourth dimension is the colour channel
as the images are grayscale the colour channel will be 1. The kernel size is (3,
3, 1) and the pooling size is (2, 2, 1). Figure 5.26 is showing the train images
before feeding into the model.

Figure 5.26: Train images for 3D CNN
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Figure 5.27 is showing the loss and accuracy curve of the model perfor-
mance after 30 epochs.

0.9 1

0.8 -

0.7 1

— loss
accuracy

— val_loss

= val_accuracy

0.6 1
0.5 1
0.4 1
0.3 1

0.2 1

0 : 10 15 20 % 20

Figure 5.27: Loss and Accuracy Curve of 3D CNN
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MaleVis Dataset Results
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5.28: MaleVis Prediction Results
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Malimg Dataset Results
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Figure 5.29: Malimg Accuracy and Loss Curve
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Figure 5.30: Malimg Dataset Prediction Results
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Table 5.10: 3D CNN Experimental Results

Results
Dataset Training Accuracy Validation Accuracy
Malimg 98.75% 96.72%
Virus MNIST 94.36% 92.51%
MaleVis 92.32% 81.39%

Table 5.10 is showing that:

+ 3D CNNs performed best on Malimg, followed by Virus MNIST dataset.
Both of these datasets were trained for 30 epochs.

+ For MaleVis dataset, training accuracy is high but validation accuracy is
much lower than Malimg and Virus MNIST, although it was trained for
40 epochs.

+ Therefore, for complex dataset like MaleVis (RGB) with increasing fea-
ture space, 3D CNN may require selective regularization to prevent over-
fitting.

Critical Analysis of using 3D CNN

+ Use of 3D Convolutional Neural Network (CNN): A3D CNN being used
implies that the dataset consists of three dimensional spatial informa-
tion is especially suitable for those scenarios: where volumetric struc-
tures show up in the data [195].

Model Architecture for 3D Data: The architecture of the neural net-
work is oriented for 3D data: it contains Conv3D, max-pooling in 3D,
and a global average pooling layer. With such a setting, this presents an
attempt at the capturing of spatial relations in three dimensions other
than conventional 2D CNN as used in image classification tasks.

Global Average Pooling in 3D: Another interesting design follows the
usage of a Global Average Pooling layer in 3D; it would allow a more
compact representation of the spatial features in the 3D volume and
could be useful in the process of feature extraction efficiently to reduce
overfitting [196].
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5.2.9 CNN Classification with Data Augmentation

Data Augmentation is a technique which can deal with the problems like over-
fitting of training data and limited dataset. This technique can minimise the
validation error along with training error to make the Deep Learning model
more accurate [180].

According to the Algorithm 6, the following steps are outlined with terms
and notations mentioned in Table 5.11:

1. Data Preparation
+ Loading of the dataset and splitting into training and validation sub-
sets (e.g., 80%-20%).
* Preprocessing ofimages by resizing, normalizing pixel values to [0, 1],
and converting to grayscale or RGB, if required.
+ Data augmentation methods like: horizontal flips, rescaling or other
transformations were applied on the training set.

2. Model Design
+ Construction of CNN architectures consisting the layers of Conv2D
— ReLU — BatchNorm — MaxPooling.
+ After convolutional layers, feature maps were flattened and Dropout
was applied for regularization.
+ At the end a Dense layer was added, using Softmax activation for
multi-class classification.

3. Training Phase
+ Training of the model for a specified number of epochs using mini-
batches from the training dataset.
+ Performance was monitored on the validation/test set to detect over-
fitting and adjust training as needed.

4. Evaluation
» Evaluation of trained model on the validation dataset to measure
performance (accuracy, loss).
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Algorithm 6 CNN Training with Data Augmentation

Input: D = {(x;,y;)}, learning rate 5, epochs E, batch size B
Output: Trained CNN fy

Normalize x; < x;/255

Encode y;, split D into train/val/test

Initialize data augmentation Gy,,;, (flip, rotation, shift, zoom)
Initialize Gy, Giest: rescale only

Initialize

CNN  fy:

Conv+ReLU+BatchNorm+Pool x3, Flatten,

Dense+RelLU+Dropout x2, Dense Softmax
Compile fy with Adam and Sparse Categorical Crossentropy
for epoch1...Edo

Sample batch (xy, yp) from Gyain

9 < fo(xp)

L < loss(§p, yp)
Update 6 <— 0 — VL
Validate on G,

end for

Load best weights
Evaluate fy on Giest

return f,

Table 5.11: Terms and Notation for CNN with Data Augmentation

Symbol/Term Description

D = {(x;,y)} Dataset of input images x; and labels y;

X; Input image (pixel values)

Y Corresponding class label of x;

n Learning rate for optimizer

E Number of training epochs

B Batch size

fo CNN model parameterized by 6

Ty Predicted labels for batch b

L Loss computed on a batch (Sparse Categorical Crossentropy)
Gtrain Data augmentation generator for training set
Goal Preprocessing generator for validation set

Giest Preprocessing generator for test set

6 Trainable parameters of the CNN
Conv+ReLU+Pool | Convolutional layer, activation, pooling sequence
BatchNorm Batch normalization layer

Flatten Flatten layer to convert feature maps to vector
Dense Fully connected layer

Dropout Dropout layer for regularization

Softmax Output activation for multi-class probability
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Virus MNIST Results

The train image shape was (48422, 32, 32). Figure 5.31 is showing plot of the
train images to feed into the model.

For the CNN model, the shape of the input image was (32,32,1) as the im-
ages are grayscale. The size of the kernel was (3, 3) in the convolution layer
and (2, 2) in the pooling layer with dropout rate 0.5. The model achieved
97.51% training accuracy and 92.13% test accuracy.
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Figure 5.31: Plot of Train Images

The model was tested on the test dataset. To predict the true label of the
test images colour ‘blue’ was used and for the incorrect label 'red’ colour was
used. Figure 5.32 and Figure 5.33 are showing the predictions of Trojan and
Downloader for test images.
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Figure 5.32: Prediction of Trojan
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Figure 5.33: Prediction of Downloader

Figure 5.34 is showing the plot of predictions for the test images.

155



[
-
|

0123456789 0123456789 0123456789

[
!
|

0123456789 0123456789 0123456789

|
!
!

0123456789 0123456789 0123456789

:
[
[

0123456789 0123456789 0123456789

L

Bt
e

23% (Crypto)

-
-
|

>
Crypto

Crypto 23% (Crypto)
0123456789 i S 0123456789

0123456789

Figure 5.34: Prediction of test images of Virus MNIST

MaleVis Dataset Results
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Figure 5.35: MaleVis Accuracy and Loss
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Figure 5.36: MaleVis Predicted Images
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Malimg Dataset Results
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Figure 5.37: Malimg Accuracy and Loss
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Figure 5.38: Malimg Predicted Images
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Table 5.12: CNN with Data Augmentation

Results
Dataset Training Accuracy Validation Accuracy
Malimg 99.91% 96.73%
Virus MNIST 97.51% 92.13%
MaleVis 99.96% 85.60%

Table 5.12 illustrates that:

+ All the experiments were trained for 50 epochs.

* CNN with Data augmentation is effective for Malimg and Virus MNIST
datasets, improving validation performance and mitigating overfitting.

+ For RGB dataset like MaleVis, augmentation is insufficient; overfitting
persists after extensive training because of dataset complexity.

Proposition for CNN with Data Augmentation
1. Data Augmentation

+ Statement: In this experiment, data augmentation techniques like
horizontal flipping and rescaling were implemented on the dataset.

+ Rationale: Augmentation method increases dataset diversity and
reduces overfitting.

2. Model Compilation

+ Statement: The model was compiled using the Adam optimizer,
sparse categorical cross-entropy loss, and accuracy as a metric.

+ Rationale: Adam is well-suited for this experiment and sparse cat-
egorical cross-entropy handles integer class labels efficiently.

3. Prediction Visualization

+ Statement: Visualize the predictions against actual labels with con-
fidence scores for both correct/incorrect classification.

* Rationale: This method gives some idea about model confidence
and gives a visual on where it misclassifies.
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Critical Analysis for CNN with Data Augmentation
+ Data Augmentation for Malware Images:

This experiment is applying data augmentation techniques, such as hori-
zontal flipping to malware images. This helps improve the model's ability
to generalize and recognize various orientations of malware instances.

+ Class Imbalance Handling:

The datasets have several classes representing different types of mal-
ware. Handling class imbalance in the dataset is crucial for effective
model training and generalization.

+ Use of ImageDataGenerator:

The utilization of the ImageDataGenerator from Keras for real-time data
augmentation during training is a common practice, and its inclusion in
the experiment contributes to the robustness of the model.

5.2.10 Image Generation Using Autoencoder

Autoencoder is an artificial neural network which consists of encoder and de-
coder network for data compression and representation with an unsuper-
vised machine learning method and uses unlabeled data for training as it can
reconstruct the input data by compression and decompression to generate
the original input by using representation learning [197].

Encoder Decoder
Input » Convolutional >{ Compressed » Convolutional — Reconstructed
Image Network Representation Network Image

Figure 5.39: Function of Autoencoder

The fundamental function of the Autoencoder is shown in Figure 5.39. The
useful application of Autoencoders are: Image denoising, Dimensionality re-
duction, Object detection, Semantic segmentation, Recommendation system
and to generate new data [197]. The neural network of the autoencoder is
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shown in Figure 5.40°. The images were normalized before putting into the
model to minimize the errors.
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Figure 5.40: Neural Network of Autoencoder

®https://pyimagesearch.com/2024/11/18/build-a-network-intrusion-detection-sys
tem-with-variational-autoencoders/

161


https://pyimagesearch.com/2024/11/18/build-a-network-intrusion-detection-system-with-variational-autoencoders/
https://pyimagesearch.com/2024/11/18/build-a-network-intrusion-detection-system-with-variational-autoencoders/

Algorithm 7 Autoencoder Pipeline

Require: Dataset D, epochs E, batch size B, latent dimension k
Ensure: Trained autoencoder, reconstruction accuracy
Load dataset D = {x;, y;}I¥,
Convert images to grayscale, resize (H, W)
Flatten images: x; € R%, d = Hx W
Normalize pixels: x; < x;/255
Split dataset into training and testing sets
Build autoencoder:
Encoder: z = fy(x) € RNk < d
Decoder: # = g4(z) € RY
Loss: L= L yN, |jxl) — (D)2
for epoch=1...Edo
Train on batches of size B, update 6, ¢ using optimizer (Adam/RMSProp)
Validate on test set
end for
Encode test samples: z = fy(x)
Reconstruct: £ = g4(z)
Visualize original vs reconstructed images
Compute reconstruction error: MSE(x, %) = %Ele(xj — %)
Select threshold T
Mark sample as well-reconstructed if MSE(x,%) < T
Reconstruction accuracy: Accuracy = HEMSE ’3\?”2(1))“} x 100
return Autoencoder (fy, g5), accuracy
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Table 5.13:

Terms and Notation for Autoencoder Pipeline

Symbol / Term | Description

D Dataset of images

N Total number of samples in the dataset

X, X; Input image or sample

v, Y Label of input sample (if available)

H,W Height and width of input images

d Flattened input dimension,d = H x W

B Mini-batch size

E Number of training epochs

k Latent dimension of encoder representation (k < d)

fo Encoder function with parameters 0

S Decoder function with parameters ¢

z Latent encoded representation of input x

£ Reconstructed output from decoder

L Reconstruction loss (Mean Squared Error)

Optimizer Algorithm for updating 6, ¢ (Adam or RMSProp)

MSE(x, %) Reconstruction error for each sample

T Threshold to decide if a sample is well-
reconstructed

Accuracy Fraction of samples with MSE(x,%) < T

Steps of Autoencoder Experiment

The following steps were carried out the procedure for conducting the Au-
toencoder experiment according to Algorithm 7 with terms and notations de-
scribed in Table 5.13:

1. Data Preparation

+ At first, loading of the dataset D = {x;}}¥, containing image sam-
ples.

* Preprocessing of each image by resizing into a fixed size (H, W) and
normalizing pixel values to the range [0, 1].

* Flattening of images into dimension of d = H x W if using fully con-
nected layers.

+ Splitting of the dataset into training and testing subsets.

2. Model Construction

+ Encoder network was defined to map the input x € R? to a latent
representation z € R, where k < d.
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« After that, the decoder network was defined to reconstruct £ from
the latent vector z.

* Autoencoder’s objective is to minimize the reconstruction loss:
L(x, %) = [|lx — 2|

3. Training Phase
* Training of the autoencoder for a fixed number of epochs E using
mini-batches of size B.
+ Optimize model parameters using a suitable optimizer (Adam or
RMSProp).

4. Reconstruction Phase
* Encoding of the unseen test samples into latent representations.
+ Decoding the latent vectors to reconstruct the images.
* Visualization of original vs reconstructed image samples for evalu-
ation.

5. Reconstruction Error Analysis

« Computation of the reconstruction error for each test sample using
Mean Squared Error (MSE).

+ Define a threshold 7.
6. Evaluation
+ Computation of the reconstruction accuracy as:

#{i : MSE(x(),20)) < 7} y

100
N

Accuracy =

+ Reconstruction accuracy detection.

Proposition for using Autoencoder

1. Autoencoder Model Design

* Proposition: In this experiment, an autoencoder was constructed
with [198]:
- An encoder which is a module to compress the input data into
low-dimensional latent space using Dense layers.
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- A decoder to take that latent representation to reconstruct it
the input from the encoded representation.

+ Rationale: Autoencoders are helpful in dimensionality reduction
and unsupervised learning procedures to learn from meaningful
features.

2. Model Compilation
* Proposition: Optimizer-‘RMSprop’, Loss function - ‘binary cross-entropy
were used for compiling the autoencoder.

!

* Rationale: RMSprop dynamically changes the learning rate while
training and binary cross-entropy [199] is perfect for pixel-wise re-
construction.

3. Encoding and Visualization
* Proposition: Use the trained encoder to compress test images into
their lower-dimension versions and visualize them with their origi-
nal versions.
+ Rationale: It reduces the dimensions and shows an encoder that
learns to extract meaningful features data.

Virus MNIST Autoencoder Results

For the experiment with Virus MNIST dataset, the training dataset was plotted
according to the labels and amount of data in each class Figure 5.41.
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Figure 5.41: Train data with labels
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Figure 5.42 is showing the whole architecture of the autoencoder with the
input image and reconstructed image. As the autoencoder copies the values
from input layer to the output layer, the output image will be the same size of
the input image.

Reconstructed
Input Image Image
(Original) . .
H;E'i:fic Lower-Dimensional (Rec:g::lr;lccted)
iy e Latent Space
A Representation
Encoding Network Decoding Network

Figure 5.42: Network architecture of autoencoder

Image Resulting from Encoder

Original Image

Figure 5.43: Encoder Compresses the Original Image into a Lower-
dimensional Representation

After training the autoencoder model the encoded image will look like Fig-
ure 5.43. The reconstructed images from the autoencoder are shown in Figure
5.44.
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Figure 5.44: Reconstructed Images

Figure 5.45is showing the reconstruction error distribution with Virus MNIST
dataset.
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Figure 5.45: Virus MNIST Autoencoder Reconstruction Error Distribution
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MaleVis Autoencoder Results

Figure 5.46: MaleVis Autoencoder Recnstructed Images

Figure 5.47 is showing the result of MaleVis dataset.
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Figure 5.47: MaleVis Autoencoder Reconstruction Error Distribution
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Malimg Autoencoder Results

Original: Allaple A

Original: Allaple.L Original: Allaple A Original: Swizzor.gen!l

Original: Allaple.L Original: Allaple.A Original: Malex.gen!) Original: Allaple. A Original: Allaple. A Original: Allaple. A
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Figure 5.48: Malimg Reconstructed Images
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Figure 5.49 is showing the result for Malimg dataset.
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Figure 5.49: Malimg Autoencoder Reconstruction Error Distribution
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Table 5.14: Autoencoder Experimental Results

Results
Dataset Reconstruction Accuracy
Malimg 94.97%
Virus MNIST 95.00%
MaleVis 94.99%

Table 5.14 is showing the results with all three datasets. In this experiment,
all datasets were trained for 250 epochs:

« Reconstruction accuracies are consistent (95%) across all three datasets,
which concludes that autoencoder is effective for both grayscale and
RGB malware images.

« Therefore the autoencoders can serve as reliable feature extractors with-
out overfitting.

Critical Analysis of using Autoencoder

+ Unsupervised Representation Learning:
Autoencoders are a kind of unsupervised learning algorithm [200]. In
this experiment, they are also implemented to learn compact represen-

tation of malware images without explicit labels. This could be helpful
for when labeled data is limited or expensive to get.

* Visualization of Representations:

The experiment was conducted as an intuition for how an autoencoder
embeds malware images into lower-dimensional space. The visualiza-
tions of the encoded images might be informative and useful for a do-
main expert in cybersecurity.

* Potential for Feature Extraction:

Feature extractor partis used as the encoder section of the autoencoder,
helping contribute toward feature engineering for the downstream tasks
[201].

* Interpretability:
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Labeling of the images and the visualizations provide some interpretabil-
ity for this experiment. This will help the user to understand what fea-
tures of the images are being captured by the autoencoder, whether
related to malware or in general.

Malware-trained Autoencoder for Novelty Detection:

To find novelty, this Autoencoder was implemented differently on three datasets.
At first the model was trained on the Malimg dataset which contains malicious
samples only. After that, it was tested to identify benign files from the Virus
MNIST and MaleVis datasets.

1. Dataset Preparation:
+ The Malimg dataset was splitted into 80% training data, 10% valida-
tion and 10% test data. Therefore, after splitting the size of data is
Train: 7471 images, Validation: 934 images and Test: 934 images.

* The image count of Virus MNIST benign older ("0") is 2341 and for
MaleVis, the legitimate ("Other") folder contains 1482 images.

* These two were combined as a benign set containing 3823 images.

2. Experiment Setup:
+ All the images were resized into 64x64 resolution and normalized
to [0,1].
« Random shuffling was applied before training.

3. Model Training:
* The autoencoder model was trained for 50 epochs with Mean Squared
Error (MSE) as loss function and optimizer: Adam.

+ After training the metrics Precision, Recall and F1-score were calcu-
lated.

4. Visualization:

Figure 5.50 is showing the confusion matrix of the result, with Precision:
0.872, Recall: 0.751 and F1-score: 0.807. Out of 3823 benign samples
2871 were correctly classified as benign by the Autoencoder.
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Confusion Matrix:
[[ 512 422]
[ 952 2871]]
Precision: ©.872, Recall: ©.751, Fl: ©.807

Figure 5.50: Malware-trained Autoencoder Novelty Result

The interpretation is:
+ True Negatives (Malware correctly detected): 512
* False Positives (Malware misclassified as benign): 422
* False Negatives (Benign misclassified as malware): 952
+ True Positives (Benign correctly detected): 2871

High precision 87.2% and recall 75.1% with F1 score 80.7% interprets that
the autoencoder effectively identifies the malicious and benign samples
and patterns of the datasets.

5.2.11 Classification with Ensembling CNNs

The malware image datasets were used to implement with other neural net-
works to test their results. This experiment was done by ensembling 10 CNN
architectures. Ensembling models are the process of combining multiple mod-
els to get a single prediction. Ensembling Convolutional Neural Networks are
implemented to produce diversity in the models.

For the visualization of the dataset, some random images of Virus MNIST
dataset were chosen with assigned labels. The images are shown in Figure
5.51.
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Figure 5.51: Images with labels

Figure 5.52 is showing the multiple images with their labels and Figure 5.53
has the pixels of an image of label 7.
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Figure 5.52: Multiple Images with labels
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Figure 5.53: Image with pixels
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Algorithm 8 CNN Ensemble Pipeline
Require: Dataset D, batch size B, epochs E, learning rate , number of CNNs
n
Ensure: Trained ensemble {Mjy, ..., M, }, ensemble predictions
Normalize images € [0, 1], resize (H,W,C)
Encode labels if needed
Spllt D — (Dtminr Dyar, Dtest)
Apply data augmentation on Dy,
Define CNN architecture function:
Conv layers + ReLU + BatchNorm + MaxPool
Dropout layers
Flatten
Dense + RelLU
Output layer + Softmax
Compile (optimizer=Adam(y), loss=CategoricalCrossentropy, —met-
ric=Accuracy)
fori=1...ndo
M; <+ CNN architecture function
for epoch=1...Edo
Train M; on batches of size B
Validate on D,
Adjust learning rate using scheduler
end for
Save M; to model list
end for
Initialize ensemble predictions P =0
for each M; do
pi < predict probability on Dy,
P+ P+p;
end for
Final predictions: y,.; = arg max(P)
Evaluate accuracy
Visualize training/validation curves, confusion matrix
return {My,..., My}, Ypred
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Table 5.15: Terms and Notation for CNN Ensemble Pipeline

Symbol / Term Description

D Dataset of images and corresponding labels

Dy ain Training split of the dataset

Dyu Validation split of the dataset

Diest Test split of the dataset

X, X; Input image or sample

Y, Vi Label of input sample

H,W,C Height, width and number of channels of input im-
ages

B Mini-batch size for training

E Number of training epochs

1 Learning rate for optimizer

n Number of CNN models in the ensemble

M; Individual CNN model i in the ensemble

pi Predicted probability vector from model M; on test
set

P Aggregated ensemble probability vector, P =Y, p;

Ypred Final predicted labels from ensemble, y,.; =
arg max(P)

Optimizer Algorithm used for training each CNN (e.g., Adam)

Loss Categorical Crossentropy

Accuracy Fraction of correctly predicted labels in Dy

Confusion matrix

Table summarizing classification performance
across all classes

Steps for 10 CNN Training and Evaluation Pipeline

According to Algorithm 8 following steps were implemented with description
of terms and notation in Table 5.15:

1. Data Preparation
* At first, normalization of image pixel values to [0, 1].
* Resizing of the images into fixed dimensions (H, W).
+ Splitting of the dataset into training, validation and test sets.
+ Data augmentation methods (rotation, shifts etc.) were applied.

2. Traditional Machine Learning Baselines

Some machine learning classifiers were implemented on the datasets
initially. ML models like K-Nearest Neighbors (K-NN), Decision Tree and
Random Forest classifier were implemented for training and evaluation.
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3. CNN Architecture Design

The CNN model was designed with:

Multiple convolutional layers with ReLU activation.

Batch normalization and max-pooling after convolutional blocks.
Dropout layers for regularization.

Flattening of the feature maps.

Fully connected dense layers with ReLU activation.

+ Adding output layer with softmax activation.

4. Training 10 CNN Models
* At first, to initialize the 10 independent CNN models with same ar-

chitecture, training of each CNN on mini-batches was performed.
After that validation of the model.

* Use ofthe learning rate scheduler (e.g., ReduceLROnPlateau) if needed.

Architecture of Ensembling CNNs

1. CNN1:
+ Layers: 1 Convolutional layer.

* Architecture:

- Conv2D(32 filters, 3x3 kernel, ReLU activation)

- Flatten layer

- Dense layer (128 units, ReLU activation)

- Output layer with a softmax activation for classification.

* Purpose: A basic CNN with only one convolutional layer.

2. CNN2:
* Layers: 2 Convolutional layers.

* Architecture:

- Conv2D(32 filters, 3x3 kernel, ReLU activation)
Conv2D(32 filters, 3x3 kernel, ReLU activation)
MaxPooling2D(2x2)

Flatten layer

Dense layer (128 units, ReLU activation)
Output layer (softmax activation).

* Purpose: A model with two convolutional layers, adding more ab-

straction of features.
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3. CNN3:
* Layers: 3 Convolutional layers.
* Architecture:

- Conv2D(32 filters, 3x3 kernel, ReLU activation)
Conv2D(32 filters, 3x3 kernel, ReLU activation)
MaxPooling2D(2x2)

Conv2D(64 filters, 3x3 kernel, ReLU activation)
Flatten layer

Dense layer (128 units, ReLU activation)
Output layer (softmax activation).

* Purpose: Adds more feature extraction by introducing a third con-
volutional layer.

4. CNN4:

* Layers: 4 Convolutional layers.

* Architecture:
- Conv2D(32 filters, 3x3 kernel, ReLU activation)
- Conv2D(32 filters, 3x3 kernel, ReLU activation)
- MaxPooling2D(2x2)
- Conv2D(64 filters, 3x3 kernel, ReLU activation)
- Conv2D(64 filters, 3x3 kernel, ReLU activation)
- MaxPooling2D(2x2)
- Flatten layer
- Dense layer (128 units, ReLU activation)
- Output layer (softmax activation).

* Purpose: Introduces deeper layers for more complex feature ex-
traction.

5. CNNS:
+ Layers: 5 Convolutional layers.

* Architecture:

- Conv2D(32 filters, 3x3 kernel, ReLU activation)
Conv2D(32 filters, 3x3 kernel, ReLU activation)
MaxPooling2D(2x2)

Conv2D(64 filters, 3x3 kernel, ReLU activation)
Conv2D(64 filters, 3x3 kernel, ReLU activation)
MaxPooling2D(2x2)
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Conv2D(128 filters, 3x3 kernel, ReLU activation)
Flatten layer

Dense layer (128 units, ReLU activation)
Output layer (softmax activation).

*+ Purpose: Increases depth further by adding another convolutional
layer.

6. CNNe6:

* Layers: 6 Convolutional layers.

* Architecture:
- Conv2D(32 filters, 3x3 kernel, ReLU activation)
- Conv2D(32 filters, 3x3 kernel, ReLU activation)
- MaxPooling2D(2x2)
- Conv2D(64 filters, 3x3 kernel, ReLU activation)
- Conv2D(64 filters, 3x3 kernel, ReLU activation)
- MaxPooling2D(2x2)
- Conv2D(128 filters, 3x3 kernel, ReLU activation)
- Conv2D(128 filters, 3x3 kernel, ReLU activation)
- Flatten layer
- Dense layer (128 units, ReLU activation)
- Output layer (softmax activation).

* Purpose: Adds more convolutional layers for better feature extrac-
tion.

7. CNNZ7:
* Layers: 7 Convolutional layers.

* Architecture:
- Conv2D(32 filters, 3x3 kernel, ReLU activation)
- Conv2D(32 filters, 3x3 kernel, ReLU activation)
- MaxPooling2D(2x2)
- Conv2D(64 filters, 3x3 kernel, ReLU activation)
- Conv2D(64 filters, 3x3 kernel, ReLU activation)
- MaxPooling2D(2x2)
- Conv2D(128 filters, 3x3 kernel, ReLU activation)
- Conv2D(128 filters, 3x3 kernel, ReLU activation)
- Conv2D(128 filters, 3x3 kernel, ReLU activation)
- Flatten layer
- Dense layer (128 units, ReLU activation)
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- Output layer (softmax activation).

* Purpose: Adds even more convolutional layers to extract features
more effectively.

8. CNNS8:

* Layers: 8 Convolutional layers.

* Architecture:
- Conv2D(32 filters, 3x3 kernel, ReLU activation)
- Conv2D(32 filters, 3x3 kernel, ReLU activation)
- MaxPooling2D(2x2)
- Conv2D(64 filters, 3x3 kernel, ReLU activation)
- Conv2D(64 filters, 3x3 kernel, ReLU activation)
- MaxPooling2D(2x2)
- Conv2D(128 filters, 3x3 kernel, ReLU activation)
- Conv2D(128 filters, 3x3 kernel, ReLU activation)
- Conv2D(128 filters, 3x3 kernel, ReLU activation)
- Conv2D(128 filters, 3x3 kernel, ReLU activation)
- Flatten layer
- Dense layer (128 units, ReLU activation)
- Output layer (softmax activation).

* Purpose: More layers for deeper feature extraction.

9. CNNO:
* Layers: 9 Convolutional layers.

* Architecture:
- Conv2D(32 filters, 3x3 kernel, ReLU activation)
- Conv2D(32 filters, 3x3 kernel, ReLU activation)
- MaxPooling2D(2x2)
- Conv2D(64 filters, 3x3 kernel, ReLU activation)
- Conv2D(64 filters, 3x3 kernel, ReLU activation)
- MaxPooling2D(2x2)
- Conv2D(128 filters, 3x3 kernel, ReLU activation)
- Conv2D(128 filters, 3x3 kernel, ReLU activation)
- Conv2D(128 filters, 3x3 kernel, ReLU activation)
- Conv2D(128 filters, 3x3 kernel, ReLU activation)
- Conv2D(128 filters, 3x3 kernel, ReLU activation)
- Flatten layer
- Dense layer (128 units, ReLU activation)

180



- Output layer (softmax activation).

* Purpose: A deeper network for even more complex feature extrac-
tion.

10. CNN10:
* Layers: 10 Convolutional layers.

* Architecture:
- Conv2D(32 filters, 3x3 kernel, ReLU activation)
- Conv2D(32 filters, 3x3 kernel, ReLU activation)
- MaxPooling2D(2x2)
- Conv2D(64 filters, 3x3 kernel, ReLU activation)
- Conv2D(64 filters, 3x3 kernel, ReLU activation)
- MaxPooling2D(2x2)
- Conv2D(128 filters, 3x3 kernel, ReLU activation)
- Conv2D(128 filters, 3x3 kernel, ReLU activation)
- Conv2D(128 filters, 3x3 kernel, ReLU activation)
- Conv2D(128 filters, 3x3 kernel, ReLU activation)
- Conv2D(128 filters, 3x3 kernel, ReLU activation)
- Conv2D(128 filters, 3x3 kernel, ReLU activation)
- Flatten layer
- Dense layer (128 units, ReLU activation)
- Output layer (softmax activation).

* Purpose: The deepest model in this setup, allowing for the highest
level of feature extraction.

Proposition for Ensembling CNNs

1. Proposition: This experiment explores the performance of 10 Convolu-
tional Neural Networks (CNNs) for malware classification using image-

based datasets:
* The purposeis to deduce the efficacy and reliability of deep learning

approaches to distinguish classes of malware.

+ Each model of CNN is thoroughly trained and tested against data
augmentation techniques include rotation, scaling and flipping to
increase the diversity of the dataset.
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+ This experimentalsoincorporates traditional machine learning mod-
els such as K-Nearest Neighbors, Decision Trees and Random For-
est for comparison to establish a baseline for deep learning perfor-
mance.

2. Rationale:

+ Comparative Analysis: This research examines the strengths, weak-
nesses and suitability of ten different CNN architectures on mal-
ware image datasets. The presence of traditional machine learn-
ing models like KNN, Decision Trees and Random Forests provides
a comparison baseline that highlights the enhancement in perfor-
mance provided by CNNs.

+ Addressing Overfitting: Overfitting is a common problem in deep
learning models. To make sure that the CNNs have a balance be-
tween learning and generalization, some techniques such as dropout,
early stopping and learning rate were implemented [202].

Virus MNIST Dataset Results

The dataset was tested on the Machine Learning models like K-Nearest Neigh-
bors, Decision Tree Classifier and Random Forest Classifier. For the KNN the
best score was 76.71%. The confusion matrix of KNN is shown in Figure 5.56.
For the Decision Tree Classifier the score was 76.77%. The confusion matrix
of Decision Tree and score are in Figure 5.55. The Random Forest Classifier
produced the score 86.95% and the confusion matrix is shown in Figure 5.54.
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Best estimators = 500
Best Score = 0.8695023745612224

Confusion Matrix for the Random Forest Classifier
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Figure 5.54: Confusion Matrix of Random Forest Classifier
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Figure 5.55: Confusion Matrix of Decision Tree Classifier
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Figure 5.56: KNN Confusion Matrix

The dataset was prepared to feed into the CNN Model. Data Augmentation
was done to expand the size of the dataset which will improve the model
performance. The model was trained and produced 92.43% training accuracy
and 90.56% test accuracy. The confusion matrix of the CNN model is shown
in Figure 5.57.
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Confusion Matrix for the CNN
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Figure 5.57: Confusion matrix of CNN model

Ensembling CNNs was done by building 10 CNN models for this experi-
ment. Training and Validation accuracy of each model are shown in Table
5.16. The CNN accuracy curve was shown in Figure 5.58. The confusion ma-
trix of 10 CNNs is shown in Figure 5.60.

Table 5.16: Virus MNIST 10 CNN model

Training and Validation Accuracy
Model Training Accuracy Validation Accuracy
CNN1 91.03% 91.31%
CNN2 91.14% 90.91%
CNN3 91.27% 91.27%
CNN4 91.23% 91.37%
CNN5 90.44% 91.06%
CNN6 91.57% 91.20%
CNN7 91.64% 91.39%
CNN8 91.98% 91.53%
CNN9 90.46% 91%
CNN10 91.33% 91%
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CNN Accuracy
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Figure 5.58: Accuracy of Models
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Confusion Matrix for 10 Ensembled CNNs
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Figure 5.60: 10 CNN Confusion Matrix

MaleVis Dataset Ensembling CNNs

Figure 5.61, Figure 5.62, Figure 5.63 are showing the KNN, Decision Tree and
Random Forest results of MaleVis dataset, respectively.

Table 5.17 is showing MaleVis 10 CNN results.
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KNN Accuracy: ©.59

KNN Confusion Matrix
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Figure 5.61

Decision Tree Accuracy: ©.68

Decision Tree Confusion Matrix
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Random Forest Confusion Matrix

Random Forest Accuracy: ©.82
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Validation Accuracy
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81.43%
81.12%
77.76%
81.56%
76.65%
73.53%
71.95%
64.71%

Training and Validation Accuracy
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Table 5.17: MaleVis 10 CNN model

Training Accuracy

99.57%
99.61%
99.07%
97.32%
95.16%
93.81%
90.92%
87.66%
84.51%
81.75%

Figure 5.63: MaleVis Random Forest Results
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Figure 5.64: MaleVis 10 CNN Accuracies
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Figure 5.65: MaleVis 10 CNN Prediction Results

Malimg Dataset Ensembling CNNs

Figure 5.66, Figure 5.67 and Figure 5.68 are showing the KNN, Decision Tree
and Random Forest results of Malimg dataset, respectively.
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Confusion Matrix for KNN
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Figure 5.66

Confusion Matrix for Decision Tree
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Confusion Matrix for Random Forest
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Figure 5.68: Malimg Random Forest Results

Table 5.18 is showing the results of 10 CNN models for Malimg dataset.

Table 5.18: Malimg 10 CNN model

Training and Validation Accuracy
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Table 5.16, Table 5.17 and Table 5.18 are showing that:

* Virus MNIST (grayscale, 10 classes) shows stable training and validation
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performances; Malimg (grayscale, 25 classes) shows moderate stability
but MaleVis (RGB, 26 classes) shows overfitting and variability.

* Each independent CNN models was trained for 10 epochs. Short train-
ing was sufficient for grayscale datasets (Virus MNIST, Malimg) but insuf-
ficient for complex RGB dataset (MaleVis).

Training and Validation Accuracy for CNN Models
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Figure 5.69: Malimg 10 CNN Accuracy Plot
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Figure 5.70: Malimg Prediction Results

Critical Analysis for Ensembling CNNs

* Integration of Multiple Models:

1. The experiment includes several machine learning models such as
from the more traditional algorithms like K-Nearest Neighbors and
simple Decision Trees to more complex models such as Convolu-
tional Neural Networks.

2. Therefore, this integration opens up avenues for a relative perfor-
mance comparison among different models on the malware image
dataset.

* Ensemble Learning with CNNs:

1. The experiment goes beyond the training of individual models by
exploring ensemble learning by combining predictions from differ-
ent instances of CNNs.

2. Generally, ensemble learning is a very powerful technique in en-
hancing performance and robustness in predictive analytics [203].

+ Dynamic Learning Rate Adjustment:
1. The experimentuses dynamiclearningrate tuning during CNN train-
ing, relying on a callback called ReduceLROnPIateau.
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2. Adaptive learning rate contribute to better convergence and gener-
alization of models [204].

Table 5.19: Malware Prediction Contributions

Contributions from Experiments
Experiment Important Contributions
CNN

* Inclusion of image data augmentation tech-
niques using Keras' ImageDataGenerator is
unique.

+ Use of early stopping and learning rate reduc-
tion on plateau callbacks during model train-
ing were used to optimize model performance
and avoid overfitting.

ResNet-50 Transfer o i
Learning + Application of random erasing as a data aug-

mentation technique is unique. Random eras-
ing introduces randomness by erasing ran-
dom patches of the image.

* Freezinglayers up to a specific pointin the pre-
trained ResNet-50 model is a strategic deci-
sion. It allows the model to fine-tune on virus-
related features while preserving the knowl-
edge gained from general image recognition.

+ Use of alearning rate reduction strategy (using
‘ReduceLROnPlateau’ callback) helps in adapt-
ing the model’s learning rate during training,
potentially overcoming plateaus in the opti-
mization landscape.

5.2.12 ResNet-50 with Attention Network

Due to the advancement of very deep neural networks learning features has
become easier from lower layers to very complex deeper layers. However
deep neural networks can suffer from vanishing gradient problems [205] where
neural network may not count the earlier layers as it progresses towards the
deeper layers. As a result, either the performance remains same or deterio-
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rates quickly. ResNet models can greatly help to mitigate the vanishing gra-
dient problems. As ResNet facilitates “skip connection" or “shortcut" which
provides an alternative path to backpropagate the gradients with the earlier
layers [206]. In the family of Residual Network there are ResNet-18, ResNet-
50, ResNet-101 and ResNet-152, this research used ResNet-50 with an Atten-
tion Module which includes channel attention and spatial attention branches
to generate 3D attention maps to produce feature maps from the input fea-
tures. The attention network can be integrated with any CNN or feed forward
network to produce a hierarchical attention to have a human perception like
framework.

In CNN or any feed forward network attention modules are incorporated
to make the model learn important features. Generally attention modules are
implemented with 2D-convolutional layer, MLP (for channel attention) and a
sigmoid function to constrain the input feature map.

The input of of an attention model is CxHxW feature map to produce
1xHxW or CxHxW (for 3D Attention) output attention map. After the ele-
ment wise multiplication of input feature map and output attention map a re-
fined output (feature map) is generated. There are two dimensions to apply
attention mechanism: spatial and channel dimensions (Figure 5.717). In this
experiment the attention mechanism was implemented on ResNet-50 archi-
tecture [207].

Spatial

nput Attention Refined

Feature Feature
s ~ Channel

/—L\ Attention

\
K2 / \‘/ _\u

; \x/ -

.

~ /

Figure 5.71: Spatial and Channel Attention Modules

"https://github.com/asdf2kr/BAM-CBAM-pytorch
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Attention Module

To generate the Attention Module a 3D attention map M(F) € Cx H x W is
always generated from an input feature map F € CxHxW . The output feature
map is calculated by adding the input feature map with the element-wise mul-
tiplied value of input feature and 3D attention map. The formula to calculate
the output feature map F'is:

F' = F+F ® M(F) (5.1)

The multiplication ® was applied on the elements of input feature map F
and the attention map M(F). To deal with the gradient vanishing this method
was coupled with ResNet architecture. Channel attention M.(F) € R® was
first calculated followed by the spatial attention Ms(F) € RH+" to compute
the final attention map:

M(F) = 0(Mc(F) + Ms(F)) (5.2)

The Sigmoid function ¢ is the attention vector here.

Channel Attention:

For this experiment, the Channel Attention model was designed to model the
inter-channel dependencies. Channel Attention was developed by a global
average pooling method to compress spatial dimensions of the feature map
thereby producing a channel vector. Amulti-layer perceptron (MLP) was added
to generate channel-wise weights for rescaling the feature maps. After that
a batch normalization (BN) was added with the output of spatial branch. The
Channel Attention produces a channel-wise attention map to highlight the
most informative filters.

Mathematically, the channel attention is defined as:
M.(F) = ¢ (MLP (AvgPool(F)) + MLP (MaxPool(F))), (5.3)

where F denotes the input feature map, M.(F) is the channel attention
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map, o represents the sigmoid activation, and the two pooling operations ex-
tract global descriptors.

The refined feature map was computed with:

F=M(F)®F, (5.4)

where @ denotes element-wise multiplication between the attention weights
and the original feature map.

Spatial Attention:

The Spatial Attention model focuses on spatially important regions of the fea-
ture maps. In the spatial attention branch, dilated convolution was used to
construct spatial map. It learns spatial dependencies by focusing on key re-
gions and captures local and contextual dependencies [207].

To generate the spatial attention map in the neural network the inter-
spatial relation of the features are used. Spatial attention map is computed
as M;(F) € R™*W and it focuses on the contextual information in different
spatial locations. In case of spatial attention the main objective is to get the
contextual information from large receptive field. To achieve this goal dilated
convolution is more effective than the standard convolution.

Spatial Attention focuses on inter-spatial dependencies to allow the net-
work to emphasize on informative regions of a feature map. If an intermedi-
ate feature representation is F, the spatial attention could be calculated as:

Ms(F) =0 ( £k ([AvgPool(E); MaxPooI(F)])) , (5.5)
« fk<k denotes a convolution operation with kernel size k x k),
* o represents the sigmoid activation,

* [;+] indicates the concatenation along the channel axis.

The spatially refined output is:
F' = My(F)®F, (5.6)
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where ® denotes element-wise multiplication between the spatial atten-
tion map and the input feature representation.

Combination of Attention Modules

These two attention maps: Channel attention and Spatial attention were com-
bined using the addition method rather than any other combining methods
to facilitate the gradient flow during the backpropagation.

This attention network was implemented on the ResNet-50 architecture. In
every layer of the ResNet-50 the attention module was integrated to have the
hierarchical attention structure. Figure 5.72 is showing the Attention Network
was integrated with the ResNet-50 layers [207].

" / Residual Block \
/ Residual Block \ |Layer of ResNet . Layer 4 Chains of
Layer 1 Pooling Residual
Blocks
Input L, Attention 1, i T
Image Module
cl1 c2 Ci
Cl c2 Ci
. . Convolutional Filters
\  Convolutional Filters /

Figure 5.72: ResNet with Attention Module
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Algorithm 9 ResNet-50 with Attention Module

Require: Dataset D, epochs E, batch size B, learning rate 5, optimizer O,
scheduler S, loss function L
Ensure: Trained classifier f, and evaluation metrics
Load dataset D, split into Dy4ip, Drest
Preprocess images: resize (H x W), normalize, batch size B
Define Attention Module (ChannelGate + SpatialGate)
Initialize ResNet-50 backbone
Insert Attention Module after final convolutional block
Replace final FC layer with |C| outputs
Set loss L = CrossEntropy
Initialize optimizer O with learning rate »
Define scheduler S (e.g., StepLR)
for epoch=1...Edo
for each mini-batch (x,y) € Dy, do
§ < fo(x)
Compute loss L(7,y)
Backpropagate and update 6 using optimizer O
end for
Evaluate fy on Dy
Update learning rate using scheduler S
Record accuracy and loss
end for
Generate accuracy/loss plots and confusion matrix
return f, and evaluation metrics
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Table 5.20: Terms and Notation for ResNet-50 with Attention Module

Symbol / Term Description

D Dataset of images and labels

Dirain Training split of the dataset

Diest Test split of the dataset

X, X; Input image or sample

Y, Yi Label of input sample

H,W Height and width of input images

B Mini-batch size

E Number of training epochs

1 Learning rate for optimizer

O Optimizer (e.g., Adam, RMSProp)

S Learning rate scheduler (e.g., StepLR)

L Loss function (CrossEntropy)

fo ResNet-50 model with attention module and pa-
rameters 6

C Set of classes

Attention Module

Includes ChannelGate and SpatialGate to refine fea-
ture maps

A

Y

Predicted output of model fy

Accuracy

Fraction of correctly predicted labels on Dy,

Confusion matrix

Table summarizing classification performance
across all classes

Plots

Accuracy/loss curves for training and validation

Steps of ResNet-50 Attention Module

The experiment was conducted according to Algorithm 9 with terms and no-
tation were described in Table 5.20:

1. Dataset Preparation

+ At firast, the dataset was loaded and divided into training and test

(or validation) subsets.

+ All images were preprocessed by resizing them into a fixed resolu-

tion (H x W).

* Pixel values were normalized to a standard range such as [0,1] and

the data is organized into mini-batches.

2. Model Definition
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* The backbone of the model was implemented with ResNet-50. To
enhance the feature representation, an Attention Module was inte-
grated to the model.

* The Attention Module consists of two mechanisms: channel atten-
tion and spatial attention.

* The Attention Module was added after the final convolutional block
of ResNet-50.

3. Model Training

To proceed with the training process following operations were performed:

* For every mini-batch (x,y), a forward pass was performed to com-
pute the predictions § = fy(x).

* The cross-entropy loss £(7,y) was computed.

+ Backpropagation was incorporated and the model parameters 0 were
adjusted with optimizer.

4. Evaluation
+ After training, the model was tested on the test dataset.

+ Confusion matrices and plots of accuracy and loss curves were gen-
erated to provide detailed insights of the model.

Propositions of ResNet 50 with Attention Module

1. Proposition 1: Attention Module to Enhance Feature Representa-
tion

* Proposition: In this experiment, Attention Module was integrated
with ResNet-50 to improve the model’s performance to capture both
spatial and channel features for better discrimination of malware
images.

* Rationale: For every malware dataset, malware images may have
precise visual patterns critical for malware classification. Attention
Module explicitly enhances the model's accuracy compared to base-
line the ResNet-50 models [208].

2. Proposition 2: Effective Handling of Class Imbalance
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* Proposition: Attention mechanisms can reduce the effect of class
imbalance by focusing on the informative features in the smaller
sample-sized classes [209], with the aim of generating a well-balanced
performance across the categories.

+ Rationale: Some of these classes have an extremely lower num-
ber of samples within malware datasets. This approach reduces
the bias towards majority classes in malware datasets

3. Proposition 3: Generalization Across Training and Test Sets

* Proposition: The model, with an incorporated Attention Module,
will generalize well for both training and test datasets, hence little
or no overfitting and good performance.

+ Rationale: This generalization will make the model reliable for real-
world applications, outside of malware datasets.

4. Proposition 4: Visualization Validates Attention Mechanism

* Proposition: Visualization of results from prediction shows that the
module focuses on malware-relevant features of the images.

+ Rationale: Interpretability and explainability are the key features
of deep learning based cybersecurity solutions [210].

Virus MNIST Dataset Results

The whole ResNet-50 with the attention architecture was implemented on
the Virus-MNIST dataset for prediction of classes. For the Top-1 accuracy the
model achieved 99.99% training accuracy and 92.35% test accuracy and for
the Top-5 accuracy the training accuracy was 100% and test accuracy was
99.31%. Figure 5.73 is showing the Top-1 accuracy and loss graphs of the
model.
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Figure 5.73: Top-1 Accuracy and Loss

Figure 5.74 is showing the prediction of classes on the test dataset.

True: Beneware, Pred: BémewaBeneware, Pred: Badketd®deneware, Pred: BanesvdBeneware, Pred: Beneware

Figure 5.74: Prediction results of Virus MNIST
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MaleVis Dataset Experiment
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Figure 5.75: Accuracy Curve
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Figure 5.77

Malimg Dataset Results

Figure 5.78 is showing the confusion matrix of Malimg dataset.
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Table 5.21: ResNet-50 Attention Results

Results
Dataset Training Accuracy Test Accuracy
Malimg 98.82% 97.91%
Virus MNIST 99.99% 92.35%
MaleVis 99.67% 84.63%

Table 5.21 is showing that:

+ Overall, the ResNet-50 Attention experiments have produced consistently
superior training performances for all datasets.

* Malimg and Virus MNIST datasets were trained for 60 epochs and Male-
Vis was trained for 100 epochs to achieve a promising accuracy.

* Malimg dataset produced highest test accuracy (97.91%), Virus MNIST
produced near-perfect test accuracy (92.35%), which suggests attention
mechanism effectively enhanced discriminative feature extraction.

* MaleVis dataset exhibited a challenging learning as it produced a modest
test accuracy (84.63%). This is because of the RGB composition, complex
nature and high heterogeneity.

Critical Analysis of ResNet-50 with Attention Module
* Incorporation of Attention Module:

This work introduces a varied level of attention mechanisms through an
attention network into the model, which may allow it to focus on more
relevant spatial and channel-wise features, enhancing its discriminative
power to improve the network.

+ Comprehensive Evaluation Metrics:

This experiment tests the model based not just on standard loss but also
gives accuracies on both training and testing, which give a wider view of
the performance of the model.

* Visualization of Results:

The code also includes visualization for training and test losses, and top-
1 accuracy over epochs. This plot provides insightful visual feedback for
assessing the training dynamics.
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Table 5.22: Malware Classification Experiment

Contributions from Experiments

Experiment Important Contributions

3D CNN _ .
* The architecture of the neural network is

specifically designed for 3D data, incorporat-
ing Conv3D layers, max-pooling in 3D, and a
global average pooling layer.

* This setup demonstrates an attempt to cap-
ture spatial relationships in three dimensions,
which is a departure from conventional 2D
CNNs used in image classification tasks.

* The use of a Global Average Pooling layer in
3D is noteworthy. This layer provides a more
compact representation of the spatial features
in the 3D volume.

CNN with Data Aug- , . :
mentation (Horizon- * Applying data augmentation techniques, such

tal flip) as horizontal flipping, to malware images is a
novel aspect. This helps improve the model’s
ability to generalize and recognize various ori-
entations of malware instances.

* There are 10 classes representing different
types of malware. Handling class imbalance in
the dataset is crucial for effective model train-
ing and generalization.

* The preprocessing steps, including data nor-
malization and reshaping, are crucial for
preparing the input data for the neural net-
work.
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Table 5.23: Malware Classification Experiment

Contributions from Experiments

Experiment Important Contributions
ResNet-50 with . , , , ,
Attention Module * This attention mechanism introduces differ-

ent levels of the network, allowing the model
to focus on more relevant spatial and channel-
wise features.

* The experiment evaluates the model not only
based on standard loss values but also in-
cludes top-1 accuracy during both training and
testing phases.

* The code includes visualizations of training
and test losses, as well as top-1 accuracy over
epochs. This kind of visual feedback is valu-
able for understanding the training dynamics.

5.2.13 Classification with CNN Normalization

In this experiment mean normalization was used by calculating the normal-
ized score of the dataset. A visualization of train images was shown in Figure
5.81 to have a clear understanding of class labels as predicted test images
need to be visualized accordingly after the experiment.

Figure 5.81: Train Images to feed into the Model

After calculating the mean and standard deviation of the train data all the
columns have been standardized by using the formula: (x — mean)/std. The
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CNN model was defined by using convolutional layers, pooling layers, batch
normalization layers also flatten and dense layers at the end. In this experi-
ment image augmentation was used by using Keras image augmentation API
with ‘ImageDataGenerator’ to define data preparation and augmentation of
images. For the ‘ImageDataGenerator’ the rotation range was 15 i.e. images
of the dataset need to be randomly rotated up to 15 degrees during training,
zoom range was 0.01 to randomly zoom the images also width shift range was
0.1 and height shift range was 0.1, here random shifts were used to artificially
shift the off-center objects in the images of training data.

Algorithm 10 CNN-based Image Classification

Require: Dataset D, input size (H, W), batch size B, epochs E
Ensure: Trained CNN model, evaluation metrics
Load D, resize (H, W), normalize pixels
Convert labels to categorical
SP”t D— (Dtminr Dval)
Apply data augmentation on Dy,
Initialize CNN:
Conv + ReLU + MaxPool + BatchNorm layers
Flatten
Dense + ReLU layers
Softmax output layer
Compile: Loss = CategoricalCrossEntropy, Optimizer = Adam, Metric = Ac-
curacy
Set callbacks: EarlyStopping, ReduceLROnPlateau
for epoch=1...Edo
Train on mini-batches of D,y
Validate on D,
end for
Predict on Dy §
Compute confusion matrix
Plot training accuracy/loss curves
Display sample predictions
return Trained CNN model, evaluation metrics
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Table 5.24: Terms and Notation for CNN-based Image Classification

Symbol / Term Description

D Dataset of images and corresponding labels

Dy ain Training split of the dataset

Dy Test/validation split of the dataset

X, X; Input image or sample

Y, Vi Label of input sample

H,W Height and width of input images

B Mini-batch size for training

E Number of training epochs

C Set of classes

7 Predicted labels of the model

CNN layers Convolution + ReLU + MaxPool + BatchNorm +
Dense + Softmax

Loss Categorical Crossentropy

Optimizer Adam

Callbacks EarlyStopping, ReduceLROnNPlateau

Accuracy Fraction of correctly predicted labels on Dy,

Confusion matrix | Table summarizing classification performance
across all classes

Training curves Accuracy and loss plots for training and validation

Steps of the Experiment

The following steps were carried out to develop the Convolutional Neural
Network-based pipeline according to Algorithm 10 with symbols were described
in Table 5.24:

1. Dataset Preparation:
* The dataset D was loaded, which consists of malware images and
labels.
+ After that splitting of data into training and validation sets.
+ Images were resized into a fixed resolution (H, W) and normalized
to the range [0, 1].

2. Model Construction:
* A CNN model was constructed with multiple convolutional layers,
ReLU activation functions, followed by pooling and batch normal-
ization layers.
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+ After feature extraction the feature maps were flattened and con-
nected to the fully connected layers.

3. Compilation: The model was compiled using the categorical cross-entropy
loss function: .
L=-Y yilog(#),
i=1
* 7; is the predicted probability,
* The Adam optimizer was incorporated for accuracy.

4. Training: The model was trained for a certain number of epochs with a
batch size of B. Callbacks such as Early Stopping was applied to prevent
overfitting and ReduceLROnPlateau was applied to adjust learning rates
during training.

5. Evaluation: After training the model was evaluated on the test dataset.
A confusion matrix was generated to analyze classification performance
for different classes.

Propositions for Classification with CNN Normalization
+ Effectiveness of Convolutional Neural Networks (CNNs):

The proposed CNN architecture consists of multiple convolutional blocks,
batch normalization and dense layers, has achieved high accuracy.
+ Impact of Data Augmentation:

Data augmentation techniques (e.g., rotation, width/height shifts) were
applied through ImageDataGenerator to enhance robustness of the model
and improve validation accuracy [180].

* Normalization of Inputs:

Normalizing the pixel values to the range [0, 1] and standardizing them
based on the training dataset's mean and standard deviation will result
in faster convergence during training.

Virus MNIST Dataset Results

After generating the train and test image data the model was trained for 50
epochs and achieved 96.09% training accuracy and 86.53% validation accu-
racy. The accuracy graph was shown in Figure 5.82.
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Figure 5.82: Accuracy Curve of CNN

The confusion matrix of the predicted result was shown in Figure 5.83 and
the predicted result using the test dataset was shown in Figure 5.84.
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Figure 5.83: Confusion Matrix of CNN
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Figure 5.84: Predicted class labels after the experiment
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MaleVis Dataset Results
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Figure 5.85: MaleVis Accuracy and Loss

Figure 5.86 is showing the confusion matrix of MaleVis dataset.
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Malimg Dataset Results
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Figure 5.88: Malimg Accuracy and Loss

Figure 5.89 is showing the confusion matrix of Malimg dataset.
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Figure 5.90: Malimg Prediction Results

Table 5.25 is showing the results with all three datasets.
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Table 5.25: CNN Normalization Results

Results
Dataset Train Accuracy Validation Accuracy
Malimg 98.51% 85.01%
Virus MNIST 96.09% 86.53%
MaleVis 98.78% 81.94%

Table 5.25 compares the results of three datasets, all were trained for 50

epochs:

* In this experiment also, Virus MNIST and Malimg produced better gen-
eralization.
* The method was not sufficient for MaleVis because the dataset is RGB in

nature and class complexity.

Critical Analysis for Classification with CNN Normalization

+ Data Augmentation:

The inclusion of data augmentation techniques like rotation, zoom, shift
using Keras' ImageDataGenerator enhanced the model’s ability to gen-
eralize by exposing it to a variety of augmented images during training.

+ Callbacks for Training:

The use of early stopping and learning rate reduction on plateau call-
backs during model training indicates an effort to optimize model per-

formance and avoid overfitting.

5.2.14 Classification with CNN and RNN

Combination of CNN and RNN

This experiment integrates Convolutional Neural Networks (CNNs) and Recur-
rent Neural Networks (RNNs) (specifically, Bidirectional GRU) to classify mal-
ware images by leveraging CNNs for spatial feature extraction and GRUs for
temporal pattern recognition. The combination of deep learning, sequence
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modeling, and optimization techniques makes it a robust approach for mal-
ware classification tasks.

CNNs extract spatial features using multiple convolutional layers, batch
normalization, and max pooling, while GRUs model sequential dependencies
within the extracted features. The Bidirectional GRU enhances learning by
capturing patterns in both forward and backward directions, making it suit-
able for malware classification [211]. The model is optimized using categorical
crossentropy loss, the RMSprop optimizer, and ReduceLROnNPlateau to adjust
the learning rate dynamically. Finally, performance is evaluated using accu-
racy, loss plots and confusion matrix, ensuring robustness in malware classi-
fication.

In CNN + GRU model, the temporal domain is introduced by treating spa-
tial features extracted from images as sequences. The CNN layers extract
spatial features from malware image datasets. These feature maps are flat-
tened using TimeDistributed(Flatten()), essentially transforming a 2D image
into a sequence of features. This sequence is then processed by a Bidirec-
tional GRU to capture sequential dependencies. The Justification for Adding a
Temporal Aspect are:

* Mimicking Temporal Dependency

Although malware images do not have an explicit time-series nature, the
GRU processes feature sequences, which can help learn hierarchical fea-
ture relationships across regions of the image.

+ Leveraging Recurrent Layers for Feature Learning
1. GRUs (and LSTMs) [212] are good at learning long-range dependen-
cies.

2. In malware classification, certain regions of an image might contain
patterns that contribute more to classification [213].

3. By adding a GRU layer, the model can focus on important sequential
patterns across extracted features.

+ Alternative View of Image Data
1. Traditional CNNs process images as grids, but a CNN + RNN hybrid
treats images as a sequence of extracted features [214].
2. This could improve performance by capturing relationships between
different feature regions.
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Algorithm 11 CNN + RNN Training Pipeline
Require: Dataset D, batch size B, epochs E, learning rate 5
Ensure: Trained CNN+BiGRU model M, evaluation metrics
Normalize images < [0, 1], resize (H, W)
SP“t D — (Dtminr Dyar, Dtest)
Apply data augmentation on Dy,
Initialize CNN: Conv + ReLU + BatchNorm + MaxPool + Dropout
Flatten with TimeDistributed
Add BiGRU layer
Add Dense + RelLU layers
Add Softmax output layer
Compile: Optimizer = Adam/RMSprop(y), Loss = CategoricalCrossEntropy,
Metric = Accuracy
for epoch=1...Edo
Train on Dy,,;, batches
Validate on D,
Update learning rate with ReduceLROnNPlateau
end for
Predict on Dyt
Compute accuracy and confusion matrix
Plot training/validation curves
Display confusion matrix
return Model M, evaluation metrics
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Table 5.26: Terms and Notation for CNN + RNN Training Pipeline

Symbol / Term Description

D Dataset of images and corresponding labels

Dyyain Training split of the dataset

Dy Validation split of the dataset

Diest Test split of the dataset

X, X; Input image or sample

Y, Vi Label of input sample

H,W Height and width of input images

B Mini-batch size for training

E Number of training epochs

n Learning rate

CNN layers Convolution + ReLU + MaxPool + BatchNorm +
Dropout

TimeDistributed Layer used to flatten feature maps across time
steps

BiGRU Bidirectional Gated Recurrent Unit layer for sequen-
tial dependencies

Dense layers Fully connected layers with ReLU activation

Softmax Output activation layer producing probability distri-
bution over classes

Loss Categorical CrossEntropy

Optimizer Adam or RMSprop

ReduceLROnPlateau | Learning rate scheduler to adjust # during training

7 Predicted labels of the model

Accuracy Fraction of correctly predicted labels on Dy,

Confusion matrix Table summarizing classification performance
across all classes

Training curves Plots of loss and accuracy during training/validation

CNN + RNN Training Pipeline

The experiment was conducted according to Algorithm 11 and terms and no-
tation were mentioned in Table 5.26:

1. Data Preparation

* Normalization: For normalization, scale the pixel values of each

image x to [0,1]:
X

Xnorm = ﬁ
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* Resize: Images were resized to a fixed dimensions (H, W).
+ Dataset split: The dataset D was divided into training (Dyain), Vali-
dation (D,4)) and test (Dxest) Sets.

2. Build Model Architecture

+ Convolutional layers: For each convolutional layer, feature maps
F were computed as:

Cn K K

Fijx = ‘7( Z Z Z Whgmk - Xivp-1j+q-1,m + bk)
m=1p=1g=1

o is the ReLU activation,

K is the kernel size,

Cin is the input channel count,

W is the filter weight.

+ Batch normalization and max-pooling: To normalize activations
and reduce spatial dimensions.

* Dropout: This layer randomly deactivates neurons with probability
p to prevent overfitting.

* Flattening: TimeDistributed layer was used to convert feature maps
into sequences for GRU input.

+ Bidirectional GRU: For sequence x = [x1, xy, ..., x7|, hidden states
are computed as:

— — -
hy = GRU(x¢, hy—1), ?t = GRU(x¢, hty41)

e = [y )

* Fully connected layers: To aggregate features for classification.
* Output layer: Softmax activation for multi-class probability.
3. Train Model
+ Training of model for E epochs with mini-batches of size B.
+ Validate on D, to monitor performance.
+ Adjust learning rate dynamically using a scheduler.
4. Evaluate Model

* Prediction of model on Dxest.
* Calculation of the metrics: accuracy and confusion matrix.
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Proposition for Combining CNN and RNN

1. Proposition: The hybrid CNN-GRU architecture improves malware im-
age classification performance compared to CNN-only models.

Rationale: CNNs are particularly good at learning spatial features and
GRUs can learn potential sequential relations [215] within the malware
frameworks, which leads to richer feature representation.

2. Proposition: Malware images exhibit hidden sequential dependencies
that can be learned by a GRU-based model.

Rationale: Although malware images are static but their pixel configu-
rations can encode patterns relative to opcode sequences [216], instruc-
tion streams or file structures and these cen be utilized by a recurrent
model.

3. Proposition: Bidirectional GRUs can enable better feature learning by
capturing one relation in both directions forward and backward.

Rationale: Malware families tend to have structural similarities and bididi-
rectional processing can help detect contextual patterns a unidirectional
model can overlook [217].

4. Proposition: The TimeDistributed layer aids in maintaining spatial fea-
tures when switching from CNN to GRU.

Rationale: Without this layer, directly flattening CNN outputs could lose
crucial spatial information, while TimeDistributed(Flatten()) ensures se-
quential preservation before GRU processing.

5. Proposition: Dropout and Batch Normalization improve generalization
of models and prevent overfitting.

Rationale: Malware datasets are usually class imbalanced and regular-
ization methods like Batch Normalization and Dropout make training
stable and improve the adaptability of the model on unseen samples.

Virus MNIST Results

The confusion matrix of the model was shown in Figure 5.91.
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Figure 5.91: Confusion Matrix of Virus MNIST
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Figure 5.92 is showing the confusion matrix of MaleVis dataset.
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Table 5.27: Results of Combining CNN and RNN

Results
Dataset Train Accuracy Validation Accuracy
Malimg 100% 98.05%
Virus MNIST 93.18% 92.72%
MaleVis 96.70% 94.51%

Table 5.27 is showing the results with three datasets, all were trained for
50 epochs:

* The combined CNN and RNN model achieves excellent performance for
all three datasets.
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* Malimg and MaleVis produced promising performance due to their rich
texture.

* Virus MNIST is a simpler dataset but produced stable training and testing
alignment with minimal overfitting.

Critical Analysis for Combining CNN and RNN

* Hybrid CNN-GRU Architecture: Combines Convolutional Neural Net-
works (CNNSs) to extract spatial features with Bidirectional GRUs to model
sequences, an unconventional task in malware image classification.

+ TimeDistributed Layer Integration: Employs a TimeDistributed(Flatten())
layer to link CNN and GRU that preserves the spatial relationships before
the sequential learning process, something used very little for malware
image processing.

+ Bidirectional GRU for Malware Images: This method is different from
standard CNN-based malware classifiers since this experiment employs
Bidirectional GRUs to detect dependency between features in both for-
ward and backward directions [211], a novel intuition for static image
classification.

+ Adaptive Learning Strategy: Incorporates ReduceLROnPlateau, which
dynamically adjusts the learning rate as a function of validation perfor-
mance to enhance training stability and convergence.

+ Potential for Hierarchical Feature Learning: The GRU module can
unveil hidden sequential relationships [218] between malware families,
which leads to a novel representation of malware behavior in cyber se-
curity.

Classification with CNN and RNN

This experiment was carried out to classify the dataset using CNN and then
RNN. For this experiment, two deep learning models, one Convolutional Neu-
ral Network (CNN) and one Recurrent Neural Network (RNN) with LSTM layers,
are trained and evaluated on malware image datasets. The CNN model for
image classification uses convolutional layers, max pooling, batch normaliza-
tion, and dropout to extract spatial features from grayscale images. The RNN,
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with LSTM layers, treats every image as a sequence of pixels and learns time
dependencies among them. Both the models are trained, and their perfor-
mance is evaluated on test sets with accuracy, loss, and confusion matrices.
The CNN should perform better because it is optimized for extracting spatial
features, and the RNN is trying out the application of LSTMs to image classifi-
cation.

The temporal domain is introduced through the RNN (LSTM-based) model,
which treats each row of the 2D image as a time step. The images are originally
2D. For the CNN, treating the images as spatial feature maps. For the RNN,
where each row is treated as a time step, resulting in a sequence of length.
This allows the LSTM layers to process the image data sequentially, treating
each row as a temporal event. Justification for Adding a Temporal Aspect are:

* Exploring Spatial Correlations in a Sequential Manner:

Instead of analyzing the entire image at once (as CNN does), the RNN
can capture dependencies between pixel rows, which might be useful if
the malware image structures contain sequential patterns.

+ Potentially Capturing Malware Behavior Over Time:

If malware images encode execution traces, instruction sequences or
structural variations in a way that follows a top-to-bottom pattern, LSTMs
could extract hidden time-dependent patterns.

* Alternative Feature Representation:

CNNs focus on spatial relationships, whereas LSTMs offer a different
perspective by processing rows as sequences [219], possibly capturing
long-range dependencies across the image.
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Algorithm 12 CNN and RNN Malware Image Classification

Require: Dataset D = {(x;,y;)}Y ,, hyperparameters (B, E, 1, H, W)
Ensure: Trained model M, evaluation metrics

x} < x;/255 {Normalize pixels}
Encode y; € {0,1}C, split D — Dyygin, Dyat, Diest

FO — oW s f0=1) L p0) {Convolution + RelLU}
p) < maxpool (1) {Pooling}

Flatten — z € R, reshape z — (T, F)
Ty < U'(Wrxt + Urht,l + br)

Zt < U<szt + Uzhiq + bz)

hy < tanh(tht + Uy, (Tt ® h~t—1) + bh)
hy < (1 _Zt)th—1+Zt®ht

he < [y hi7] {Bidirectional}
0 < WohT + bo

7 < softmax(o)

L =5 Y0 Yo Vielog(ic) {Cross-Entropy Loss}
0 0—nVyLl {Gradient update}

for epoch =1to E do
Train on mini-batches {(x;, y;)}2;
Validate on D,
Adjust 7 if plateau
end for
7i < argmax, fo(x;) {Prediction}
Evaluate accuracy, loss, confusion matrix
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Table 5.28: Terms and Notation for CNN and RNN Classification

Symbol / Term Description

D Dataset of malware images and labels
Dirain Training split of the dataset

Dy Validation split of the dataset

Diest Test split of the dataset

X, X; Input image or sample

Y, Label of input sample

H,W Height and width of input images

B Mini-batch size for training

E Number of training epochs

n Learning rate

CNN layers Conv2D + RelLU + BatchNorm + MaxPooling2D +

Dropout + Flatten

Sequence reshape (T, F)

Flattened CNN features reshaped as sequence for
RNN input

BiGRU/LSTM

Recurrent layer(s) to capture sequential dependen-
cies in CNN features

Dense layers

Fully connected layers with ReLU activation

Softmax Output activation producing class probabilities
Loss Categorical CrossEntropy
Optimizer Adam

Scheduler to adjust learning rate during training

ReduceLROnNnPlateau
v

Predicted labels of the model

Accuracy

Fraction of correctly predicted labels on Dy,

Confusion matrix

Table summarizing classification performance
across classes

Training curves

Plots of loss and accuracy during training/validation

CNN and RNN Malware Classification Pipeline

The experiment followed Algorithm 12 with terms and notations were de-

scribed in Table 5.28:

1. Data Preparation

At first, the dataset D = {(x;y;)}~, was loaded, where x; are images
and y; are labels. The preprocessing includes:

* Grayscale conversion
* Resizing images to fixed dimensions (H, W):

resized c IRHXW

Xi
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* Normalization to scale pixel values to [0, 1]:

xrjesized
norm __ i

! 255
* One-hot encoding of labels for C classes:

qunehot e ]RC

+ Train-validation-test split to evaluate performance of the model.

2. CNN Feature Extraction
CNN layers extract spatial features from the images:

+ Convolution:
fi=oWixfia+b)
x denotes the convolution operation,
o is ReLU,
W are kernels,
f1—1 is the previous feature map.

+ After that, Pooling and Dropout layers were added.
* Flattening and reshaping for sequential modeling:

z; = Flatten(f;), S; = Reshape(z;) ¢ RT*F

3. BiGRU/LSTM Sequence Modeling
Sequential dependencies are captured by LSTM or BiGRU layers:

ft = c(Wglhi—1,Si4] + by)
o(Wilhi-1,Si] + bi)

ot = 0(Wo[hi—1,Sit] + bo)

¢y = tanh(W¢[h¢_1, S ¢] + be)
Ct=ftOci1+1i OF

hy = oy @ tanh(cy)

For BiGRU, forward and backward sequences are concatenated:

—
he=[hg hi

235



The fully connected layer and softmax output give class probabilities:
0, = RELU(WfChT + bfc)/ i = softmax(ol-) e R¢
4. Model Training Train in mini-batches of size B for E epochs:

0 < 0 — Vo Lyaten

Evaluate on the validation set and adjust learning rate using scheduler.

5. Model Evaluation

* Predict on test set: rest = M (Xtest)
« Compute accuracy:

1 Nitest

1(7i = yi
Ntesti_Zl (9: = vi)

Accuracy =

* Generate confusion matrix.

6. Visualization

* Plot training/validation loss and accuracy curves.
* Display confusion matrix.

Proposition for CNN and RNN Implementation
* Proposition: Combine CNNs and RNNs into a Hybrid Model

Rationale: By merging CNNs for spatial feature extraction and RNNs for
sequential relationship learning, the hybrid model was able to learn both
the spatial relationships inherent in image data as well as the temporal
relationships RNNs are good at learning. This would improve classifi-
cation performance, especially in use cases where both spatial and se-
guential patterns were important, e.g., image processing for malware.

* Proposition: Conduct Hyperparameter Tuning for Optimal Model
Performance

Rationale: Hyperparameters are tuned systematically (e.g., size of the
kernel, number of filters in CNN, and number of units for LSTM) to signif-
icantly improve the performance of the model. Optimal tuning of them
ensures the models are not underfitting or overfitting and hence pro-
vides better accuracy and generalization.
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MaleVis Dataset Results

Figure 5.93 is showing the confusion matrix of CNN for MaleVis dataset.
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Figure 5.93

Figure 5.94 is showing the confusion matrix of RNN for MaleVis dataset.
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RNN Model Confusion Matrix
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Figure 5.94

Virus MNIST Results

Figure 5.95 is showing the confusion matrix of CNN for Virus MNIST dataset.
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Confusion Matrix - CNN Model
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Figure 5.95: Virus MNIST CNN Confusion Matrix

Figure 5.96 is showing the confusion matrix of RNN for Virus MNIST dataset.
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Confusion Matrix - RNN Model
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Figure 5.96: Virus MNIST RNN Confusion Matrix

Malimg Dataset Results

Figure 5.97 is showing the confusion matrix of CNN for Malimg dataset.
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Figure 5.98 is showing the confusion matrix of RNN for Malimg dataset.
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Table 5.29 and Table 5.30 are showing the results with all three datasets.
All the datasets were trained for 50 epochs with each of the model.

* Both architectures produced exceptionally high accuracies for Malimg
dataset, which indicates that the dataset is highly learnable.

* For Virus MNIST, both models exhibited high training accuracy but mild
drop in validation accuracy which suggests mild overfitting.

* As MaleVis is a more complex and diverse dataset, CNN achieves a very
high training accuracy but the validation accuracy indicates strong over-
fitting.

+ For MaleVis, RNN generalizes better which indicates more robust to intra-
class variation.

Critical Analysis of CNN and RNN Implementation

+ Use of LSTM for Image Classification: The experiment employs Long
Short-Term Memory (LSTM), an instance of Recurrent Neural Network
(RNN) for classification of images. LSTMs are typically utilized on se-
guential data like time-series or text but not images. The approach is
novel in the sense that it explores how to adapt RNNs to acquire spatial
dependencies among images by breaking them down as sequences of
pixels.

* Image Data Treated as Sequences: Against the usual use of CNNs for
extracting spatial patterns, in the experiment images are converted into
sequential data so as to feed them into the LSTM model. This defies the
traditional teaching of handling images as 2D data and rather the rows
of pixels are handled as sequential inputs.

+ Comparison of CNN and RNN Models:

The experiment contrasts CNN and RNN with LSTM with each other within
the same scenario of image classification, providing knowledge about
the performance of these structures in comparison regarding malware
image classification.

+ Exploration of Alternative Models for Malware Classification:

With the application of LSTMs for classifying malware images, the ex-
periment investigates a different method of handling cybersecurity and
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malware detection challenges that could be instrumental in coming up
with innovative solutions in this area.

* Focus on Sequential Learning for Image Data:

The experiment points towards the ability of sequential learning mod-
els such as LSTMs to identify long-range dependencies in image data,
which presents new opportunities for research in computer vision and
cybersecurity in the future.

5.2.15 ANN Implementation

Figure 5.99 demonstrates the implementation of an Artificial Neural Network
with 400 units at the first hidden layer, 300 units for the second, third and
fourth hidden layers. In this experiment, a 1024 x 400 x 300 x 300 x 300 ma-
trix of weights may produce the risk of overfitting which was controlled by
incorporating normalization, dropout regularization and optimizer selection.

The experiment follows Algorithm 13 with terms and notation were de-
scribed in Table 5.31.

Layer (type) Output Shape Param #
Cdense (emse)  (None, 402)  ateace
dense_1 (Dense) (None, 3©0) 120300
dense_2 (Dense) (None, 3ee) 9e3e8
dense_3 (Dense) (None, 3@e) 98308
dense_4 (Dense) (None, 1@8) 38188
dense_5 (Dense) (None, 18) 1018

Total params: 742,010
Trainable params: 742,018
Non-trainable params: @

Figure 5.99: ANN Model
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Algorithm 13 ANN Training Algorithm

Require: Dataset D = {(x;,y;)}),, batch size B, epochs E, learning rate 7,
dropout p
Ensure: Trained ANN model M, accuracy, loss
1. x; < x;/255

2: y; < one-hot(y;)

3: Sp'lt D — Diain, Dol

4: Flatten images: z; < reshape(x;)
5: Initialize weights 8 = {W(),p()}

6: for epoch=1to E do

7. for batch {(z;,y;)}2, in Dyain do
8: h0) Z;

9 forlayer/=1to L —1do
10: h) «— ReLU(WO (-1 4 p()
11: h") « Dropout(h®, p)
12 end for

13; 7 « softmax(WE p(L=1) 4 p(L))
14: L <+ CrossEntropy(7,vy;)

15: Update 6 <— 0 —nVyL

16: end for

17.  Evaluate M on D, (accuracy, loss)
18: end for

19: ¥J; <= argmax. 1

20: Output M, accuracy, loss
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Table 5.31: Terms and Notations for ANN Algorithm

Symbol Description

D Dataset consisting of image-label pairs: D =
{(xi, y) MY

X; Input image for the i-th sample

i Corresponding label for the i-th sample

B Mini-batch size for training

E Number of training epochs

1 Learning rate used in gradient updates

p Dropout probability for regularization

Zi Flattened version of input image x;

h) Activation of layer I after applying weights, bias, and
non-linearity

w@,p® Weight matrix and bias vector of layer I

7 Predicted output vector after softmax activation

L Loss function (categorical cross-entropy)

0 Set of all trainable parameters {W{),p()}

arg max, i/ Class prediction based on maximum probability

Dirain, Doar Training and validation splits of the dataset

Table 5.32: ANN Experimental Results

Results
Dataset Train Accuracy Validation Accuracy
Malimg 96.18% 92.86%
Virus MNIST 97.80% 90.72%
MaleVis 76.70% 74.45 %

Table 5.32 shows that:

+ Malimg dataset achieved high training and validation accuracy after 45
epochs, which indicates that ANN effectively learned discriminative fea-
tures from the dataset and generalized well.

* Virus MNIST reached higher training accuracy but relatively lower vali-
dation accuracy after 20 epochs suggesting minor overfitting.

* MaleVis produced comparatively lower accuracy after 50 epochs, which
indicates dataset complexity and high intra-class variability.
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5.2.16 GAN Implementation

Generative Adversarial Networks (GANs) were developed by lan Goodfellow et
al. (2014) [220], are the architectures for estimating generative models using
deep learning with an adversarial process to generate images.

GANs are unsupervised learning algorithms where the ‘Generators’ learn
the distribution from a random input vector to generate synthetic images
from the training data and the ‘Discriminators’ are the binary functions which
are responsible to identify the real images from the training data and the fake
images produced by the Generator [221]. Figure 5.100 is showing a plot of in-
put images.

Figure 5.100: Input Images

After defining the generator and discriminator the activation functions have
been defined to normalize the images. The forward generator and forward
discriminator were defined with the activation functions. The backward dis-
criminator was defined to input the fake images and to combine the gradients
of real and fake images. The backward generator was defined for the back-
propagation with generator.
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Algorithm 14 GAN Training

Require: Dataset X = {x;}N,, epochs E, batch size B, latent dim d.
Ensure: Trained Generator G and Discriminator D
for epoch =1to E do
Sample mini-batch x C X, |x| = B/2
Sample noise z ~ p.(z)

£« G(z)
Yreal <= 1, Yrake < 0
o — BinaryCrossEntropy(D(x), yreal)  +

BinaryCrossEntropy(D(%), Yfake)
Op < O0p — UV@DED
Sample noise z ~ p;(z)
Ymislead < 1 {Mislead D}
L < BinaryCrossEntropy(D(G(z)), Ymislead)
0 < 0c —1Ve.Lc
end for
return G,D
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Table 5.33: Terms and Notations for GAN Algorithm

Symbol Meaning

X ={x;}¥, | Real dataset of images

X; Real image sample, x; € RE*XWxC

Y Label of x;

z ~ p.(z) Latent noise vector, z € R%

d, Dimension of latent space

G(z;65) Generator network producing fake images
D(x;0p) Discriminator network predicting real/fake
£ =G(z) Generated (fake) image

B Mini-batch size

E Number of epochs

n Learning rate

Lp Discriminator loss

Lg Generator loss (mislead D)

D(x)~1 D predicts real image correctly

D(%) =0 D predicts fake image correctly

Mislead D Training G to fool D so D(G(z)) ~ 1

Virus MNIST Results

After preprocessing and splitting the data the model was trained for 100 epochs.
Figure 5.101 is showing a sample of generated images.
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Epoch : 88 Loss: ©.6501790718365447

Loss: ©.6523180690109887

Epoch : 98 Loss: ©.64732197295848042

Figure 5.101: Generated Images of Virus MNIST dataset
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MaleVis Dataset Images

Real: Injector Real: Expiro Real: Hlux Real: VBKrypt Real: Elex Real: Other  Real: InstallCore  Real: Sality

Fake Fake Fake Fake Fake Fake Fake Fake

Figure 5.102: Real and Fake images of MaleVis dataset

Malimg Dataset Images

Figure 5.103: Grid of Real and Fake images of Malimg Dataset
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Real: Allaple L Real: Lolyda AAZ

Fake

Fake Fake

Figure 5.104: Real and Fake images of Malimg dataset

Proposition for GAN Implementation

1. Synthetic Malware Generation
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* Proposition: This experiment demonstrates the generation of syn-
thetic malware samples for the "Trojan" category using a custom
Generative Adversarial Network (GAN).

+ Rationale: GANs are the most convenient techniques to augment
dataset with synthetic samples [222]. This can be used to improve
data availability and diversity without compromising security guide-
lines as availability of diverse and representative malware datasets
is critical in cybersecurity field.

2. Dataset Augmentation for Classification
* Proposition: These can improve the performance of a classification
model if the original dataset is integrated with the synthetic samples
that the GAN has generated.
+ Rationale: Data augmentation of the dataset using high-quality syn-
thesized images. It can mitigate data imbalance and scarcity, help-
ing to improve the model performance.

Steps of GAN Implementation

The steps of this experiment were constructed according to Algorithm 14 with
terms and notations were described in Table 5.33:

* Model Architecture:

1. The GAN architecture consists of a generator and a discriminator.

2. Generator and discriminator have respective weight matrices (theta)
initialized with random values.

3. The activation functions used are Leaky ReLU (Irelu), hyperbolic tan-
gent (tanh), and sigmoid.

4. While the generator tries to generate realistic images, the discrimi-
nator tries to distinguish between real and generated images.

+ Training Loop:

1. The training loop iterates over epochs and batches.

2. The discriminator should be trained, at each batch, to discriminate
the real from whereas generated images, while the generator is
trained to generate images that fool the discriminator.

3. Calculation and storing the loss functions of the generator and dis-
criminator.
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+ Backpropagation and Optimization:
1. Backward passes are implemented both for the discriminator and
generator using backpropagation.
2. The discriminator calculates the gradients for real and fake images,
respectively, followed by an update of the model parameters.

* Learning Rate Schedule:
1. Learning rate decreases over epochs to stabilize and improve the
training performance.
2. This prevents oscillation or divergence that may occur in the model
during training.

Critical Analysis of GAN Implementation

+ Malware Image Generation: GANs are usually used for generative tasks;
in this experiment, it's relatively new because it's being used to gener-
ate malware images. This is very useful for malware detection models,
helping to create diverse samples.

+ Specific Malware Categories: The code emphasizes generating images
for certain malware categories such as ‘Trojan’, ‘Adware’, etc., and may
have some practical implications when trying to understand and detect
diversified new cyber threats.

* Learning Rate Decay: This experiment also utilizes a learning rate de-
cay strategy during training. This can be important for the stability of
GAN training in finding better convergence over time.

5.2.17 Implementation with Conditional GAN (cGAN)

Conditional GAN is more handy and specific to generate images. By using
Conditional GAN the generator can be assigned to produce specific numbers
of images with specified labels or classes (if needed). A flowchart of cGAN was
shown in Figure 5.105.
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Random Input Additional
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Generated Example
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Binary Classification
Real/Fake
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Figure 5.105: Flowchart of Conditional GAN

In this experiment the generator and discriminator have been defined as
neural network architectures. The labels were assigned as additional infor-
mation. The parameters of the discriminator and generator were shown in

Figure 5.106 and Figure 5.107.

(label_emb): Embedding(1e, 10)

(model): Sequential(

(8): Linear(in_features=1834, out_features=2648, bias=True)
(1): LeakyRelLU(negative_slope=0.2, inplace=True)

(2): Dropout(p=0.3, inplace=False)

(3): Linear(in_features=2048, out_features=512, bias=True)
(4): LeakyRelLU(negative_slope=0.2, inplace=True)

(5): Dropout(p=90.3, inplace=False)

(6): Linear(in_features=512, out_features=256, bias=True)
(7): LeakyRelLU(negative_slope=0.2, inplace=True)

(8): Dropout(p=0.3, inplace=False)

(9): Linear(in_features=256, out_features=1l, bias=True)

(1e): sSigmoid()

Figure 5.106: Parameters of Discriminator
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(label_emb): Embedding(le, 18)

(model): Sequential(
(8): Linear(in_features=110, out_features=256, bias=True)
(1): LeakyRelLU(negative_slope=0.2, inplace=True)
(2): Linear(in_features=256, out_features=512, bias=True)
(3): LeakyRelLU(negative_slope=8.2, inplace=True)
(4): Linear(in_features=512, out_features=2848, bias=True)
(5): LeakyRelLU(negative_slope=0.2, inplace=True)
(6): Linear(in_features=20848, out_features=1024, bias=True)
(7): Tanh()

Figure 5.107: Parameters of Generator

The generator was trained to generate the images and the discriminator
was trained with the real images and the fake images. Optimizer ‘Adam’ was
used to update the whole network weight while training.

The experiment followed the steps of Algorithm 15 with terms and nota-
tions were described in Table 5.34.

Algorithm 15 Conditional GAN Training

Require: Dataset X = {(x;y;)}Y,, epochs E, batch size B, latent dim 4.,
classes C
Ensure: Trained Generator G and Discriminator D
for epoch =1to E do
for mini-batch (x,y) C X do
z ~ pz(z)
£« G(z,¥)
Yreal < 1, Yfake < 0
Lp < BCE(D(x,Y),Yreal) + BCE(D(X, ), Yfake)
GD <— 9D — WVGDLD
z ~ pz(z)
£« G(z,¥)
Ymislead < 1
L < BCE(D(%,y), Ymislead)
0c « 0c —nVe,Lc
end for
end for
return G,D
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Table 5.34: Terms and Notations for Conditional GAN

Symbol/Term Description

X ={(x;,y) Y, Dataset of N samples with data x; and labels y;
G Generator network
D Discriminator network
z Latent noise vector sampled from prior p(z)
i Class label associated with sample x;
C Total number of classes

£ = G(z,y) Fake/generated sample conditioned on label y

Label for real samples (usually 1)

Yreal
Yfake Label for fake/generated samples (usually 0)
Ymislead Target label for generator to fool discriminator (usually 1)
Lp Discriminator loss
Lqg Generator loss
op Parameters of the discriminator
0 Parameters of the generator
n Learning rate
B Mini-batch size
E Number of epochs
d, Dimension of the latent noise vector z

Virus MNIST Results

The model was trained for 10 epochs to produce the sample images (Figure
5.108).
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epoch : 5
100% | INNNEIEIRN| 757/757 [e0:17<00:00, 42.84it/s]
g loss : 5.770730495452881, d_loss : 0.060146674513816833

P M M #
" 5 =,
s e y e e e i

0 20 40 60 B0 100

epoch : 6
100% | INNNEIEIN| 757/757 [00:18<00:00, 41.66it/s]
g loss : 4.908761501312256, d_loss : 0.06692173331975937

0 20 40 60 B0 100

epoch : 7
100% | INNNEIEIN| 757/757 [e0:18<00:00, 41.28it/s]
g loss : 9.043998718261719, d_loss : 0.21502351760864258

Figure 5.108: Sample Images of Virus MNIST

The model was tested to generate the grid of the sample images (Figure
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Figure 5.109: Model Testing of Virus MNIST dataset

MaleVis Dataset Conditional GAN Images

Real (Neshta) Real (Androm)

Fake

Real (Injector) Real (Expiro)

Fake (Expiro)

Real (Sality) Real (Autorun)

Real (Other)

g

Real (Amonetize)

Fake (Autorun)

Fake (Other)

Fake (Sality)

Fake (Neshta) Fake (Amonetize)

Figure 5.110: MaleVis Generated Images
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Malimg Dataset Conditional GAN Images

Real (Lolyda.AA3)Real (Malex.gen!]) Real (C2LOP.P)
—_— ] T ————

B ]
=] _1_ L
e

ey gk
w ._-\1:| - i
Frealidieh Rl - |

Figure 5.111: Malimg Generated Images

Propositions for Conditional GAN

+ Statement:
1. The Conditional Generative Adversarial Network (cGAN) methodol-
ogy was implemented to generate synthetic malware variants [223].
The generated malware samples address two major challenges: class
imbalance and scarcity of data within malware datasets.
2. These will increase the malware image dataset and enhance the di-
versity and categories of malware.

* Rationale:

1. Challenge of Class Imbalance: Augmenting the dataset with syn-
thetic samples addresses class imbalance.
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2. Benefits of Conditional GANs: Conditional GANs allow for label
conditioned image generation [224], making them suitable for syn-
thesizing malware samples specific to each category.

3. Enhanced Data Diversity: Traditional augmentation techniques
(e.g., rotations, flips) provide limited diversity and do not capture
theintricate variations in malware patterns. A cGAN-generated dataset
introduces greater variability while preserving category specific fea-
tures.

Critical Analysis of Conditional GAN

+ Conditional GAN with Labels:

1. The cGAN has an architecture in which both the generator and dis-
criminator are conditioned not only by random noise but also class
labels.

2. Thisenablesthe generation ofimages, conditioned on specific classes
and giving the user more control over the generated samples.

* Label Embedding:

1. Label embedding was used both in the discriminator and generator
models, are a distinguishing feature.

2. Label embedding lets the models encode information about the
class of a generated or real image; therefore, it enables more mean-
ingful and diverse generations of images.

+ Conditional Image Generation:
1. The conditional generation of images allows the creation of images
to be more specific to the given labels.
2. That will be of particular help where there is the requirement for
image generation belonging to certain categories or classes.

5.2.18 Visualization with t-SNE plots

To understand the structure and distribution of datasets, t-distributed Stochas-
tic Neighbor Embedding (t-SNE) is employed as a powerful visualization tech-
nique. Here, t-SNE was chosen because of its strong ability to preserve local
structure and visualize high-dimensional data.
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Visualization with Virus MNIST dataset

Visualization of t-SNE results on the VMNIST Dataset
Amount of datapoints: 48422
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Figure 5.112: Visualization with Virus MNIST

Analysis of t-SNE Visualization

In this visualization the Virus MNIST dataset is presented with a two dimen-
sional t-SNE plot. The high-dimensional data points have been projected into
two components: Component 1 and Component 2.

* Thetraining dataset of Virus MNIST contains 48422 number of data points,
spreading across the plane with clusters of different classes.
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+ Each colour presents a distinct class (from 0 to 9), and the points corre-
spond to individual images.

1. Clusters of Data:
+ Class 2 (green) forms a distinct cluster at the top center.

+ Class 0 (light red) and Class 3 (purple) form clusters around the bor-
ders.

* Other Classes like 4 (orange), 1 (blue) have their own distinct clus-
ters.

2. Inter-cluster Relationships:

+ Couple of classes such as (Class 7 (pink) and 5 (yellow)) have shown
considerable overlap which indicates that those classes have visual
similarities in their high-dimensional representation.

* Potential visual similarities reflected on Classes like 6 (brown), 8
(grey) and 9 (dark red) as they overlap slightly.

3. Distribution of Data:

* In the high-dimensional space the local neighborhood structures
are preserved in the 2D plane as data points are distributed over
the space.

* The outer ring is representing the outliers or points that the model
finds difficult classify distinctly that's the reason the outer ring is less
clear or ambiguous.

4. Global Structure and Local Structure:

* For preserving local structure (how close points are to their nearest
neighbors) t-SNE is a better option which has been shown in the
compact clusters.

+ But t-SNE is not always good to preserve global structure that is
evident that some clusters are squeezed or separated in arbitrary
directions.
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Visualization with Malimg dataset

Visualization of t-SNE Results on Training Data
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Figure 5.113: Visualization with Malimg dataset

Analysis of t-SNE Visualization for Malimg
1. Lolyda.AA1, Lolyda.AA2, Lolyda.AA3:

Classes
Adialer.C
Agent.FYl
Allaple.A
Allaple.L
Alueron.genl)
Autorun.K
C2LOP.P
C2LOP.genlg
Dialplatform.B
Dontovo.A
Fakerean
Instantaccess
Lolyda.AAL
Lolyda.AA2
Lolyda.AA3
Lolyda.AT
Malex.gen!)
Obfuscator.AD
Rbot!gen
skintrim.N
Swizzor.gen!E
Swizzor.gen!l
VB.AT
Wintrim.BX
Yuner.A

* These classes are highly overlapping, meaning that their feature

representations are not easily separable.

* Thisis expected since these classes are part of the same Lolyda fam-
ily, implying that they may share some common characteristics or

have similarities in their malware behavior or visual patterns.

* The overlapping nature may result in a higher rate of misclassifica-

tion among these subfamilies.

2. Autorun.K and C2LOP.gen!g:
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* These classes are highly spread out in the plot, indicating a high
degree of intra-class variability.

* This may be due to the fact that samples in these classes tend to
behave differently or look differently, and it will not be easy for any
clustering technique to fit them tightly.

+ For instance, Autorun.K consists of various polymorphic samples
belonging to the same malware family.

3. Adialer.C:
* In this case, this class looks a little denser compared to others but
still overlaps with the classes surrounding it.
* This relatively small size might indicate low entropy in the samples
for this family, which would make it slightly more distinguishable
than others.

4. Swizzor.gen!E and Swizzor.gen!l:
* These classes are within the same Swizzor family. Like in Lolyda
subfamilies, there are a great deal of overlap.
* It could mean that the features for these classes do not make much
differentiation between the two variants.

5. Rbot!gen and Obfuscator.AD

* These classes seem spread all over the plot and don't appear to
have a tight or sharp cluster.

* This scattering could imply that samples belonging to this class have
many commonalities with more than one of other classes. Perhaps
due to the functionalities overlapped and generic malware behav-
iors.

6. Wintrim.BX and Fakerean:
* These families exhibit moderate overlap with surrounding classes.
* This behavior might represent an intermediate class of separability,
capturing something unique related to these families.

7. Lolyda.AT
* This is slightly more diffused than Lolyda.AA subfamily indicating a
bit greater variability across this class’'s samples.
* The spreading across could further refer to general broader behav-
ioral differences, or in simpler terms it possibly indicates weaker
correlations with other representatives of Lolyda.
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Visualization with MaleVis dataset

t-SNE Visualization of MaleVis Dataset
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Figure 5.114: Visualization with MaleVis dataset

The labels are:
:'Adposhel’,
- 'Agent’,
:'Allaple’,
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:'Amonetize’,
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:'Androm’,
: '"Autorun’,
: 'BrowseFox/,
:'Dinwod,

© N oW,
0 N o UM

9. 8:'Elex,

10. 9: 'Expiro’,

11. 10: 'Fasong),
12. 11: 'HackKMS/,
13. 12: 'Hlux,

14. 13:'Injector’,
15. 14: 'InstallCore’,
16. 15: 'MultiPlug,
17. 16: 'Neoreklami’,
18. 17:'Neshta’,
19. 18:'Other’,

20. 19:'Regrun’,
21. 20:'Sality’,

22. 21:'Snarasite’,
23. 22:'Stantinko’,
24, 23:'VBA,

25. 24: 'VBKrypt,
26. 25: Vilsel

Analysis of t-SNE Visualization for MaleVis

1. Cluster Sizes and Distribution:

+ Classes like Allaple, Sality, and Agent have larger, more dense clus-
ters. This shows that these malware families have more samples
in the dataset and are probably much more homogeneous with re-
gard to the feature representation.

+ Classes like Vilsel, Neshta, and HackKMS appear as small, disjoint
groups, meaning that these classes probably have fewer samples
or possibly much more varied characteristics.
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2. Overlapping Clusters:

Overlaps are observable between classes such as VBKrypt, Injector, Mul-
tiPlug, and many others. This suggests overlap in feature representa-

tions within the reduced dimensional space. This may be due to:
* The structural patterns in their behavior being similar.

* There is overlap in the visual patterns of the malware images.

3. Class Other: This class, being a mixed category, is widely spread over
the plot, overlapping with several other clusters. The wide spread de-
picts its heterogeneous nature.

4. Cluster Shapes and Patterns:

+ Some classes, such as BrowseFox or Regrun, are more or less well-
rounded, circular clusters, indicating significant intra-class similar-
ity.

+ Other classes, such as Autorun or Stantinko, tend to be more elon-
gated or fragmented, suggesting either variation within the class or
overlap with other classes.

Critical Analysis for Visualization with t-SNE

1. Class Distribution Visualisation:
+ The purposeisto understand the distribution of classes in the dataset
and identify the class imbalances.

* This will be crucial for selecting appropriate evaluation metrics.

2. t-SNE Visualization:
* The purpose of a t-SNE plot is to visualize the dataset in two dimen-
sions using t-SNE.

+ This will provide insights into the structure and relationships be-
tween data points.

3. Scatterplot of t-SNE Results:
* Here the purpose is to visualize the t-SNE results in a scatterplot.

* Itoffers avisual representation of the data distribution in a reduced-
dimensional space.
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5.3 Conclusions

The deep learning experiments conducted in this study demonstrate the ef-
fectiveness of deep learning based techniques for malware classification us-
ing the malware image datasets. The model was trained using a structured
approach, including data preprocessing, exploratory data analysis and hyper-
parameter tuning to optimize performance. Techniques such as learning rate
scheduling, early stopping and data augmentation contributed to improved
generalization and classification accuracy. The evaluation metrics, including
accuracy and confusion matrix analysis, provided insights into the model’s
strengths and areas for improvement. These results confirm the potential of
deep learning in cybersecurity applications, particularly for malware detection
and classification.

In this chapter we propose, different applications of the preexisted deep
learning models on malware image datasets to improve accuracy from the lit-
erature survey. The experiments have achieved very good accuracy and some
combinations of models performed very well to detect and classify malware
samples. Table 5.35 is showing comparison of our methods with the litera-
ture.
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Table 5.35: Experimental Results with Accuracy

Results
Experiment Malimg Virus MNIST MaleVis
Thosar et al, | X 93.45% X
2021 [225]
CNN
Wong et al., | Training Accu- | Training Accu- | Training Accu-
2021 [226] | racy: 99.14%, | racy: 86.36%, Test | racy: 95.01%, Test
ShuffleNet Test  Accuracy: | Accuracy: 85.79% | Accuracy: 93.91%
and DenseNet | 98.87%,
201 with
Transfer
Learning
Sharma et al., | Test accuracy: | X X
2020 [227] | 97.5%
CNN
Pant and Bista, | CNN: 98.2%, X X
2021 [228] VGG-16: 88.40%,
ResNet-18:
90.21%
Combination Training Ac- | Training Accu- | Training Accu-
of CNN and | curacy: 100%, | racy: 93.18%, | racy: 96.70%,
RNN Test Accuracy: | Test Accuracy: | Test Accuracy:
98.05% 92.72% 94.51%
CNN Training Ac- | Training  Accu- | Training  Accu-
curacy: 100%, | racy: 99.71%, Test | racy: 99.82%, Test
Test Accuracy: | Accuracy: 91.25% | Accuracy: 90.05%
98.26%
ResNet-50 Training Accu- | Training Accu- | Training Accu-
Attention Net- | racy: 98.82%, | racy: 99.99% | racy: 99.67%, Test
work Test Accuracy: | Test Accuracy: | Accuracy: 84.63%
97.91% 92.35%
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Malware Analysis using Deep
Learning with Continual Learning

For the dynamic fields like (Cyber Security and loT), network data can be highly
volatile. Generally traditional deep learning models lose information (while in
batch learning mode) learned from older tasks when retrained the model with
new malware data, leading to "catastrophic forgetting" [122]. The root cause
behind catastrophic forgetting is the changing of weights during training of
new malware data. Because this process certainly modifies weights that were
added during the earlier malware detection task. To overcome catastrophic
forgetting, Continual Learning needs to be incorporated to enable the models
to adapt to new data while preserving older knowledge, which is crucial for
applications that need to evolve with incoming information.

Based on the State-of-the-art provided in Subsection 3.4, this chapter is
trying to achieve following research gaps:

+ Limited Focus on Image-Level Malware Representations: Most of the
existing approaches utilize raw byte strings, APl traces, or hand-designed
features with minimal exploration of malware image-based continual
learning. Our method fills this particular gap uniquely through the uti-
lization of deep image representations but the field is not fully explored
in overall literature.

+ Lack of Unified Framework Handling: The majority of studies focus
on a single continual learning scenario (e.g., class-incremental or task-
incremental) without suggesting a generalizable method that possesses
the ability to dynamically switch or combine continual learning regimes
depending on data characteristics.
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+ Limited Scalability Across Diverse Malware Datasets: Existing meth-
ods are commonly validated against small or domain-specific datasets
or a specific malware type (e.g., ransomware). Exhaustive benchmark-
ing across various, visually diverse malware image datasets has been a
poorly explored research avenue where our work is an enriching contri-
bution.

* Minimal Use of Adaptive Replay Strategies for Deep Malware Mod-
els: Most replay-based methods reuse exemplars or latent represen-
tations, while image-level replay (used in our method with U-Net and
ResNet) offers greater fidelity butis not widely applied. Adaptive, quality-
sensitive replay mechanisms designed specifically for deep malware imag-
ing may be discovered through research.

+ Lack of Explainability in Continual Learning Decisions:

Current models behave more like black boxes, making little effort to de-
scribe why certain variants of malware are remembered and forgotten.
Explainable continuous learning especially for security-critical use cases
is an emerging research gap.

Our approach substantially improves the solutions for the major loopholes
of malware detection in continual learning. Unlike traditional methods that
depend on raw bytes or API calls, our research is the first to use image-level
features of malware and leverage powerful deep models like ResNet and U-
Net to extract powerful spatial and textural cues from malware images. This
not only increases the modality but also enables the system to learn fine-
grained visual features, such as structural patterns and layout behaviors, which
are generally neglected in feature-level representations. Furthermore, our
experiments are based on realistic malware evolution scenarios rather than
artificially balanced task splits. Instead, we mimic real-world scenarios where
new malware families suddenly appear and in imbalanced distributions. This
real-world design is further supported by our use of multiple, heterogenous
datasets such as Malimg, MaleVis and Virus MNIST to ensure good scalability
and generalizability.
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6.1 Malware Detection with Continual Learning

Deep learning with continual learning (CL) is an advanced Al approach that
enables models to learn new tasks while retaining previously acquired knowl-
edge, preventing catastrophic forgetting [229]. This is crucial for real-world
applications where data evolves over time, such as malware detection, cy-
bersecurity, and autonomous systems. In cybersecurity and malware classi-
fication, continual learning can be highly effective. For example, when new
malware variants emerge, a CL-enabled model can adapt without forgetting
older threats, ensuring robust and up-to-date threat detection.

6.1.1 GANSs for Data Augmentation with Continual Learning

1. GAN Architecture Definition:

* Generator: Generator is a neural network model which generates
synthetic samples by taking random noise vectors or latent variable
asinput. The latent vector comes from a latent space which consists
of compressed feature space where each each random noise rep-
resents a potential feature [230].

In this experiment also, the generator learns to produce realistic
malware-like images by using random noises.

+ Discriminator: Discriminator is another neural network which is
trained to distinguish between real images and fake images. In this
experiment also the discriminator ensures that the generator pro-
duces malware-like images that closely resemble the real images.
It evaluates the authenticity of images by taking the input and pro-
duces a probability to indicate whether the image is real or fake.

2. GAN Training: A function was defined to train the GAN by alternating
between training the generator and the discriminator. It uses adversar-
ial loss to train both components. The generator aims to minimize this
loss while the discriminator aims to maximize it.
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Training
Optimizers Loss
Functions
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Figure 6.1: GAN with Continual Learning

Generated Images

Classifier
Evaluation

3. Continual Learning Classifier:

* Inthis GAN based experiment, a classifier was designed to be trained
in a continual learning set-up, so that it can learn from data with-
out forgetting the knowledge from previous tasks. The Continual
Learning classifier serves as an architecture suitable for image clas-

Image

Augmentation

Continual Learning
Classifier

Augmented Images

Buuiey) Jaiyisse|)

sification and operates a conjunction with the GAN.

* This classifier also estimates and updates Fisher information which

is used to mitigate catastrophic forgetting during training.

4. Classifier Training: The train_classifier function uses the augmented
images for training the classifier. It optimizes the classifier's parameters
to minimize a standard cross-entropy loss between predicted and true

labels.

5. Evaluation: After training, the classifier is evaluated on a separate test

dataset to assess its performance in terms of accuracy.

6. Visualization: The experiment includes a function to visualize the aug-
mented images generted by the GAN during training.

This experiment follows the Algorithm 16 with terms and notations were

provided in Table 6.1.
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Algorithm 16 GAN + Continual Learning Classifier

Input: D = {D¢rain, Dtest }, hyperparameters (B, Egan, EcLs, 17)
Data Preparation:
x € REW 5 xyopm = x/255
(Xpatchs Ypatch) ~ Drrain
GAN Training:
for epoch =1 — Egan do
for (x,y) € Dirain do
z~N(0,I)
X = G(Z; QG)
Lp = —[log D(x;60p) +1log(1 — D(%;6p))]
LG = — log D(J?,’ 91))
Op < Op — WVGDLD
Og < 0g — WVGGLG
end for
end for
Continual Learning Classifier:
for epoch =1 — Ecrs do
p(ylx) = C(x;6c)
Las = =Yy -log p(y|x)
Lr = Y F(6) - (6 — 0°4)2
Liotat = Lets + A - L
Oc < 0c — ﬂvﬂthotal
end for
Evaluation:
9 = argmax p(y|x)
Accuracy = g— L 1(9i = yi)
Confusion Matrix = count(7,y)
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Table 6.1: Terms and Functions for GAN with Continual Learning Classifier

Term / Symbol Description

D = {Dxrain, Dtest} | Dataset with training and test sets.

B Batch size for training.

Ecan Number of GAN training epochs.

Ecrs Number of classifier training epochs.

n Learning rate for parameter updates.

x € RFIXW Input image of height H and width W.

Xnorm Normalized image: xnorm = x/255.

(Xbatch Ybatch) Mini-batch of images and labels sampled from
Dtrain-

z~N(0,I) Latent noise vector for GAN generator.

2 =G(z;60) Generated (fake) image by the GAN generator.

D(x;6p) Discriminator output: probability that x is real.

Lp Discriminator loss: Lp = —[logD(x) + log(1 —
D(2))).

Lg Generator loss: Lg = —log D(X).

fp, 0c Discriminator and generator parameters.

C(x;6¢) Classifier function outputting class probabilities.

p(y|x) Predicted class probability vector from classifier.

Leis Cross-entropy classification loss: Lgs = —Yy -
log p(y|x).

Lr Ccl)g)tzinual learning regularization: L = }_F(0) - (6 —
6°'9)=,

A Regularization coefficient for L.

Ltotal Total loss for classifier: Lgta) = Les + ALE.

Oc Classifier parameters updated using gradient de-
scent on Ligta)-

7 = argmax p(y|x) | Predicted label for input x.

Accuracy Accuracy = @ Y 1(0; = v;).

Confusion Matrix | Counts of  predicted vs true Ilabels:
ConfusionMatrix = count(7,y).

Propositions for GANs for Data Augmentation with Continual Learning
1. Proposition 1:
+ Statement: The Continual Learning Classifier is trained on aug-
mented images produced by the GAN.
+ Rationale: The classifieris trained both on real and GAN-synthesized
malware images so that it learns from a broader dataset and gains
its ability to classify new-class malware more effectively.
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2. Proposition 2:
+ Statement: Fisher Information is incorporated into the Continual

Learning Classifier to prevent catastrophic forgetting [231].

+ Rationale: Fisher Information is applied within the classifier to re-
tain prior knowledge while adding new classes of malware, thereby
preventing the model from losing current classes as it adapts to new
data.

3. Proposition 3:

+ Statement: Data augmentation is a key component for improving
classifier performance.

+ Rationale: Applying images of malware developed by GAN as aug-
mentation information enables the Continual Learning Classifier to
generalize better, particularly while learning on imbalanced datasets
or a small sample sizes.

Malimg Dataset Results

Figure 6.2 is showing the confusion matrix of Malimg dataset with the exper-
iment.
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Figure 6.2: Confusion Matrix of Malimg
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Figure 6.3 is showing the confusion matrix of Virus MNIST dataset.

Virus MNIST Dataset Results
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Figure 6.3: Confusion Matrix of Virus MNIST

MaleVis Dataset Results

Figure 6.4 is showing the confusion matrix of MaleVis dataset.
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Figure 6.4: Confusion Matrix of MaleVis
Novelty

The novelty of this experiment lies in its integration of two distinct techniques
- Generative Adversarial Networks (GANs) for data augmentation and Contin-
ual Learning for preserving knowledge over time.

+ Combination of GANs and Continual Learning: It's generally common
to combine GANs with continual learning method, yet this combination
in image classification is quite less explored. This experimentation has
linked two techniques: strengths in generating synthetic images with
GANs and Continual Learning capabilities that are designed to adapt
new data while retaining previous knowledge.

+ Data Augmentation with GANs: In this experiment, GANs are uniquely
used for the purpose of data augmentation. GANs provide an opportu-
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nity to enlarge and diversify the training data set, therefore enhancing
the classifier's robustness [232].

+ Continual Learning for Classifier Adaptation: The inclusion of Contin-
ual Learning Classifier will retain its previously learned knowledge while
learning from the augmented data produced by GAN.

* Dynamic Fisher Information Estimation: Fisher information is esti-
mated dynamically during training and helps in computing penalty terms
that help to prevent forgetting.

The novelty of this experiment is to incorporate the GAN-based data aug-
mentation with Continual Learning techniques for image classification, and
dynamic Fisher information estimation, that contributes to progress in both
the data augmentation and continual learning research fields.

6.1.2 U-Net with Continual Learning

In this experiment, a U-Net based framework was implemented by combining
with a EWC-based Continual Learning (CL) or malware image analysis tasks.

+ Define U-Net Architecture:

U-Net is a special CNN architecture which is primarily utilized for image
segmentation. The designed U-Net architecture was composed of an
encoder to downsample and a decoder to upsample [233].

+ Define Classifier on Top of U-Net:

The classifier consists of fully Connected Layers with activation function
LeakyReLU and Batch Normalization layer. In the experiment, classifier
was used to accept the output of the U-Net model for classification.

+ Continual Learner Class: The continual learner class encompasses meth-
ods for training tasks, and the computation of Elastic Weight Consolida-
tion (EWC) loss, as well as updates Fisher Information with regularization
to manage the continual learning process.

* Training Loop: The Continual Learner is trained by using the train_task
method. It runs the epochs and batches, measures the loss, performs
back-propagation, and updates its model parameters.
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+ Evaluation: Following the training process, accuracy over epochs is plot-
ted. Then, the trained classifier is tested on test dataset by the evalu-
ate_classifier function.

The experiment steps were provided in Algorithm 17 with terms and no-
tations in Table 6.2.

Algorithm 17 U-Net + Continual Learning Classifier Training Pipeline

Input: Dataset D = {(x;,y;)}Y,, number of classes C, learning rate 7,
epochs E, regularization A
Output: Trained model with continual learning capability
Initialize U-Net feature extractor Fy
Initialize classifier head g,
Initialize optimizer and loss function (cross-entropy)
for eachtaskt =1to T do
for each epoch do
for mini-batch (x,y) C D; do
F fg(x)
9 8¢(F)
Lys = —Lylog(y)
ﬁewc =0
if t > 1then
Lewe = %Zz Fi(ei - 9;'(()2
end if
Liotal = Leis + Lewe
0« 0— Wvﬂﬁtoml
end for
end for
Store Fisher information F; and parameter means 6 for task ¢
end for
Evaluate accuracy on validation/test set
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Table 6.2: Terms and Notations for U-Net with Continual Learning

Term / Symbol Description

D = {(x;,y;)}Y, | Dataset with N samples, each consisting of an input
image x; and label y;.

C Number of classes.

n Learning rate for gradient updates.

E Number of epochs per task.

A Regularization coefficient for Elastic Weight Consol-
idation (EWC).

Fo U-Net feature extractor with parameters 6.

So Classifier head with parameters ¢.

X Input image.

y Label (one-hot encoded).

F = Fy(x) Feature vector extracted from U-Net.

7= g¢(F) Predicted label probabilities from the classifier
head.

Ls Cross-entropy classification loss: — )" ylog(7).

Lewe EWC regularization to prevent forgetting:
5 X Fi(6; — 07)2.

Liotal Total loss: L5 + Lewe.

0 < 0 — VoL | Gradient descent update of U-Net parameters.

F; Fisher information (importance) of parameter 6; for
previous tasks.

0; Parameter mean from previous tasks used in EWC.

Propositions for U-Net with Continual Learning

1. Proposition 1: U-Net as a Feature Extractor for Malware Image Clas-
sification

+ Statement: U-Net can be utilized effectively as a feature extractor
[234] for malware images, capturing the global as well as spatial
relationships which enhance classification accuracy.

* Rationale: CNN models are usually based on hierarchical feature
extraction but may or may not capture fine-grained details needed
in malware image classification. U-Net's encoder-decoder architec-
ture holds spatial data, which will be utilized during the discrimi-
nation among malware families based on structural difference and
similarity [235].

2. Proposition 2: Continual Learning Prevents Catastrophic Forgetting
in Malware Detection
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+ Statement: The integration of Continual Learning (CLClassifier) with
Elastic Weight Consolidation (EWC) enables the system to retain knowl-
edge of previously learned malware patterns while adapting to new
threats [236].

+ Rationale: Security models will fail when challenged with new vari-
ants of malware because they have a tendency to forget past expe-
rience [123]. With Continual Learning, the model remembers past
malware patterns while acquiring new ones, maintaining consistent
and strong threat detection over time.

3. Proposition 3: U-Net + CLClassifier Enables Real-Time Threat Detec-
tion and Response
+ Statement: The feature extraction facilitated by the U-Net and con-
tinual learning process support real-time malware categorization,
which improves incident response in cybersecurity systems.

+ Rationale: Conventional malware detection systems must be pe-
riodically retrained and are largely unable to cope with complex
dynamic threats [237]. U-Net has fast feature extraction capacity
which was combined with CLClassifier’'s adaptive learning that makes
the system effective in improved malware detection and classifica-
tion.

Novelty

* Integration of U-Net with Continual Learning: U-Netis a popular frame-
work which is being widely used for image segmentation tasks, combi-
nation of U-Net with Continual Learning (CL) for malware image classi-
fication tasks is a unique idea. U-Net is mainly used for medical image
segmentation, but in this experiment it's being implemented for feature
extraction in a CL scenario, which is relatively less explored.

+ Continual Learning Approach: Continual Learning is an active area of
research where the model learns from continual stream of data to mit-
igate catastrophic forgetting. In this experiment, a Continual Learning
based approach was developed with U-Net and applied for feature ex-
traction then subsequent classification, this contextis comparatively less
common.
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EWC can be

seen as a beneficial sequential learning technique since it prevents catas-
trophic forgetting and leverages the learned knowledge from earlier tasks

* Regularization with Elastic Weight Consolidation (EWC)

[238]. Its incorporation as part of the EWC regularization, particularly for
the U-Net based feature extraction of malware images, is considered sig-

nificant.

Malimg Dataset Results

Figure 6.5 is showing the confusion matrix of Malimg dataset for U-Net based

Continual Learning.
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MaleVis Dataset Results

Figure 6.6 is showing the confusion matrix of MaleVis dataset with U-Net based

Continual Learning.

Confusion Matrix
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Figure 6.6: Confusion Matrix of MaleVis

Results of Datasets

This experiment was conducted on three different malware image datasets:

Malimg, MaleVis and Virus MNIST. Table 6.3 is showing the results

286



Table 6.3: Experimental Results with Continual Learning

Results

Experiment | Malimg Virus MNIST MaleVis

GANs with | Training Ac- | Training Accu- | Training Accu-
Continual curacy: 100%, | racy: 99.44%, | racy: 99.49%,

Learning Test Accuracy: | Test Accuracy: | Test Accuracy:
98.61% 90.69% 82.07%

U-Net with | Training Accu- | Training Accu- | Training Accu-

Continual racy: 100%, racy: 99.43%, racy: 99.57%,

Learning Test Accuracy: | Test Accuracy: | Test Accuracy:
99.41% 90.98% 99.30%

All the datasets were trained for 50 epochs with both the models. Table
6.3 is showing:

For Malimg dataset, training accuracy is 100% for both GAN with CL and
U-Net with CL models and it produced very high test accuracies. This
demonstrates strong representation learning.

Both the model produced stable performance for Virus MNIST dataset,
which indicates that continual learning preserved previous task knowl-
edge on a dataset which has fewer visual variations.

For MaleVis U-Net with CL achieved high (99.30%) test accuracy which
outperforms GAN with CL (82.07%) performance. This is because U-
Net's skip connections and encoder-decoder structure that can effec-
tively capture color and texture information in RGB dataset.

Among all three datasets, MaleVis dataset presented the most challeng-
ing dynamics due to its RGB structure and high inter-class similarity across
26 malware families. But the U-Net with Continual Learning (U-Net + CL)
model achieved an exceptional 99.30% test accuracy, this result was not
previously reported in the literature for this dataset.
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6.1.3 AnAdaptive Malware Detection Using Continual Learn-
ing: Integrating Elastic Weight Consolidation and ResNet-
50

This experiment was conducted to build an adaptable and resilient malware
detection system which will be capable to handle the ever growing array of
malware variants. Deep Learning models are highly efficient to extract and
learn complex features from a dataset, but exposure to new dataset often
leads to lacking of mechanisms to retain knowledge from older tasks also may
require large balanced dataset for better performance. In cybersecurity do-
main novel malware generations are emerging frequently, therefore it's not
always possible to retain a model from scratch.

A known phenomenon “Catastrophic Forgetting", arises when a Deep Learn-
ing model is being deployed across different datasets or tasks sequentially.
Deep Learning models can learn the new tasks quickly but there is a tendency
to forget the previously acquired knowledge which leads to a problem when
the model should retain the knowledge across various malware variants [127].
To overcome this limitation Continual Learning specifically Elastic Weight Con-
solidation (EWC) is a potential solution to enable the model to retain essential
features learned from previous tasks.

For this experiment, we have taken the three datasets: Malimg, MaleVis,
and Virus MNIST to implement the EWC based transfer learning with ResNet-
50 to create a robust classification framework so that the model can retain
malware knowledge across three diverse datasets. The experiment explores
whether this approach effectively mitigates catastrophic forgetting while adapt-
ing to new malware classes.

Experimental Set-up

The experiment follows Algorithm 18, terms and notations were provided in
Table 6.1.3.

+ Load Malware Datasets: With all the image folders Malimg, MaleVis
and Virus MNIST datasets were loaded.

+ Apply Data Transforms: Resizing of images to 64x64 to apply normal-
ization, and convert them to tensors.
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* Initialize ResNet 50: A pre-trained ResNet 50 was set up and the output
layer was modified to classify the malware classes.

* Initialize EWC: Elastic Weight Consolidation (EWC) was initialized for each
new task (dataset) to retain previously learned knowledge.

* For Each Dataset (Task): A DataLoader was created for each dataset,
then train the model and apply EWC.

« Evaluate Train/Test Accuracy: After training, evaluate and record the
train and test accuracy.

Apply Data

Start Experiment Loading Datasets Initialize
with Labels Transforms ResNet 50
Log Results Train Accuracy Task: Elastic Weight
(Loss, Train and and Test » Create Datal.oader Consolidation
Test Accuracies) Accuracy = Train Model (EWC)

Figure 6.7: Model Architecture
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Algorithm 18 Continual Learning with ResNet-50 + EWC

Input: Datasets {D1, Dy, D3}, learning rate 5, epochs E, regularization A
Output: Trained ResNet50 model with continual learning
Initialize pretrained ResNet50
Replace final FC layer with task-specific output
Mprep < None, F < None
for each dataset D; do
Split D; into training T; and test S;
Build dataloaders L;,in, Liest
apply_ewc = False if i = 1, else True
for each epoch do
for each minibatch (x,y) € Ly, do
z 4+ f(x;0)
Ltask Al Zc Ye log p(c|x; 9)
L < Ligsk
if apply_ewc then
L« Lygsk + A Y Fi(0; — 9;)2
end if
Backpropagate L and update 6
end for
Evaluate accuracy on L4, and Lyest
end for
Estimate Fisher Information F for 6
Save 0* < 0
end for
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Table 6.4: Terms and Notations for ResNet-50 + EWC Continual Learning

Term / Symbol | Description

D; Dataset for task i.

T;, S; Training and test splits of D,.

Litrains Ltest Dataloaders for training and testing.

E Number of epochs per task.

1 Learning rate for gradient updates.

A Regularization coefficient for EWC penalty.

f(x;0) Forward pass of ResNet50 with parameters 6 pro-
ducing feature representation z.

y Label (one-hot encoded).

p(c|x;0) Predicted probability of class c given input x and pa-
rameters 6.

Ligsk Cross-entropy loss for current task: Ly =
— Y. yclogp(clx; ).

L Total loss including EWC penalty: L = Ly +
AYiFi(0; — 6;.‘)2.

F; Fisher information for parameter 6, representing
its importance for previous tasks.

9]’.‘ Parameter value from previous task used in EWC
regularization.

Mprev Previous model (weights from last task).

6 Parameters of current ResNet50 model.

0* Saved parameters of current task for EWC.

Propositions

1. Proposition 1:

+ Statement: Model Performance across Multiple Datasets.

+ Rationale: In this experiment, the ResNet-50 model exhibited vary-
ing performance on three different malware (Malimg, MaleVis, Virus
MNIST) dataset, when assessed in terms of continual learning us-
ing Elastic Weight Consolidation (EWC), depicting to what extent the
model is able to learn new data sets but retain learned knowledge.

2. Proposition 2:
+ Statement: Effectiveness of Elastic Weight Consolidation (EWC).
+ Rationale: The incorporation of EWC mitigates catastrophic forget-
ting, which was indicated through the comparison of accuracy on
datasets. Precisely, performance on the second and further tasks
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(datasets) will have very little decline when EWC is utilized, confirm-
ing its success on continual learning.

3. Proposition 3:
« Statement: Cross-Dataset Generalization Ability.
+ Rationale: The ResNet-50 model will generalize to the Malimg, Male-
Vis and Virus MNIST datasets well, showing that when training on a
single data set, good performance on unseen data sets will occur,
which suggests the robustness of the model in dealing with differ-
ent kinds of malware images.

Novelty

1. Continual Learning for Malware Classification

* Unique Application of EWC:
Elastic Weight Consolidation (EWC) was used to deal with catastrophic
forgetting, ensuring the model to retain essential knowledge from
previously learned tasks while it's learning from new data [239].
Here the modelisretaining knowledge across distinct malware datasets:
Malimg, MaleVis, Virus MNIST, while mitigating catastrophic forget-
ting. This is innovative because it's challenging the model to adapt
to different malware classes sequentially without the loss of past
knowledge.

 Practical Utility in Cybersecurity:
This Continual Learning approach is beneficial for real world cyber-
security environment because in this era of ever evolving and di-
verse malware strains a model with retaining and adapting capa-
bility is enriching the security system without forgetting the past
threats.

2. Cross-Dataset Malware Classification Using Transfer Learning

* Transfer Learning in Malware Context:

Inthis experiment, a transfer learning was incorporated with ResNet-
50 model and applied to malware images which have different tex-
ture and pattern characteristics, is an innovative use case.
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+ Handling Different Dataset Distributions:

In this experiment three distinct malware datasets: Malimg, Male-
Vis, and Virus MNIST were incorporated where each of them rep-
resents different data distributions and characteristics. Novelty of
transfer learning across datasets is seen in the generalization and
robustness of the model across the forms of malware.

3. Experimenting with Malware-Specific ResNet-50 Customization
+ Adjustments for Malware Dataset-Specific Classifications:
The experiment deals with 61 malware classes across three datasets
(Malimg: 25 classes, MaleVis: 26 classes, Virus MNIST: 10 classes)
that were accommodated with the ResNet-50 model. Here the mal-
ware specific characteristics were being adapted with the model.
* EWC's Use in Preserving Malware Feature Distributions:

In case of malware images, subtle and intricate feature distribu-
tions are often noticed, exhibiting a difference from natural tex-
tures [240]. For this experiment, EWC was leveraged to preserve
the critical feature distributions across tasks, which may not have
been precisely explored in malware research.

Results and Discussions

ResNet-50 EWC Dataset | Training Accuracy | Test Accuracy

Experiment 1 Malimg 96.62% 96.62%
MaleVis 91.49% 88.41%

Virus MNIST 90.89% 90.54%

Experiment 2 MaleVis 98.88% 86.09%
Malimg 97.31% 94.97%

Virus MNIST 87.52% 85.45%

Experiment 3 | Virus MNIST 97.80% 90.08%
Malimg 95.44% 95.29%

MaleVis 89.48% 79.50%

Table 6.5: Training and Test Accuracy for Different Tasks

1. Experiment 1: (Malimg — MaleVis — Virus MNIST) is the Best Order
+ Test accuracy remained high across all tasks, suggesting minimal
forgetting.

293



+ Malimg was the most stable dataset, as its training and test accura-
cies matched.

* Virus MNIST retained 90.54% accuracy, indicating effective EWC ap-
plication.

2. MaleVis Suffers the Most Forgetting

In Experiment 3, when MaleVis was trained last, it dropped to 79.50%
test accuracy, indicating significant forgetting.
3. Virus MNIST Experiences Moderate Forgetting
* When trained first (Experiment 3), it retained 90.08% accuracy.
* When trained last (Experiment 2), its accuracy dropped to 85.45%,
suggesting some knowledge retention challenges.

4. Malimg is the Most Generalizable Dataset
* Malimg consistently maintained high test accuracy (94.97% - 95.29%
- 96.62%).
* This suggests that Malimg's malware family features are more dis-
tinctive and robust.

A consistent high accuracy is observed for all three datasets signifies that
ResNet-50 with EWC regularization, is much effective for Continual Learning
for malware classification without sacrificing accuracy from previous tasks.

The performance gap is much smaller across the tasks, illustrates that EWC
effectively mitigated catastrophic forgetting. This method suggests that the
selected model architecture and continual learning strategy are well-suited
for handling new malware types or evolving datasets in cybersecurity.

6.2 Conclusions

The experiments with GANs and U-Net with Continual Learning Classifier (CLClas-
sifier) demonstrated promising advancements in malware classification. GANs
helped generate synthetic malware images for augmentation, improving class
balance and model generalization. U-Net with CLClassifier proved highly ef-
fective in extracting detailed malware features and retaining prior knowledge
while learning new malware classes, addressing the challenge of catastrophic
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forgetting. The success of continual learning in maintaining accuracy across
evolving malware families highlights its critical role in real-world cybersecu-
rity, where malware constantly evolves.

The experiments in subsection 6.1.3 conducted across the Malimg, Male-
Vis, and Virus MNIST datasets evaluated the effectiveness of deep learning
and continual learning in malware image classification. ResNet-50 achieved
high accuracy across all datasets, demonstrating strong feature extraction ca-
pabilities. However, accuracy varied, with Malimg performing the best due
to distinct malware family features, while MaleVis exhibited slightly lower ac-
curacy due to greater intra-class variations. The Virus MNIST dataset also
showed promising results despite its smaller image size. To address catas-
trophic forgetting, Elastic Weight Consolidation (EWC) was implemented, al-
lowing the model to retain prior knowledge while adapting to new datasets,
ensuring stable performance across sequential learning tasks. Although EWC
introduced a slight computational overhead, it significantly improved long-
term knowledge retention, reinforcing the importance of continual learning
in dynamic cybersecurity environments, where malware constantly evolves.

The Table 6.6 is showing the comparison with literature and performance
of continual learning with all three datasets.
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Table 6.6: Experimental Results with Accuracy

Results
Experiment Malimg Virus MNIST MaleVis
Thosar et al, | X 93.45% X
2021 [225]
CNN
Wong et al., | Training Accu- | Training Accu- | Training Accu-
2021 [226] | racy: 99.14%, | racy: 86.36%, Test | racy: 95.01%, Test
ShuffleNet Test  Accuracy: | Accuracy: 85.79% | Accuracy: 93.91%
and DenseNet | 98.87%,
201 with
Transfer
Learning
Sharma et al., | Test accuracy: | X X
2020 [227] | 97.5%
CNN
Pant and Bista, | CNN: 98.2%, X X
2021 [228] VGG-16: 88.40%,
ResNet-18:
90.21%
Combination Training  Accu- | Training  Accu- | Training Accu-
of CNN and | racy: 100%, Test | racy: 93.18%, Test | racy: 96.70%,
RNN Accuracy: 98.05% | Accuracy: 92.72% | Test Accuracy:
94.51%
CNN Training Ac- | Training  Accu- | Training  Accu-
curacy: 100%, | racy: 99.71%, Test | racy: 99.82%, Test
Test Accuracy: | Accuracy: 91.25% | Accuracy: 90.05%
98.26%
ResNet-50 Training Accu- | Training Accu- | Training Accu-

Attention Net-
work

racy: 98.82%, Test
Accuracy: 97.91%

racy: 99.99% Test
Accuracy: 92.35%

racy: 99.67%, Test
Accuracy: 84.63%

GANs with Con- | Training Ac- | Training Accu- | Training Accu-

tinual Learning | curacy:  100%, | racy: 99.44%, | racy: 99.49%,
Test Accuracy: | Test Accuracy: | Test Accuracy:
98.61% 90.69% 82.07%

U-Net with | Training Ac- | Training Accu- | Training Accu-

Continual curacy: 100%, | racy: 99.43%, | racy: 99.57%,

Learning Test Accuracy: | Test Accuracy: | Test Accuracy:
99.41%, 90.98% 99.30%
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Combination of Ontology and
Deep Learning

7.1 Introduction

This chapter explores the innovative approaches to combine ontology and
deep learning. This combination will bridge the gap between two different
domains: Semantic Web and Deep Learning. At first, this chapter is trying to
combine these two fields with Domain Adaptation techniques. For that pur-
pose, the first experiment was carried out with ontology as source domain
and deep learning as target domain; the second Domain Adaptation experi-
ment utilizes Deep Learning as source domain and ontology as target domain.
For both the experiments results were discussed.

The next section of this chapter has produced three deep learning based
novel malware knowledge graphs by incorporating the developed ontology
from Chapter 4 with three distinct malware image datasets, respectively.

By analyzing the state-of-the-art provided in section 3.5 and section 3.6,
this chapter is trying to achieve following research gaps:

+ Domain adaptation methods, although effective in coordinating visual
features across domains, are related only to statistical distribution match-
ing. They have no semantic awareness, explainability, and the capacity
to incorporate domain knowledge.

* No existing literature integrated heterogeneous data sources like im-
ages and ontologies into a unified learning framework. Motivated by this
gap, our approach implemented domain adaptation techniques to align
image-based and ontology-based feature spaces, enabling the model to
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leverage both visual and semantic features and improve generalization
across two inherently different domains.

+ Cybersecurity knowledge graphs and ontologies provide rich semantic
structures to represent system-level interactions and malware behav-
ior. However, these systems tend to be static, manually composed, and
decoupled from real-time detection models. They do not learn or scale
with high-dimensional data like malware images.

+ Existing malware ontologies reach only as far as behavioural rule mod-
eling and are not integrated into data-driven learning pipelines. Most
knowledge graphs are constructed from text sources and do not engage
with deep learning outputs, so they are of lesser value for dynamic clas-
sification tasks.

Motivated by the gaps, this research introduced novel frameworks which
combine the strengths of both paradigms. The first one performs domain
adaptation from one source domain to another target domain. The second
one leverages the ontology not only as a classification target but also as a
foundation for generating semantically rich knowledge graphs. Both of the
methods enable interpretable, cross-domain malware detection, grounded
in both statistical learning and semantic reasoning.

7.1.1 Combining Ontology and Deep Learning with Domain
Adaptation

Ontologies offer the way of consistently representing knowledge, concepts,
and relationships of any kind on a given domain. In fact, consistent repre-
sentation provides a coherent way in which the knowledge will be systemati-
cally structured and organized, therefore easily understood and shared. Itis a
useful tool in knowledge management, sharing of knowledge, and the build-
ing up of knowledge bases; knowledge transfer within the same and differ-
ent domains can easily be adapted [241]. Through the technique of ontology
alignment, knowledge from one domain can be mapped to another and thus
allows insights, best practices, and lessons learned across diverse domains.
Ontologies promote knowledge reusability by encapsulating domain-specific
knowledge in a reusable format [242]. Once developed, ontologies can be
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reused across different applications, projects, and organizations within the
same domain, eliminating the need to recreate knowledge from scratch.

Scalability, versatility and high performance have made deep learning al-
gorithms an indispensable tool in a range of computer vision problems, from
simple image classification to a more complex task of synthesizing and un-
derstanding images [243]. Examples of deep learning models to learn hierar-
chical representations of the input data include CNN, RNN or transformers.
These models automatically extract features from raw data, capturing both
low-level and high-level representations relevant for the task at hand. Deep
convolutional neural networks have become the de facto standard for image
classification tasks [244]. Object tracking algorithms based on deep learning
make use of RNNs, such as LSTM networks or newer transformer-based archi-
tectures like Transformer, that model temporal dependencies for object track-
ing between video frames. These include generative models, such as GANs
and Autoencoders for image generation, image inpainting, super-resolution,
and style transfer, synthesizing realistic images from noise or incomplete in-
puts.

But in the case of Deep Learning algorithms, the requirement of labeled
data and domain shift between training and test data distributions are the
major challenges. Deep Learning models perform well if the training and
test data are coming from the same data distribution. Deep Learning mod-
els often fail to combine two datasets coming from significantly different do-
mains [245]. Here comes the concept of “Domain Adaptation". This approach
aligns the distributions of the source and target domains by learning domain-
invariant representations.

Definition 1. “Domain Adaptation is a technique to improve the performance
of a model on a target domain containing insufficient annotated data by using
the knowledge learned by the model from another related domain with adequate
labeled data 1."

Domain adaptation tries to bridge the gap in distribution between the source
and target by aligning their feature spaces or adapting classifiers to the new
domain [246]. Feature alignment approaches usually aim at mapping the fea-
tures from both domains to a common latent space where the distributions

Thttps://www.v71labs.com/blog/domain-adaptation-guide
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are more aligned [247]. This can be achieved by various techniques, adversar-
ial learning among them, where a domain discriminator tries to distinguish
source and target domain samples while the feature generator tries to con-
fuse it by minimizing this discrimination.

On the other hand, classifier adaptation aims at adapting a source-trained
classifier to target-domain performance, which typically involves fine-tuning it
using a target domain with limited labeled data or re-weighting these samples
in an attempt to find minimum source-target distribution discrepancies.

Both approaches try to minimize both marginal (overall distribution) and
conditional mismatch (distribution conditioned on the class labels of domains)
for better performance, improving model performance when then applied to
new, unseen data from the target domain.

Therefore we can assume domain adaptation as a game like structure be-
tween three players: the feature extractor, the domain discriminator and the
classifier. The feature extractor performs like a strategist which aims to learn
features that are useful for classification in the source domain while confus-
ing the domain discriminator about whether the sample is coming from the
source or target domain. The domain discriminator is attempting to correctly
distinguish the origin of the feature, i.e., whether it belongs to the source do-
main or target domain. While the classifier’s action is to focus on improving
the classification performance.
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7.2 Integration of Ontology and Deep Learning:
Source Domain: Ontology; Target Domain: Mal-
ware Image Dataset

Domain Shift
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®®

Malware beha\-ﬂgﬂrf"---
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Figure 7.1: Domain Adaptation from Ontology to Malware Image

Benefits:

Combining ontology-based knowledge representation with deep learning tech-
niques for domain adaptation offers several advantages in addressing the
challenges of transferring knowledge between different domains.

+ Semantic Alignment: Ontologies are structured representations of do-
main knowledge defined by concepts, relationships and axioms?. Align-
ing ontology concepts with the features extracted by deep learning mod-
els may reveal semantic similarities across different domains. By captur-

2https://www.obitko.com/tutorials/ontologies-semantic-web/what-is-ontology.ht
ml
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ing shared semantic information, it makes knowledge transfer from the
source domain to the target domain effective.

Feature Fusion: Deep learning models extract high-dimensional fea-
tures from raw data, which capture intricate patterns and representa-
tions [248]. Besides, ontology-based features are supposed to incorpo-
rate into deep learning features for more completeness of feature repre-
sentation. It enhances the capability of adaptation to the target domain
by introducing domain-specific semantic information from the ontology.

Ontology-Aware Loss Functions: These can be guided into the loss
function designs to encourage the learning of domain-invariant repre-
sentation by incorporating ontology-based constraints or objectives. For
instance, semantic similarity metrics derived from the ontology could be
incorporated into loss functions to urge the model to learn consistent
representations between domains. This helps in minimizing the domain
gap and improves the adaptation performance of the model.

Domain Specific Knowledge Injection: Ontologies capture domain-
specific knowledge regarding hierarchical relationships, constraints and
rules. Deep learning models can make use of such knowledge by in-
corporating domain-specific constraints or regularization terms during
training. For example, consistency with ontology-defined relationships
may be used to regularize the learning process to yield domain-adaptive
representations that adhere to domain-specific semantics.

Enhanced Interpretability: Ontology knowledge representation inte-
grated into deep models can enhance interpretability in domain adap-
tation. By aligning the concepts and relationships defined in ontologies
with learned representations, interpretation of model decisions and pre-
dictions are possible in terms of domain-specific semantics. This situa-
tion improves the process of comprehension and validation of the adap-
tation process at a higher degree.

Domain adaptation, which has combined ontology with deep learning, has

been pretty synergistic, enabling the strengths of both methodologies. Ontol-
ogy guided deep learning models can handle challenges in knowledge trans-
fer across diverse domains by integrating semantic knowledge representation
with data-driven feature learning while preserving domain-specific semantics.
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7.2.1 Methodology

The purpose of this Chapter is to integrate ‘Ontology’ and ‘Deep Learning’
by combining the features from the ontology (.owl) file and malware image
dataset. The behaviour (sequences of API calls) from the Ontology file which
was created in Chapter 4, was used as features for 'source domain’ and fea-
tures from malware image dataset was used as 'target domain’.

Domain adaptation is a technique that used to address the challenge of
learning from a source domain with labeled data and applying that knowl-
edge to a different but related target domain where labeled data might be
scarce or unavailable. In summary, it's about transferring knowledge from a
source domain to a target domain even when there are differences in their
distributions.

Though our experiment is quite challenging as it's an effort to implement
Domain Adaptation in between two inherently different domains: Ontology
and deep learning (malware image datasets).

Domain Adaptation from ontology to malware image datasets

1. Define Source and Target Domains:
* Source domain: Malware behaviour ontology (e.g., ontology em-
beddings).
+ Target domain: The target domain for this experiment is malware
image datasets (each of Malimg, MaleVis and Virus MNIST dataset).

2. Data Preparation:
* Source domain data:
Extraction or generation of feature representation from the source
domain e.g., ontology embeddings.
+ Target domain data:

After loading the malware image data, preprocessing techniques
like resize, normalization etc. were applied.

3. Define Feature Encoders:
* Source encoder: It's a simple neural network for embeddings de-
signed to map the source domain features into a shared latent space.
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+ Target encoder: A CNN model for images, was implemented to
map target domain data into the same latent space.

4. Define Classifier:

The classifier was defined to predict the classes.

5. Domain Discriminator:
* It's a neural network which tries to predict whether a feature is com-
ing from the source domain or the target domain.
* Domain Discriminator works simultaneously with Gradient Reversal
Layer (GRL) which enables the encoder to make source and target
features indistinguishable.

Figure 7.2 is showing the framework of domain adaptation from ontol-
ogy to malware image.

) Define y
Define Source and Prepare Feature Source Target
Target Domains Data \ Encoders / Encoder Encoder
Define Classifier
Define Domain
Discriminator
~
Training Loo Set up Define Loss Implement Gradient
2Rl Optimizer Functions Reversal Layer (GRL)
S

Figure 7.2: Domain Adaptation from Ontology to Malware Image

6. Gradient Reversal Layer (GRL):
* It's a special layer in domain adaptation, which works during the
backward pass to multiply the gradients.
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+ By doing this GRL enables the feature encoder to make source and
target features indifferentiable.

7. Training Loop:
(a) Forward pass:

« Pass source and target features to the latent space through the
source and target encoders respectively.

+ Concentrating source and target latent features for the domain
discriminator input.

 Gradient Reversal Layer (GRL) was applied before feeding into
domain discriminator.

+ Discriminator tries to predict source and target features.

(b) Computation of total loss after calculating classification loss and do-
main loss.
(c) Backward pass:
+ Backpropagation of total loss.
 During backward pass, the GRL's purpose is to ensure that the
encoder should get reversed gradients for domain loss.
* Thus the encoder produces domain-invariant features.

(d) Metrics:
+ Classification accuracy.
« Domain discriminator accuracy.

The experimental steps followed Algorithm 19 with terms and notation
provided in Table 7.1.
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Algorithm 19 Domain Adaptation from ontology to malware image
Input: Source dataset D;, Target dataset Dy, learning rate y, epochs E,
balancing parameter A
Output: Trained feature extractor F with classifier C
Initialize feature extractor F(-;0y)

Initialize label classifier C(-;6.)
Initialize domain classifier D(-;6,)
for each epoche=1...E do
Sample minibatch (xs,ys) ~ Ds, (x¢) ~ D
zs < F(xs;0f)
Zp < P(xt; 9f)
]Zs — C(Zs;' Qc)
ds < D(GRL(zs);6,)
d; < D(GRL(z);6,)
Les = — X ys.clog p(clzs; 6c)
Laom  BCE(ds,0) + BCE(d;, 1)
L < Leis + ALgom
Backpropagate L and update 6y, 6., 0,
Evaluate source classification accuracy on Ds
Evaluate domain accuracy on {Ds, D;}
end for
return F,C
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Table 7.1: Notation and Terms for Domain Adaptation Algorithm

Notation / Term

Meaning / Description

D Source dataset (labeled)

D; Target dataset (unlabeled or labeled)

n Learning rate for optimization

E Number of training epochs

A Balancing parameter or weighting factor be-
tween classification loss and domain loss

F(-;0¢) Feature extractor or encoder mapping input to
latent space; parameters 6«

C(-;6c) Label classifier to predict labels; parameters 6,

D(-;6,) Domain classifier predicting source vs. target
domain; parameters 6,

(xs,s) Minibatch of source inputs and labels

Xt Minibatch of target inputs

Zs, Zt Latent feature representations of source and
target after feature extractor

Js Predicted source labels from classifier C

ds, dy Predicted domain labels from domain classi-
fier D after GRL

GRL(") Gradient Reversal Layer; multiplies gradients
by —a during backpropagation to confuse do-
main classifier

Les Classification loss (cross-entropy) on source la-
bels

Liom Domain loss (e.g., BCE) for source vs target dis-
crimination

L Total loss: L = Lys + ALgom

0, 0c, 04 Trainable parameters of feature extractor,

classifier and domain classifier

Source classification accuracy

Accuracy of C(F(xs)) on source dataset

Domain accuracy

Accuracy of D(F(x)) in predicting domain label
(source vs target)
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Results

Table 7.2: Results of Ontology to Image Domain Adaptation
Dataset Train (%) Test (%) Dom. Train (%) Dom. Test (%)

MaleVis 99.56 87.53 55.73 47.00
Malimg 97.06 97.00 70.26 57.83
VirusMNIST 95.14 90.92 81.32 52.04

Table 7.2 is showing the experimental results with all three image datasets.

+ The models achieved high training and testing accuracies for all datasets
(MaleVis: 87.53%, Malimg: 97%, VirusMNIST: 90.92%).
+ MaleVis Dataset:
1. Domain Train Accuracy (55.73%) and Domain Test Accuracy (47%),
which suggest a good domain adaptation.
2. Herethe feature extractor succeeded in confusing the discriminator
and makes ontology features and MaleVis image features domain-
invariant.

+ Malimg Dataset:
1. Domain discriminator achieved 70.26% on training and 57.83% on
testing.
2. This indicates model learnt distinction between ontology and Mal-
img features but full invariance is not yet achieved.

* Virus MNIST Dataset:

1. The discriminator achieved high (81.32%) training accuracy. So on-
tology and Virus MNIST features are clearly distinguishable in train-
ing phase.

2. Domain test accuracy is 52.04%, that's a positive sign which sug-
gests the feature extractor successfully confused the discriminator
during testing and leads to a more balanced feature alignment.
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Novelty

In this experiment, labels are different for both ontology file and the malware
image datasets. The ontology (.owl) file was created by incorporating .csv files
which contain malware behaviour information and malware image datasets
have the images of several malware types. The ontology file and the malware
image files are not very much related to each other. This section is describing
the novelty of this experiment:

*+ Source-Target Modality Shift: Common domain adaptation experiments
generally align “different but related" domains e.g., image-to-image, text-
to-text. This study implements the “ontology-to-image adaptation" which
bridges structured knowledge representations with visual data.

* Ontology as Source Domain: A unique concept of this experiment is
to use ontology embeddings as source domain. Leveraging semantic
knowledge graph as the source domain is novel in malware analysis field.

* Integration of GRL: Incorporation of Gradient Reversal Layer [249] to
align semantic embeddings with image features enables the encoder to
confuse the domain discriminator and learn a shared latent space.

This process can effectively handle heterogeneous data types.

7.3 Integration of Deep Learning and Ontology:
Source Domain: Malware Image Dataset; Tar-
get Domain: Ontology

Cybersecurity threats are evolving fast especially malware which in the cur-
rentlandscape renders traditional signature-based detection ineffective against
metamorphic and zero-day attacks. While deep learning demonstrates much
promise for malware classification, generalization and explainability are usu-
ally problematic in these models.

This experiment considers Domain Adaptation, where the source domain
will be malware image datasets, for example Malimg, MaleVis and Virus MNIST,
and an ontology-based knowledge graph as a target domain. This deep learn-
ing with ontology fusion will provide the capability to transfer knowledge across
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these domains for improvement in accuracy, adaptability and interpretability
of malware detection.

1. Motivation

This experiment leverages Domain Adaptation, where malware image
datasets act as the source domain and an ontology-based knowledge
graph serves as the target domain. Figure 7.3 is showing the methodol-
ogy of the experiment. By integrating malware image with ontology, the

objective was:
* Enhance Generalization: Adapt features from malware images to

ontology-based knowledge graph that improves the detection per-
formance on different datasets.

* Improve Explainability: Integrating deep learning predictions with
structured knowledge graphs so that model decisions are more un-
derstandable.

This novelty closes the gap between purely data-driven and purely knowledge-
driven cybersecurity solutions and advances toward more adaptive, in-
terpretable and effective malware classification.

Target Domain

Source Domain
Ontology

exceplionexceptionexceptione

. . exceptionntallocatevirtualmem

exceplionntallocatevirtualmem
exceptionntaliocatevirtuaimem

Feature
Extractor

Input Image l

—
Ontology
Classifier Projector

Image [ Ontology }

Features Embeddings

Source N
Features Domain
[ G R L Discriminator
AN A

Figure 7.3: Domain Adaptation from Ontology to Malware Image
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2. Methodology
(a) Dataset Preparation

In this experiment,

Source domain is malware image dataset (either Malimg or
MaleVis or Virus MNIST).

+ Target domain is ontology embeddings.
« The motivation is to learn feature representation which should

be discriminative for the classifier but domain-invariant for the
domain discriminator.

(b) Data Preprocessing

Resizing of images and normalizing the pixel values.

Parsing the ontology file in Turtle or RDF format.

Extraction of all entities (subjects and objects) from the triples
of the ontology.

Assign embeddings: Each entity was assigned a vector of fixed
dimension.

This embedding can be projected into the feature space of the
image domain using a Ontology Projector.

(c¢) Model Development

Three main components of the model:

Feature Extractor is a CNN or pre-trained ResNet model which
extracts feature vector from an image.

Ontology Projector is a feed-forward network was incorporated
to map ontology embeddings into the same feature space as
the image features.

Domain Discriminator is a classifier which predicts whether
the feature is coming from the source domain (image dataset)
or the target (ontology) domain.

In this experiment also the domain discriminator is connected
through the Gradient Reversal Layer (GRL) which encourages
domain-invariant features.

(d) Loss Functions

Total loss was calculated by classification loss and domain adver-
sarial loss.

(e) Training Loop
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* Forward pass which computes source features, ontology fea-
tures and classification logits.

+ Classification logits apply the classifier head on the source fea-
tures (images) only to predict the malware class.

* Follwing the computation of classification and domain adver-
sarial losses, the backpropagation of total loss was conducted
and networks (feature extractor, classifier, domain discrimina-
tor) were updated.

(f) Feature Space Alighment
+ Ontology embeddings were mapped to the same feature space
with the image features by the ontology projector.
« Domain discriminator along with GRL ensures feature extractor
to produce features that should be indistinguishable between
domains.

(g) Metrics
« Classification accuracy was evaluated for the source domain.
« Domain discriminator accuracy was calculated to evaluate do-
main alignment (lower accuracy is better, which indicates better
domain-invariance).

The experiment follows Algorithm 20 with terms and notations were de-
scribed in Table 7.3.
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Algorithm 20 Image — Ontology Domain Adaptation
Input: Image dataset Ds, Ontology triples T, learning rate 5, epochs E, bal-
ancing parameter A
Output: Trained networks F,C, P, D
Extract entities £ from T
Initialize embeddings e € R fore € £
Define ontology projector P : Rms —s R%feat
for epoch=1...Edo
for (xs,ys) ~ Ds, er ~ € do

fs = F(xs)
ft = P(er)
zs = C(fs)
ds = D(GRL(fs))
dr = D(ft)

Lcls = CE(ZSryS)
Lgjom = BCE(ds,0) + BCE(ds, 1)
L= Lcls + )‘Ldom
Backpropagate L and update {F,C,P,D}
end for
end for
Return F,C,P,D
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Table 7.3: Terms and Notations for Image to Ontology Domain Adaptation

Term / Notation

Description

D Source domain dataset (image dataset)
T Set of ontology triples (subject, predicate, object)
& Set of unique entities extracted from ontology
(subjects U objects)
ecé An entity from the ontology
omp Dimensionality of ontology embeddings
e; € R%em Embedding of ontology entity e
F Feature extractor network (maps images to feature
space)
C Classifier network (predicts image class from fea-
tures)
P Ontology projector network (maps ontology em-
beddings to feature space)
D Domain discriminator network (predicts source/tar-
get domain)
Xs € Ds Image sample from source domain
Ys Class label of image sample x;
fs = F(xs) Image feature vector from feature extractor
fi = P(er) Ontology feature vector from projector
zs = C(fs) Classification logits for image sample
ds = D(GRL(f;)) | Domain logits for image features (source domain)
di = D(ft) Domain logits for ontology features (target domain)
GRL(+) Gradient reversal layer for domain adaptation
Les Classification loss (Cross-Entropy between z; and y;)
Liom Domain loss (Binary Cross-Entropy between d;, d;
and domain labels)
A Balancing parameter between classification and do-
main loss
L Total loss: L = Ly + ALgom
n Learning rate
E Total number of epochs
3. Novelty

(@) Cross-modal Domain Adaptation

This experiment connects two inherently different domains: image-
based source domain with a structured ontology-based target do-

main and effectively aligns the heterogeneous data modalities.

(b) Ontology-driven Feature Alighment
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Ontology projector was used to map ontology embeddings to the
same feature space as image features, that enables semantic align-
ment between visual and knowledge-based features.

(c) Domain Discriminator with GRL
Employing a gradient reversal layer (GRL) with a domain discrimina-
tor enforces domain invariance.

Results

Table 7.4: Results of Image — Ontology Domain Adaptation

Dataset Train | Test | Dom. Train | Dom. Test

MaleVis 99.98 | 87.01 52.01 52.01

Malimg 98.77 | 98.55 53.32 49.73
Virus MNIST | 95.34 | 91.64 53.32 53.32

Table 7.4 is showing the results of the image to ontology domain adaptation
experiments.

The table presents that classification pipeline works fine for all three ex-
periments.

Domain train and test Accuracy for all datasets is around 50-53%. There-
fore, the feature extractor is successfully confusing the domain discrim-
inator.

This indicates image features and ontology embeddings are aligned in
the shared feature space.

The objective of Domain adaptation is achieved for all three datasets.
The discriminator can’t distinguish the image and ontology features.

In this experiment, Malimg dataset performed better than other two
datasets as it produces high classification accuracy with good adapta-
tion performance.

MaleVis Experimental Results

Figure 7.4 is showing the confusion matrix of MaleVis dataset.
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Figure 7.4

Virus MNIST Experimental Results

Figure 7.5 is showing the confusion matrix of Virus MNIST dataset.
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Confusion Matrix for Malware Classification
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Figure 7.5: Virus MNIST Confusion Matrix

Malimg Experimental Results
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Figure 7.6 is showing the confusion matrix of Malimg dataset.
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Figure 7.6: Malimg Confusion Matrix

This Domain Adaptation experiment manages to combine malware classi-
fication using deep learning with knowledge representation using ontologies
to offer an enhanced form of malware detection. Using the malware image
dataset as the source domain and ontology-based knowledge graphs as the
target domain, the generalization, interpretability, and robustness of malware
classification have been achieved in this framework.

These results confirm that structured knowledge combined with deep learn-
ing could solve some critical challenges in data dependency, interpretability,
and adaptability within an evolving threat landscape of malware. This experi-
ment hence proved a proof-of-concept for hybrid Al techniques in cybersecu-
rity and moved one step further toward intelligent, interpretable, and adap-
tive malware detection systems.

Future work can be devoted to an update of the structure of the ontology,
feature alignment across domains, and the generalization of this approach
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for real-world threat detection.

7.4 Novel Malware Knowledge Graphs

This section presents advanced deep learning techniques combined with the
power of ontological frameworks to contribute significantly to semanticimage
classification or on populating a malware knowledge graph related to cyber-
security. Therefore, this section presents one more effort using these tech-
nologies with contributions concerning enhanced cybersecurity threat identi-
fication and threats intelligence organization. This research investigates how
deep learning can be combined with ontological knowledge representation
to further improve the semantic classification of malware-related images for
populating an extensive malware knowledge graph. Using the CNN based
on the architecture of MobileNetV2, we realize the image classification into
predefined malware behavior categories. These then will be integrated into
a knowledge graph encoded in RDF/OWL and further enhanced with infor-
mation about malware behaviors. This work narrows the gap between un-
structured image data and structured semantic representations, improving
the interpretability and usability of the results of classification in cybersecu-
rity applications. In this work, the proposed method now promises to pop-
ulate cybersecurity knowledge graphs more accurately and with contextual
information.

This research has designed three malware knowledge graphs using one
behaviour-based malware ontology by fusing it with three different malware
datasets. A knowledge graph can feed lots of rich, structured data into ma-
chine learning models. Similarly, patterns in the graph could be used to train
models to do a better job of malware detection and classification. This hy-
brid approach combines the strengths of deep learning (for image recogni-
tion) with semantic technologies (understanding relationships and context).
Knowledge representation in the form of malware data allows for intuitive-
ness of understanding and reporting. This, therefore, will let the security an-
alysts see the relations among various samples of malware, their behaviors,
and visual signatures, thus communicating findings to stakeholders easily, as
well as making decisions based on data. Here are some key aspects of the
novelty of this experiment:
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1. Integration of Deep Learning with Knowledge Graphs:

+ Image Classification to RDF: This experiment combines image clas-
sification using a deep learning model: MobilenetV2 with the con-
struction of a knowledge graph. The results from the classification
of images by the model populate an RDF graph, linking image in-
stances to ontology classes.

+ Automated Knowledge Graph Population: The novelty of auto-
matically populating a knowledge graph based on the predictions of
image classification is that this allows dynamic and scalable Knowl-
edge graph generation from visual data [250].

2. Semantic Enrichment of Visual Data:

+ Use of Ontologies: The experiment is designed by using an OWL
ontology file to set the structural form of the knowledge graph. This
ontology provides a formal framework for describing the various re-
lationships among concepts, thus populating semantically enriched
classified images.

+ Connection Between Visual and Semantic Domains: Using visual
data with associated semantic concepts from the ontology creates
a direct link between the visual or image classification domain and
semantic or ontology-based domain [251]. Such a link enables fur-
ther advanced queries and inferences to be derived from the visual
data.

3. Scalability and Flexibility:

+ Scalable Knowledge Graph Construction: The approach is scal-
able, as it can be used on large datasets; with the processing and
classification of new images, it automatically updates the knowl-
edge graph.

* Flexibility in Ontology Use: The method is flexible because it can
be applied to different ontologies depending on the domain of in-
terest. The same framework can then be adapted to various do-
mains by changing the underlying ontology and the dataset used
for training the image classification model.

4. Visualization and Interaction with Knowledge Graphs:
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* NetworkX and PyVis for Visualization: The experiment leverages
NetworkX to transform the RDF data into a graph format and PyVis
to visualize the resulting knowledge graph. This visualization assists
in understanding the relationships between classified images and
the semantic concepts they represent.

* Interactive Exploration: With the generation of a knowledge graph
that can be visualized and explored interactively, the users gain in-
sightinto the relationships between images and their classifications,
perhaps not as readily apparent in traditional image classification
tasks.

7.4.1 Methodology

The methodology of this experiment mainly includes the following parts: data
preparation, model training, knowledge graph population, and visualization.
In particular, each of the above-mentioned steps is described as follows:

1. Dataset Preparation

+ Data Collection: An ontology-based malware behavior knowledge
graph was developed in Chapter 4 to capture the behavior of meta-
morphic malware. In this experiment, this ontology is used for in-
tegrating with three malware image datasets: Malimg, MaleVis, and
Virus MNIST, respectively.

This domain ontology was incorporated with the a benchmark meta-
morphic malware behaviour dataset® to produce the final output
ontology* which is capturing the malware behaviour. Figure 7.7 and
7.8 are showing the behaviour of Trojan and Virus respectively.

Shttps://raw.githubusercontent.com/ocatak/malware_api_class/master/sample_ana
lysis_data.csv
“https://github.com/ipsrychow/Malware-0Ontology-Graph
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Figure 7.8: Behaviour of Virus

* Inthis work, malware image datasets were gathered and organized.
Each image is categorized into the pre-defined malware behavior

classes.
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+ Data Preprocessing: Resize images to a uniform size and normal-
ize pixel values to the range [0, 1].

2. Model Architecture and Training
* Model Selection: MobileNetV2 was selected for its efficiency and
strength. Initialize it with weights pretrained on ImageNet, exclud-
ing the top layer.

* Model Customization: Added a global average pooling layer and
a dense layer with softmax activation to adapt the model for the
specific classification task.

3
; Processed iti
. ) Processing Initial :; Bottleneck
MaleVis/Malimg :> Layer Image Convolution Layer 1
/Virus MNIST Datasets

v
g

Bottleneck
Softmax <:| Fully Connected <:| GIobaIAverage <:| Convolution 2D <:| Layer 16
Activation Layer Pooling

Figure 7.9: MobileNetV2 Architecture to process the Image Dataset

Figure 7.9 is showing the MobileNetV2 architecture for this experi-

ment.
+ Compilation: Compiled the model with the Adam optimizer and

sparse categorical cross-entropy loss function.

* Training: Train the model on the training dataset and validate its
performance on the testing dataset over some pre-defined number
of epochs.

Table 7.5 is showing the classification results of three image datasets
after training.
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Table 7.5: MobileNetV2 Experimental Results

Results
Dataset Train Accuracy Validation Accuracy
Malimg 87.98% 83.83%
Virus MNIST 85.39% 79.53%
MaleVis 95.67% 77.88%

The motivation of this experiment is to produce a meaning knowledge
graph with ontology and malware image datasets. Because of this rea-
son, this image classification result (Table 7.5) was not compared to the
other experimental results in previous chapters.

3. Image Preprocessing for Prediction Image Loading: Design a function
for loading images to be predicted and ensure standardization in image
size and normalization.

4. Knowledge Graph Construction:

* RDF Graph Initialization: Initializing a RDF graph with the help of
RDFlib library.

+ Ontology Loading: Load the ontology from an OWL file to an RDF
graph.

+ Graph Population: Populate the RDF graph with nodes represent-
ingimages and edges representing predicted classes along with their
relations to broader malware behavior ontology nodes. Figure 7.10
is showing the knowledge graph population for the experiment.
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Figure 7.10: Knwledge Graph Population to create the ontology with Image
Dataset and .owl file

Load Model and
Dataset

5. Knowledge Graph Visualization:

+ Conversion to NetworkX: The RDF graph is converted into a Net-
workX graph to facilitate its visualization.

+ Graph Visualization: Visualize the NetworkX graph using PyVis li-
brary by showing nodes and edges along with their respective labels
and relationships.

6. Integration and Analysis
* Semantic Integration: Include the malware behavior data in the
knowledge graph along with image classifications for better seman-
tic analysis.

+ Evaluation and Analysis: Assess the performance of the model
and analyze the populated knowledge graph to gain insights on mal-
ware behavior and detection.

Figure 7.11 is showing the whole architecture of the experiment.
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Figure 7.11: Architecture of the Experiment for Novel Knowledge graph Gen-

eration

The experiment was built according to Algorithm 21 with terms and nota-

tions were described in Table 7.6.
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Algorithm 21 Malware Image Classification — Ontology Integration

Input: Dataset D, Ontology O, base model M, epochs E, batch size B, image
size (H, W)
Output: Trained model M*, RDF graph G
Load ontology O into RDF graph G
Extract classes C from D and encode labels
Sp'lt D into Dy, 4in, Diest
Define preprocessing preprocess(-)
Initialize model M with pretrained weights
Add classification head
Compile M with optimizer, loss, metrics
for epoch=1...Edo

Train M on Dy,,;,,, Validate on Dy
end for

for each image x; € D do

yfmi = M*(preprocess(x;))

img; = URIRef(image_id)
cls’™ = URIRef(predicted_class)
clsi"™¢ = URIRef(true_class)

pred)

Add triples: (img;, rdf : type,cls;
Add triples: (clsfmd, rdf : type, clsie)
Add image data URI

end for

Serialize RDF graph G
Return M*, G
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Table 7.6: Description for Image Classification to Ontology

Symbol / Term Description

D Image dataset containing malware images and labels
Dy, 4in, Diest Training and testing subsets of D
C Set of class labels in D
M Base CNN model (e.g., MobileNetV2)
M* Trained CNN model
E Number of training epochs
B Batch size for training
(H,W) Height and width of input images
X; Individual input image from D
f”d Predicted class label for image x;
true True class label for image x;
O Ontology file (OWL/Turtle)
G RDF knowledge graph integrating images and ontology
img; RDF node representing image x;
clsf”"d RDF node representing predicted class of x;
clstre RDF node representing true class of x;

imageDatalURI  Base64-encoded image stored in RDF
preprocess(-) Function to resize, normalize and augment images

Results and Discussion

This research produced three novel knowledge graphs with malware behaviour
based ontology and malware image files using deep learning. Here are the vi-
sualizations of the knowledge graphs:

* MaleVis Dataset with Ontology Visualization

The MaleVis dataset® is designed for vision-based malware recognition
and includes images generated from 25 malware classes and 1 legiti-
mate software class. It offers 9,100 training and 5,126 validation RGB
images in resolutions of 224x224. The dataset can be used with various
deep learning frameworks.

Figure 7.12 is showing the images of a Class ("Allaple") of MaleVis dataset
with a Class ("Worm") of the malware behaviour ontology. Figure 1.1 is
showing all the classes of MaleVis dataset and malware ontology.

>https://web.cs.hacettepe.edu.tr/~selman/malevis/
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Figure 7.13: Classes of MaleVis Dataset with Malware Ontology

329



* Virus MNIST Dataset with Ontology Visualization

The Virus-MNIST dataset [178] comprises grayscale images that were
created from malware files designed for training and testing of machine
learning models in malware detection. This dataset is structured simi-
larly as newer MNIST dataset that includes images from virus binaries.
It provides an avenue for both researchers and practitioners to study all
the various techniques of cybersecurity classification.

Normally, all images are of size 32x32 pixels to allow the employment
of most standard image classification models. Virus-MNIST constitutes
images corresponding to some malware family or type, with a class cor-
responding to one type of malware. Just like the MNIST for classes per
number from 0 to 9. Figure 7.15 is showing the images of a Class ("9")
of Virus MNIST dataset with a Class ("Virus") of the malware behaviour
ontology. Figure 7.14 is showing all the classes of Virus MNIST dataset
and malware ontology.

v
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Adware
Backdoor
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Trojan

P00 Value_Partition
Virus

Worm

Figure 7.14: Classes of Virus MNIST Dataset with Malware Ontology
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Figure 7.15: Visualization of Virus MNIST Dataset with Malware Ontology

+ Malimg Dataset with Ontology Visualization

The Malimg dataset® is one of the popular datasets used in malware
classification. It contains 9,339 grayscale images representing 25 differ-
ent malware families. The images in the dataset are generated from
malware binary files and this gets converted into visual representations,
which makes it useful for machines learning and deep learning applica-
tions in cybersecurity.

Figure 7.17 is showing the images of a Class ("Lolyda.AA1") of Malimg
dataset with a Class ("Virus") of the malware behaviour ontology. Figure
7.16 is showing all the classes of Malimg dataset and malware ontology.

®https://www.dropbox.com/s/ep8qjakfwhirzk4/malimg_dataset.zip?dl=0
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Figure 7.17: Visualization of Malimg Dataset with Malware Ontology

Evaluation Results

In this experiment, the knowledge graphs were saved in ".rdf format.
Evaluation was done with a neural network model. Here are the steps:

1. Loading Ontologies: The notebook loads different ontologies rep-
resented in RDF (Resource Description Framework) format.

2. Generating Embeddings: It generates RDF2Vec embeddings for
the entities in the ontologies. These embeddings represent the en-
tities in a vector space.

3. Preparing Labeled Data: It prepares labeled data from the embed-
dings for a binary classification task.

4. Creating Graph Data: It constructs graph data structures for the
use with neural networks.

5. Model Definition and Training: It defines, compiles and trains a
neural network model (e.g. an LSTM model) on the graph data.

6. Evaluation: The model is evaluated with training and validation ac-
curacies.
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This chapter developed three novel ontologies with malware image and
behaviour dataset. These ontologies and another open source malware
ontology (MALONt ( [252])) were evaluated with the LSTM network.

Table 7.7: Evaluation Results

Results MaleVis | Virus Malimg MALONt
Ontology | MNIST Ontology
Ontology
Training 53.62% 51.90% 53% 63.79%
Accuracy
Validation | 50.93% 50.92% 50.86% 38.16%
Accuracy

Our developed ontologies produced more Validation Accuracy than ‘MAL-
Ont'. These three malware image and behaviour ontologies contain more
data points than ‘MALONt'.

Shared knowledge graphs help an organization to share useful informa-
tion across their network and promote collaborative Threat Intelligence.
The nature of the semantic graph ensures that the data will keep on rep-
resenting meaningful relations even outside an individual environment,
which simplifies further the task of various teams to grasp the data un-
derlying the malware for much-needed coordinated defense.

Knowledge graphs will make the automated security tools more capable
of performing threat detection, correlating events with security, and au-
tomated response actions. The structured data in the knowledge graph
makes informed decisions easier to reach.

Malware Strain Identification

Malware image datasets were trained by the MobileNetV2 model to cat-
egorize different malware strains with their corresponding class labels.
Based on the visual patterns the model learns to classify the malware
images according to its predefined classes. Here are the steps involved:

1. Ontology Integration:
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The RDF graph that was created using OWL file was structured to
present different malware families and their behaviours (API call se-
qguences). The ontology was structured to represent different mal-
ware strain knowledge as it can capture the relationships between
the classes and behaviours.

2. Populating the Knowledge Graph:

The model is able to predict different malware classes (strains) to
which it belongs after training and processing. Images were added
to the knowledge graph with corresponding nodes. The nodes were
enriched with information like image's base64 data URI for visual-
ization after linking to the strain classes.

RDF triples represent the relationship between the images and pre-
dicted malware strains.

3. Behavioural and Strain Differentiation:

Malware strains can be identified and differentiated by the knowl-
edge graph depending upon visual patterns (learned by the deep
learning model) and predefined behaviors (encoded in the ontol-
ogy). The ontology's hierarchical structure includes the predicted
malware strains linked with associated behaviours so the system
canidentify visually similar malware strains based on their behaviour.

The current experiment is not directly performing the prediction of new
generation malware classes, however, it can efficiently capture and map
the malware behaviour and malware image datasets. Therefore, the
proposed framework implements a strong foundation for predicting new-
generation malware classes by aligning image features and ontology em-
beddings within a shared semantic space which will allow the framework
for generalization to unseen or evolving malware behaviours.

7.5 Conclusions

The developed experiment on Domain Adaptation shows the integration of an
ontology file with malware image datasets. It connects structured ontological
data with unstructured image data through a semantic bridge, thereby en-
hancing complex queries and deeper insights from both domains. This exper-
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iment demonstrated that such integration is feasible and profitable, enabling
enhanced semantic understanding and the possibility of exploiting these con-
nections for a variety of applications, such as semantic search, automated
reasoning, and data enrichment.

This approach has underlined the need for careful alighment among differ-
ent data sources, detailed annotation of data, and enrichment with semantic
metadata. Though compatibility and scalability challenges are there, this ex-
periment will open the way for sophisticated domain adaptation techniques
that could enhance knowledge discovery and interoperability across diverse
datasets.

One of the effective methods for domain shift involves domain adaptation
CNNs, which allow a model trained in one domain to generalize to another.
Alignment of features, adversarial training, and transfer learning are effective
approaches that empower CNNs with the capacity to adapt to new domains
with very few labeled data. This is thus very helpful in practical applications
where domain-specific data could be scarce or very different from the source
domain. Integrating ontologie files can further enrich the adaptation process
by incorporating domain-specific knowledge into the learning process of the
CNN.

The combination of Ontology (or Knowledge graph) with Deep Learning to
develop a malware knowledge graph using malware image datasets will try to
contribute a new knowledge based and data driven framework in the secu-
rity domain. Previous malware knowledge graphs [253] and [254] presented
threat intelligence and based on RDF triples.

In this research, the approach was taken to develop a knowledge graph
from a benchmark malware dataset by integrating deep learning and knowl-
edge graph based algorithms. This malware knowledge graph will be helpful

+ To provide malware knowledge or cyber knowledge in a structured for-
mat to accommodate massive volumes of cyber data.

* Relationships among the entities and attributes of the image dataset will
facilitate the machine to learn automated reasoning on malware knowl-
edge.

+ As cybersecurity domain is always heterogeneous and complex a well-
structured knowledge representation framework will be able to allocate
huge amount of cyber information.
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+ As Knowledge graph is a network infrastructure it can be used to under-
stand information flow, new malware knowledge, attack patterns also
fusion of other data.

* Incorporation of deep learning to develop a malware knowledge graph
will facilitate the anomaly detection method to understand anomaly pat-
terns and anomaly description.

* Animage based malware knowledge graph in cyber security domain will
be a structured format to have knowledge about malware image identi-
fication, hash values and pixel values.

Aknowledge graph can store historical data, which would allow for analysis
of malware trends over time. The historical perspective will be of great use in
predicting future threats and understanding how the TTPs (tactics, techniques
and procedures) of malware have changed [255]. This Chapter presents a new
approach to improving cybersecurity intelligence by taking advantage of deep
learning for semantic image classification and using ontology for populating
the malware knowledge graph. These technologies, when put together, pro-
vide unparalleled detection and contextualization of cyber threats.

Our experiment is novel in constructing the knowledge graph by integrat-
ing deep learning-based image classification with semantic web technologies,
particularly the construction of the RDF-based knowledge graph. This ap-
proach allows the experiment to bridge the gap between unstructured visual
data-images-and structured, machine interpretable knowledge representations-
knowledge graphs. The novelty of this experiment is the seamless integra-
tion that will be achieved between a task of image classification and semantic
web technologies for constructing a knowledge graph. Such an approach will,
apart from automating the population of a knowledge graph, enrich it with
semantic relationships for powerful advanced information retrieval, analytics,
and decision-making upon varied domains. This knowledge graph that would
result can be queried using SPARQL or any other query language, which al-
lows the construction of very complex queries based on the visual content
and semantic relationships defined by the ontology.

It also integrates malware behaviour with the images in a knowledge graph
to finally provide a rich dataset for further research. These fully open new
ways of researching how visual characteristics and behavioral patterns of mal-
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ware are connected and therefore can be useful when building new cyberse-
curity technologies and methodologies.
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Discussions

8.1 Malware Behaviour Ontology

In Chapter 4, the research addresses a critical aspect of malware detection by
implementing an ontology-driven framework to capture dynamic malware be-
haviour, with a distinct focus on metamorphic malware. In the ever-evolving
era of Big Data and IoT, understanding new generation malware behaviour is
a complicated but crucial task for security domain. Common detection meth-
ods, such as signature based and anomaly based techniques, cannot cope up
properly with the rapidly evolving nature of anti-detection malware.

Malware writers use sophisticated techniques like code obfuscation, en-
cryption, decryption and translation, rewriting to generate polymorphic and
metamorphic malware samples. These malware generations can continu-
ously alter their code in every iteration to evade traditional detection mech-
anisms, making them extremely challenging to detect by the conventional
systems. Different malware families exhibited their behaviour by producing
absurd opcodes which have been captured by the dynamic and adaptable
ontology-based model proposed in Chapter 4.

The proposed ontological approach is novel due to its structured and for-
mal representation of malware behaviour knowledge. The existing signature-
based and anomaly-based detection methods show a number of limitations
like, false positive rates, feature selection for training, time complexity and
incapable to detect new attack. This dynamic ontological model can be ex-
panded and adaptable to accommodate new datasets like, API call sequences,
malware images etc.
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Chapter 4 highlighted the use of ontology-oriented programming, enabling
real-time data integration and updating of malware behaviors, which provides
a level of automation and adaptability which is missing from many other ap-
proaches. Other ontological frameworks like, MALONt has provided a con-
structive architecture of threat intelligence which includes information about
different cyber threat use cases. But didn't include any real-time malware
datasets which limits this frameworks to handle new generation malware vari-
ants with advanced evasion techniques. In comparison, our proposed frame-
work is designed to capture complex malware behaviour, by adding new indi-
viduals in the model, making the architecture highly adaptable for the cyber
security datasets.

The significant contribution in this ontology is to incorporate metamor-
phic malware behaviour in the form of sequential API calls. This ontology
presents a concrete and novel understanding for malware behaviour through
the changes of absurd opcodes in every iteration with the morphing engine.
This framework could help the cyber security professionals to develop sophis-
ticated detection mechanisms. Future enhancements could include continu-
ous refinement and expansion of this ontology to integrate more real-time
datasets. This ontology could adapt the continuous emerging threats and
help in identifying and mitigating advanced malware related threats.

The comparison with existing ontologies like MALONnt and Swimmer's On-
tology shows that the proposed ontology performs well in terms of attribute
richness, class richness, and inheritance richness. However, continuous eval-
uation and refinement are necessary to ensure the effectiveness of the on-
tology to capture more dynamic and complex behaviour and exploring its in-
tegration with other cyber security datasets. Chapter 7 of this thesis has a
contribution towards more expanded versions of this ontology.

8.2 Deep Learning based Techniques

In Chapter 5, the experiments reflect the transformative nature of Al in mal-
ware classification. In this section, some of the key insights were found by us-
ing these experiments on advanced deep learning architectures, particularly
their strengths and limitations as well as the opportunities in the application
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of these advanced architectures in cybersecurity.

* Model Performance and Generalization: The deep learning models
used are ResNet-50, CNNs, which can highly capture patterns within the
images used in these datasets. High performances between the training
and testing phases also represent generalization by the model, though
there’s a slight decline of performance at testing, indicating an opportu-
nity for the refinement of further modeling.

+ Feature Extraction: Automated feature extraction has made deep learn-
ing models excel where earlier models, depending on the necessity of
feature engineering, struggled in the earlier domain-specific process.
This ability could be easily noticed in experiments when models would
perfectly identify patterns hidden in malware images. It was possible be-
cause hierarchical features, which may range from edges to more com-
plex textures, helped classify such finely nuanced data in deep networks.

+ Architectural Advancements: The experiments utilize state-of-the-art
architectures, which are scalable and efficient when dealing with high-
dimensional data. Through residual connections, ResNet-50 was able to
counter the vanishing gradient problem and allowed deeper networks to
learn. Meanwhile, CNNs captured spatial and structural dependencies
very effectively, suited for image-based classification of malware.

+ Data augmentation and synthetic data: Enriched datasets were pro-
duced by using data augmentation techniques and synthetic data gen-
eration via GANs in order to alleviate class imbalances and data scarcity.
GANs not only augmented the datasets but also increased model ro-
bustness by exposing networks to diverse data distributions. Such an
aspect is very important for cybersecurity, in which the nature of mal-
ware makes it dynamic; hence, it requires adaptable yet robust models.

+ Challenges faced: Several challenges were also encountered despite
these promising results: overfitting, especially in smaller datasets, in-
dicates that regularization techniques and more effective strategies in
augmenting data are required.

Overall, deep learning experiments depicted enormous potential that
sophisticated Al techniques bring to automation as well as better mal-
ware detection. Although results seem promising, further exploration
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on the innovative architecture of models, effective training strategy, and
adversarial robustness becomes necessary as well to be capable of evolv-
ing and overcoming security issues in cyberspace.

In Subsection 5.2.12, the experiment involved, Residual Networks (ResNet-
50) with an Attention Module were used to classify malware images from the
datasets using PyTorch. The model adopted convolution layers, combined
with batch normalization, residual connections, for extracting the features
and also classifying them. Results showed that ResNet obtained high accu-
racy, thereby explaining its efficiency in terms of distinguishing between dif-
ferent malware types.

1. Channel Attention and Spatial Attention:

+ Channel Attention: The experimentincludes a mechanism of chan-
nel attention, a technique that emphasizes the network sensitivity
to the mostinformative feature maps. This mechanism basically ag-
gregates spatial information across each channel employing global
average pooling and then allows a Multi Layer Perceptron (MLP)
learning a set of weights to pinpoint important channels of inter-
est. Weighted feature map results are derived and applied where
significant features in the given feature maps amplify while sup-
pressing less relevant ones. This helps the model focus on which
channels (features) are more critical for classification, thus enhanc-
ing the overall feature represented.

+ Spatial Attention: Along with channel attention, a spatial atten-
tion mechanism was introduced to aid the model in determining
the most relevant spatial regions within an image. This mechanism
applies convolutional layers to the input feature maps to generate
a spatial attention map that highlights important regions in the im-
age. This model focuses more on spatially important regions that
can distinguish more between classes in the presence of complex
patterns or backgrounds in the malware images. This approach be-
comes very helpful whenever specific spatial patterns are used as
indicators of some malware types.

2. Impact of Attention Mechanisms on Model Performance:
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* Theinclusion of modules of channel and spatial attention in ResNet
helped focus on the vital features and localizing the input regions,
resulting in better discrimination ability. Those mechanisms en-
hanced good feature extraction of images by their focus on a few
critical areas, which brought accuracy in many classification tasks
into focus.

+ The model mightlearn more robust representations of the malware
images by dynamically adjusting the focus on different channels
and spatial regions during training. This adaptability is particularly
valuable in malware classification, where subtle differences in tex-
ture, shape, and structure can be the difference between classes.

3. Model Training and Evaluation:
* The experiment utilized stochastic gradient descent (SGD) with mo-

mentum to train the model, along with a learning rate scheduler to
fine-tune the learning process. The use of attention mechanisms
added minimal computational overhead while significantly enhanc-
ing the model’'s performance.

* The model's evaluation showed high accuracies, indicating that the
attention mechanisms successfully contributed to improving the clas-
sification results. The attention-enhanced model was able to iden-
tify and focus on the most informative features, leading to better
generalization on the test set.

4. Visualization and Insights:

* Visualizations of the model's performance, including training and
test loss, as well accuracies, provided insights into how the atten-
tion mechanisms influenced learning. The consistent reduction in
loss and improvement in accuracy over epochs demonstrated the
effectiveness of incorporating attention into the model.

* Visual testing of test images with their true and predicted labels
were also presented to show that difficult cases are accurately clas-
sified by the model. A qualitative evaluation Highlighted the at-
tention mechanism and its importance in extracting significant fea-
tures in images.

343



In summary, the experiment well showed the usability of channel and spa-
tial attention integration in a ResNet architecture that would be in malware
image classification. These channels of attention actually enhanced the strength
of the feature focusing ability while the model exploited the spatiality of re-
gions significantly to improve classifications. This underlines the significant
role of possible applications of using attention mechanisms, deep learning
applied in cybersecurity-based approaches, refined ways of defining and clas-
sifying malware.

8.3 Deep Learning with Continual Learning

In Subsection 6.1.2, the experiment investigated the use of a U-Net-based ar-
chitecture for a CL classifier. The U-Net model acted as a feature extractor,
whose output was fed into a simple fully connected network to classify im-
ages across multiple tasks. The experiment aimed to evaluate the classifier's
performance using transfer learning on a dataset of images while employing
techniques like Elastic Weight Consolidation (EWC) to mitigate catastrophic
forgetting, a common issue in continual learning.

In the case of image classification, U-Net-the model originally devised for
semantic segmentation was reemployed here by its encoder-decoder struc-
ture to derive deep features from the images. A classifier trained on a tasks-
divided data set was allowed to retain prior task knowledge as the model
would use EWC to update a model with the addition of new tasks. This will
be achieved by retaining the learned parameters of the previous tasks while
adding a regularization term to the loss function.

The results of this experiment proved that the architecture of the U-Net
model, combined with continual learning strategies, yields good classification
accuracy over tasks. It is evidenced in the smooth and steady increase of
performance throughout training. However, while the experiment showed
promising results, there are some areas that could be further improved:

* Performance Enhancement: The accuracy of the classifier could be
possibly enhanced with extensive hyperparameter tuning, a more so-
phisticated classifier network, or through using a much larger dataset
that better captures the variability.
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* Model Complexity: The complexity of the U-Net model itself, partic-
ularly the encoder-decoder structure, would have to be optimized in
terms of the actual segmentation task as compared to just using the
classifier model.

Experiment also demonstrates a potential integration point of the U-Net
into a Feature extractor within the CL framework. Future work may include
using more extensive datasets, extended EWC tuning, and the use of other
advanced continual learning algorithms to improve a robust classifier model.

In Subsection 6.1.1, the experiment stresses the potential advantages of
combining GANs with continual learning frameworks. One important benefit
of applying GANs in this case is the possibility of generating further training
samples, especially when there are limited amounts of data available. The
GAN successfully produced synthetic samples that supplemented the origi-
nal dataset, preventing overfitting and allowing the classifier to better learn
complex patterns.

However, several challenges exist. The quality of GAN-generated images
has much importance in determining the success of data augmentation; noisy
training data can degrade classifiers’ performance if images are poorly gener-
ated. Furthermore, fine-tuning both the parameters of GAN and the classifier
is crucial; producing suboptimal configurations may deter convergence or un-
stable training.

Moreover, the continual learning classifier employed elastic weight con-
solidation (EWC) to mitigate catastrophic forgetting. The use of EWC helps
preserve knowledge from previously learned tasks by penalizing changes in
the model's important parameters. While this approach worked well in this
experiment, scaling it to more complex tasks or datasets might require further
optimization of the regularization hyperparameters and careful selection of
Fisher information updates.

Overall, the experiment demonstrates good results of a combination of
GANSs with continual learning. Future work might be focused more on sophis-
ticated techniques for balancing real and synthetic contributions and improv-
ing stability and scalability within the learning framework.

The experiment demonstrated the use of GANs for data augmentation and
enhancing a classifier's performance in a setup of continual learning. The gen-
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erator was trained very well to output new, real images from noisy random
inputs; these images formed the augmented version of the data set. Thus, the
same classifier was updated on both data sets: one the original and the other
the augmented by GAN, which improved generalization and robustness.

The performance of the classifier, measured both in terms of training loss
and accuracy, suggests a steady improvement, which means the augmenta-
tion strategy improved the learning process. The utilization of GAN-generated
samples adds more training data to the model, allowing the model to pick up
on features that are generally hidden in the dataset. The test accuracy, as re-
ported at the end of the experiment, indicates the model generalized very well
to unseen validation data and reinforces the effectiveness of the approach
with data augmentation.

In Subsection 6.1.3, the experiment focused on the use of continual learn-
ing techniques, such as Elastic Weight Consolidation (EWC), for malware clas-
sification across three different datasets: Malimg, MaleVis, and Virus MNIST.
All the datasets were challenging due to their image styles, resolutions, and
class distributions. The experiment used ResNet-50 architecture, which can
handle catastrophic forgetting in sequential learning tasks while maintaining
robust classification performance. Key findings include:

+ Continual Learning with EWC: The introduction of EWC offers a sig-
nificant innovation in preserving knowledge across multiple tasks. The
model penalizes the deviation from the parameters that are important
to the prior tasks, as calculated from the Fisher Information matrices.
The method is highly effective in alleviating catastrophic forgetting, which
typically affects traditional deep learning models trained on sequential
tasks. The experiment demonstrates that after training on the subse-
guent datasets, the model still enjoys high accuracy for earlier tasks and
therefore reflects strong knowledge retention.

+ Unified Model for Diverse Datasets: All malware sample classification
is now performed using only one ResNet-50 on datasets with fundamen-
tally different characteristics: Malimg metamorphic malware focuses on
visual patterns, MaleVis on real obfuscation and Virus MNIST on very
fine-grained classification of artificial malware images. Consistent good
performance across those datasets shows generalization and adapting
to different kinds of malware images.
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+ Use of Transfer Learning: The experiment uses a pretrained ResNet-
50 architecture by exploiting the convenience of transfer learning, which
actually does considerably speed up convergence and allows for higher
performance. Such a method also balances out lower computational
overhead associated with training from scratch and benefits consider-
ably from features learned on large-scale natural-image databases. This
innovative application of transfer learning in malware image classifica-
tion represents a step forward in applying computer vision techniques
to cybersecurity challenges.

8.4 Combination of Ontology and Deep Learning

In Chapter 7, we successfully developed a Domain Adaptation CNN in Sub-
section 7.1.1 by integrating the ontology file with the three malware image
datasets, respectively. These datasets respectively underwent understand-
ing of the ontology structure, annotating the image dataset, converting anno-
tations into RDF format, and linking these annotations to relevant concepts
within the ontology. This integration allows knowledge to be presented uni-
formly from both Domains, in addition to the improved semantic capabilities
to facilitate querying and insights into the datasets.

The experiment highlights several key points in the context of integration
with domain adaptation:

+ Ontology and Dataset Alignment: Predefined ontology Integration with
a dataset from another domain is aligned carefully in terms of concepts
and properties. In this experiment, the integration was completely de-
pendent on meaningful links found between the ontology classes in the
ontology file and the annotations in the malware image dataset. This
would involve manual mapping and domain expertise, which is challeng-
ing and time-consuming.

+ Scalability and Automation: As the complexity and size of datasets
grow, scalability becomes a concern. Automating parts of the annotation
process, for instance, using machine learning models for image classifi-
cation, could facilitate the creation of larger and more detailed frame-
works.
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+ Challenges and Limitations: One of the major challenges of this exper-
iment was to ensure the semantic compatibility between ontology and
image database. Granularity, terminology, and conceptualization might
vary across the entities and thus tend to cause challenges of integration.

This experiment proves the viability and benefits of a Domain Adaptation-
based integration combining ontological data with images, as developed here.
Such integration is to increase the possibilities of deriving meaningful insights
across domains toward more advanced semantic analysis and knowledge dis-
covery.

In section 7.4, the integration of deep learning with ontologies alleviates
the malice of dealing with malware identification and analysis processes in
several manners. First of all, an approach classifying malware-related images
is based on MobileNetV2, which integrates visual data lacking in traditional
methods of signature-based approaches. Secondly, the inclusion of ontolo-
gies provides semantic enrichment so that image data can be brought into
predefined categories relating to malware behaviors and form the compre-
hensive knowledge graph. This approach of duality provides a deeper contex-
tual understanding of malware, closing the gap between unstructured image
data and structured semantic representations.

It further enhances the interpretability and usability of classification re-
sults. Malware data visualized in a knowledge graph helps security analysts
to see relationships between various malware samples, behaviors, and visual
signatures. It helps make more effective decisions and response during inci-
dents.

The development of knowledge graphs in section 7.4 represents a signifi-
cant leap in the area of cybersecurity, especially in representing how this kind
of merging in deep learning with ontological framework can create a compre-
hensive and semantically enriched malware knowledge base. Implementa-
tion of a multi-dimensional perspective in understanding and analyzing cyber
threats can be offered by the knowledge graphs equipped with malware be-
havior and image data.

+ Semantic Enrichment and Contextual Understanding: Combining on-
tology with deep learning-based image classification allows the knowl-
edge graph within this study to surpass just mere categorization; it brings
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in a layer of semantic enrichment that creates more nuanced relation-
ships between malware entities. Using RDF/OWL for the construction of
the knowledge graph allows for the structured representation of both
visual data and behavioral characteristics. Such semantic richness gives
in-depth contextual understanding and makes it easier to trace relation-
ships between different malware samples, their behaviors, and visual
signatures.

Dynamic and Scalable Knowledge Graph Population: The experiment
presents an automated procedure to populate the knowledge graph us-
ing deep learning-based image classification results. This dynamic method
not only facilitates the scalability to accommodate large data but also
ensures the freshness of the knowledge graph due to the ongoing dis-
covery of new malware images and their behaviors. The ability to update
and expand knowledge graph automatically, with minimal intervention,
is quite important for updating the landscape of cyber threats rapidly.

Improving Interpretability and Usability: One of the primary advan-
tages of this approach is that it makes the malware data more inter-
pretable. The visualization of malware behavior and image data within
a knowledge graph can help security analysts identify interconnections
and patterns that would not be readily visible through traditional meth-
ods. The combination of deep learning outputs with ontological struc-
ture gives a more intuitive understanding of complex malware relation-
ships, thereby making the communication of findings better and en-
abling more informed decision-making.

Facilitating Advanced Queries and Inferences: Knowing that the knowl-
edge graph is semantics based which makes it feasible to be queried
about specific insights relating to malware behaviors and relationships.
This feature, in turn, enables security professionals to perform complex
analyses involving visual and semantic aspects of malware data. This
opens up significantly broader opportunities for a knowledge graph as
an instrument in carrying out research in the cybersecurity space and
operational threat intelligence.

Potential for Collaborative Threat Intelligence: Structured nature of
knowledge graph makes it the perfect ground for sharing and collabo-
ration on threat intelligence across different organizations. A semantic
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framework that keeps the data context and meaning makes for more
effective collaboration in identification and mitigation of cyber threats.
Coordination in this area is imperative in developing defenses against
advanced malware.

In conclusion, the knowledge graph development in this Chapter demon-
strates the potential of integrating deep learning and ontologies to create a se-
mantically enriched and dynamic knowledge base for malware analysis. This
approach not only enhances the interpretability and usability of malware data
but also provides a robust foundation for future research and collaboration
in cybersecurity.
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Conclusions & Future Work

This research aims to contribute in the field of malware behaviour analysis to
observe how the sequences of opcodes are being changed for each type of
new generation malware variants. Deep Learning based malware image pro-
cessing and visualization has helped to develop a deeper insight for malware
detection and classification process. A new knowledge based graph frame-
work is being developed by combining ontology and deep learning.

9.1 Conclusions

In Chapter 1, the research problem was identified and aims and objectives
were discussed to achieve the contributions. Knowledge graphs are benefi-
cial to unify and integrate the data points and mapping of relationship among
them. A knowledge graph based malware behaviour mapping was needed to
enable the capturing of metamorphic malware behaviour. To address the
gap of a dynamic malware behaviour knowledge graph an ontology driven
malware behaviour capturing system was developed in Chapter 4 for deeper
insights and understanding of malware behaviour analysis. The knowledge
graph was based on a domain ontology and a benchmark metamorphic mal-
ware behaviour dataset. The Ontology-driven knowledge graph was devel-
oped to build an ontology for dynamic analysis of malware behaviour. The
proposed framework includes 14 malware families with their sub-families and
3 types of malware code-structure with their individuals. With a focus on mal-
ware behaviour the proposed ontology depicts the relation among malware
families and malware code-structures with their respective behaviour. The
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proposed ontological framework can capture behaviour of metamorphic mal-
ware from a benchmark dataset which was generated based on API calls of
Windows malware.

The proposed ontology includes different kinds of malware families, code
structures and behavioural changes within it, therefore structuring a knowl-
edge base that can help in malware detection and analysis. By implementing
a dynamic ontology with a malware dataset based on API call sequences, the
framework provides an innovative approach towards modeling and under-
standing complex malware behaviors.

The key contributions include:

+ An domain ontology structure foundation, which classifies malware into
their types and code structures.

+ Sequences of API calls to automatically capture malware behavioral dy-
namics, with enhanced capabilities on ontology representation towards
dynamic changes of malware code.

+ Evaluation of the ontology through metrics and comparison of the on-
tology with available existing ones for its functionality and further usage.

The proposed ontology successfully models the advanced malware behav-
ior where changes in code structure and behavior were represented and es-
pecially for the metamorphic types of malware because they are really known
to adapt their code in each iteration by changing their original or initial behav-
ior with the traditional signature-based detection. Capturing these nuanced
aspects, there is a very robust ontological framework created for understand-
ing as well as the analysis of the malware behavior.

The ontology has a great value for researchers and practitioners in the field
of cybersecurity, as it allows them to conceptualize and analyze the behaviour
of new-generation malware. It helps in knowledge sharing and management
of malware domain, thereby leading to better detection and mitigation strate-
gies.

Because of proactive and advanced cyber threats which are being major
concern day by day, potential malware threats has become crimeware. Every
malicious behaviour or cyber threat related incidents cannot be automatically
resolved by machine learning. Recently, Deep Learning models are perform-
ing excellent to solve Computer Vision problems as deep learning models are
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more dependent on feature learning rather than being task specific. In Chap-
ter 5 several deep learning based experiments were carried out for malware
detection and classification purposes to find out the best possible results. The
deep learning based experiments are focusing on developing image-based
malware detection and classification methods to construct the novel frame-
works than the state-of-the-art. Convolutional Neural Networks (CNNs) are
the most promising deep learning models as it can analyze multidimensional
data (images) and detect malicious and benign files. CNN-based methods per-
formed well to develop detection and classification methods and produced
very good accuracy.

The deep learning experiments conducted in this research emphasize the
transformative role that advanced Al methodologies play in malware classi-
fication and cybersecurity. To accomplish this, using advanced architectures
like ResNet-50, CNNs, it demonstrated how deep learning could potentially
automate the extraction and analysis of complex features from malware im-
ages with high efficiency. This is the crux in cybersecurity since sheer volume
and diversity of malware call for scalable detection systems.

The findings of these experiments contribute to a larger goal towards the
integration of Al into cybersecurity; they emphasize resilience and adaptabil-
ity in the struggle against evolving threats from malware. Deep learning mod-
els are well equipped to handle dynamic and diverse data sets, thereby posi-
tioning them to be central pieces in the automated malware detection system
of the future.

While significant progress has been made, however the path to fully auto-
mated, resilient and interpretable cybersecurity solutions remains long. This
exercise moves forward an essential step in the use of Al to address one of the
most significant challenges in the digital world-malware detection and classi-
fication.

In Subsection 6.1.1, We successfully train and implement a Generative Ad-
versarial Network (GAN) and a classifier in continual learning on a collection
of images. The main aim was to have the GAN generate augmented images
and then subsequently train a classifier with the images to enhance perfor-
mance. This would prove the practicality of data augmentation using GANs on
image classification. The generated images improved the classifier's training
set, leading to better accuracy and robustness. Integration of the continual
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learning technique also ensured the performance of the classifier during suc-
cessive iterations of the training process.

In Subsection 6.1.2, we also had the experiment showing implementation
and testing a Continual Learning (CL) classifier built from the architecture of
U-Net for the task of a multi-class classification problem. This task used U-Net
that performs feature extraction for input images as it offers robust encoder-
decoder structure, within a classifier formed by incorporating it into the se-
guential neural network to perform a CL classification problem. Plot of train-
ing accuracies over epochs with a clear model learning curve indicated the
improvement over epochs. In this experiment, a U-Net-based feature extrac-
tor was used to integrate with a Continual Learning classifier with promising
results in a single-task classification problem.

In Subsection 6.1.3, this study shows the potential for the combination
of ResNet-50 and EWC in the malware image classification across multiple
datasets. The approach to continual learning was able to avoid catastrophic
forgetting while maintaining a high accuracy in the tasks performed, thus
showing potential for a dynamic cybersecurity environment. The experiments
indicate the relevance of task-specific optimization and leave open further
investigation for improvement in performance, such as for more complex
datasets as MaleVis.

This experiment integrates transfer learning within a unified framework
with continual learning to serve as a new paradigm for malware classification.
The novel application of EWC improves on the model’s ability to retain and
adapt knowledge across sequential tasks, hence solving the critical gap in the
existed malware detection systems.

The method differs from other traditional approaches where models are
trained from scratch on new datasets or malware variants and it improves the
efficiency of learning by preserving critical knowledge of previous tasks selec-
tively while adapting to new ones. This balance between retention and plas-
ticity is very important in the cybersecurity domain because of the dynamic
nature of threats, which always require adaptation.

Furthermore, it incorporates transfer learning using the ResNet50 archi-
tecture, which enhances the speed of training and applies pre-existing knowl-
edge from large-scale natural image datasets. The integration of transfer
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learning with continual learning ensures that accuracy and efficiency in mal-
ware detection are increased while setting up a scalable base for future work.

The experiment results prove that deep learning approaches can be effec-
tively applied to varied malware datasets without compromising the level of
accuracy and generalization.

The Chapter 7 of this thesis is trying to combine these two methods: “Do-
main Adaptation" and “Building Knowledge Graphs with Deep Learning-based
Image Classification and Ontology Integration".

In Subsection 7.1.1, the integration of ontology file with the malware image
data through the use of a “Domain Adaptation" model suggests a very good
approach towards more accurate and more robust classification in malware
classification. This experiment exploited the use of rdflib library in manipu-
lating ontology data such that classification becomes possible regarding their
respective types in malware as against their behavior.

The outcome of this experiment indicates that the inclusion of ontology
data in conjunction with malware image data improves the understanding
and the classification capabilities of the model. By leveraging deep semantic
information from the ontology, the model is able to capture the subtleties
of the available different types of malware, which further implies enhanced
accuracy of classifying malware. Moreover, the use of the proposed approach
yields robustness in the model toward different data sources, thereby making
this useful tool for malware detection and analysis in real-world scenarios.

Future work will encompass further improvements of the model like adding
more features to the ontologies, running experiments on architectures, and
pushing the approach over larger and different datasets. Thus, integrating
the semantic knowledge base with visual information opens up ways for de-
veloping advancements in malware-detection technologies to improve the ro-
bustness of these cybersecurity measures.

In section 7.4, the experiment for the integration of Ontology and Deep
Learning by “Building Knowledge Graphs" has demonstrated the integration
of deep learning and semantic web technologies to build an enriched knowl-
edge graph for image classification.

This experimentimplements an interesting novel integration of deep learn-
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ing with ontology for enriching semantic image classification and knowledge
graph population concerning malware. With the combination of convolutional
neural networks (CNNs) with ontological frameworks, the work introduces a
systematic way of explaining the behavior and visual features of malware.
Through this integration, three different types of malware knowledge graphs
are formed with enrichment using both behavioral data and visual signatures.
The approach demonstrates the potential for more accurate threat detection
and a more intuitive understanding of cybersecurity data.

The proposed framework enhances the capability of detecting, analyzing,
and understanding malware by integrating semantic image classification with
malware behavior data. By using convolutional neural networks (CNNs) for
image classification and RDF/OWL knowledge graphs, the unstructured visual
data is linked to structured, semantically enriched information.

The development of the knowledge graph is novel in several aspects:

1. Dynamic Population: This framework would allow the dynamic and au-
tomated population of knowledge graphs by organizing image data us-
ing classifiers. Scalability and flexibility would then be introduced in a
manner where knowledge graphs evolve with new input, ensuring that
knowledge is always current and comprehensive.

2. Semantic Enrichment: The use of ontologies further enriches the im-
age data classified with semantic relationships, thus making it capable
of deeper context and meaningful connections between different types
of malware, behaviors, and their visual signatures.

3. Integration of Visual and Behavioral Data: Thus, combination of mal-
ware image data set and behavioural ontologies yields a holistic graph
that encompasses much more than only the malware signature; now it
combines behavioural patterns into a significantly richer dataset.

4. Interactive and Visualized Graphs: The use of tools such as NetworkX
and PyVis allows users to visually interact with the knowledge graph in
order to further understand and decide on matters involving cybersecu-
rity.

Finally, the developed knowledge graph framework is a robust tool for mal-
ware analysis as it provides greater capabilities for the organization, analysis
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and visualization of complex data related to malware. This also opens new
directions for future research in knowledge graphs, especially the integration
of heterogeneous data types and support for more advanced cybersecurity
applications. This experiment showcases a comprehensive pipeline that inte-
grates image classification with semantic web technologies, creating a robust
knowledge graph enriched with both semantic data and visual representa-
tions.

9.2 Future Work

Future work of this research has the following objectives to achieve:

To expand the ontology with other available datasets to improve its class
richness and add more classes and attributes in it. This approach will
make the ontology more dynamic to act as a malware behaviour knowl-
edge base.

Investigate methods to scale ontology-based knowledge graphs to ac-
commodate the continuously growing and evolving nature of malware.
This includes optimizing the storage, retrieval and updating processes
to maintain efficiency and accuracy.

Including implementing more complex ontologies, more malware re-
lated datasets, or different machine learning models to yield better clas-
sification precision and graph quality.

To develop self-generating ontologies for generating relevant knowledge
of different domains. Self-generating ontologies are relatively new ideas
in Al field, incorporation of sel-generating ontology in cyber security field
will be a novel concept to understand attack patterns, zero-day attack
prevention, malware behaviour recording etc.

Multimodal cyber incident datasets need to be incorporated to develop
more advanced frameworks. Incorporation of multimodal dataset in cy-
ber security field will be beneficial to secure personal and sensitive in-
formation.

Develop and implement real-time malware detection systems that lever-
age the proposed methodologies. This involves addressing challenges
related to computational efficiency, latency, and resource constraints in
real-world environments.
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* Fine-tuning the architecture of the GAN and the hyperparameters in-
volved in it as well as checking its applicability on other datasets and
classification problems.

+ Continuing to develop a continual learning framework for more novel
tasks and introducing mechanisms to avoid catastrophic forgetting.

+ Extend the domain adaptation techniques to a broader range of related
domains and investigate their applicability to other types of cyber threats
beyond malware, such as phishing or ransomware.

+ Create interactive visualization tools that allow cybersecurity analysts to
dynamically explore and interpret malware datasets, facilitating more
intuitive and efficient threat analysis.

+ Combine the proposed methods with external threat intelligence sources
to enhance the contextual understanding of malware and improve pre-
dictive capabilities.

+ Expand the scope of analysis to include user and system behavior pat-
terns, integrating these with malware behavior captured by knowledge
graphs and deep learning models to provide a holistic view of cyberse-
curity threats.

+ Signal processing needs to be incorporated with the image processing
techniques for performing noise reduction, image sharpening etc.

* Novel malware attack patterns and vulnerabilities need to be considered
to build more advanced detection methods.

* Novel Deep Learning based approaches need to be proposed indepen-
dently to incorporate more number of datasets as a futute scope of this
thesis.

* Federated Learning based methods need to be developed to improve
remote work experiences. Virtual and remote works has grown rapidly
after lasttwo years, which led to more cyber related incidents. Federated
Learning could be an option to secure the remote work spaces.

By pursuing these future directions, the research community can build
upon the foundation laid by this thesis, advancing the state-of-the-art in mal-
ware detection and contributing to the development of more robust and adap-
tive cybersecurity solutions.
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